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01-21-2016 to 01-22-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 160. 213 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1




01-21-2016 to 01-22-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Davi ce Action Count
Lhited Sates 147.237.0. 15 kosher-kravi .idf.il 10711: HITP. Zniu Mul nerability Scanner B ock 1




01-21-2016 to 01-22-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
112.168. 26. 199 Korea, Republic of 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.85.93. 3 Bel arus 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
220.231.195.122 Chi na 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 3072 1




01-21-2016 to 01-22-2016

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
213.57. 42. 26 | srael 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 4
46. 19. 85. 30 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
216.243.31. 2 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
206. 253. 226. 23 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNretransnit wth different w ndow scal e noni t or 2
176.13.11. 4 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACGK nunber alert 1
109. 67. 11. 28 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNPAXK retransmit with different w ndow scal e noni t or 1
184. 105. 247. 244 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122.75 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
176.13.11. 4 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 1
141.212.121. 192 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> RST al ert 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
74.82.47. 20 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 36 Chi na 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
141.212.121.192 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
208. 69. 31. 10 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
174.37.194. 144 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 47 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
184.105. 139. 122 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.74 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46.19. 85. 14 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TGP sequence |l nvalid ACK nunber noni t or 1




01-21-2016 to 01-22-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘ ‘S te Sgnature Acti on ‘Oount
212.76. 107. 67 | srael 147.237. 0. 15 |kosher-kravi . i df.iljMil ti pl e Uhaut hori zed URL Access from 212. 76. 107. 67 B ock 1
104. 128. 144. 131|Canada 147.237. 0. 15 |kosher-kravi . i df .iljUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
Unaut hori zed URL Access to
.. . . lkosher-kravi.idf.il/1072-he/ or chot. aspx&a=u&ved=0ahukew 71yd- 1bvkahwex
212.76. 107. 67 | srael 147. 237. 0. 15 |kosher-kravi . i df.|Ii wkhwidbuwgf ggi maa&si g2=001hwekb6c3j sgwphj yxweusg=af gj cnekOnOwn2r B ock 1
gket i 6bz5j yf i gesvug
142.54.160.213 |Lhited Sates [147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to ww. 366901. coni ock 1
79.179.118. 87 | srael 147.237. 0. 15 |kosher-kravi.idf.ilj0O stributed PHP At enpt B ock 1
195. 62. 53. 168 :Z:::FI on 147. 237. 0. 15 |kosher-kravi . i df . iljUnaut hori zed URL Access to /admin/login B ock 1
79.179.118.87 |lsrael 147.237. 0. 15 |kosher-kravi .i df . i ljuhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
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