
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

14

1

2

3

4

5

6

7

8

9

10

11

12

13

14

14

ko
sh
er
-k
ra
vi
.i
df
.i
l

Top Attackers 

79.179.118.87, Israel

220.231.195.122, China

142.54.160.213, United States

212.76.107.67, Israel

162.222.185.165, United States

112.168.26.199, Korea, Republic of

208.69.31.10, United States

104.128.144.131, Canada

195.62.53.168, Russian Federation

93.85.93.3, Belarus
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

142.54.160.213 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 forward DP-Tehila 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

208.69.31.10 United States 147.237.0.15 kosher-kravi.idf.il 10711: HTTP:  ZmEu Vulnerability Scanner Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

112.168.26.199 Korea, Republic of 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

220.231.195.122 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

93.85.93.3 Belarus 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

162.222.185.165 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

220.231.195.122 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 3072 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

213.57.42.26 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.85.30 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 4

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

206.253.226.23 United States 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 2

176.13.11.4 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

109.67.11.28 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 1

184.105.247.244 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.75 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.11.4 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

74.82.47.20 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

180.97.106.36 China 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

208.69.31.10 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

174.37.194.144 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.47 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.122 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.14 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo
Target
Address

Site Signature
Device
Action

Count

212.76.107.67 Israel 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 212.76.107.67 Block 1

104.128.144.131 Canada 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

212.76.107.67 Israel 147.237.0.15 kosher-kravi.idf.il

Unauthorized URL Access to
kosher-kravi.idf.il/1072-he/orchot.aspx&sa=u&ved=0ahukewj71yd-1bvkahwex
iwkhw1dbuwqfggimaa&sig2=001hwekb6c3jsgwmphjyxw&usg=afqjcnek0n0ww2r
gketi6bz5jyfiqesvug

Block 1

142.54.160.213 United States 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.366901.com/ Block 1

79.179.118.87 Israel 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 1

195.62.53.168
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to /admin/login Block 1

79.179.118.87 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1
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