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01-20-2016 to 01-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
64. 246. 161. 30 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-20-2016 to 01-21-2016

|Top Attackers In IPS|

Attacker Address |A1tacker Go |Tar get Address |S te |mvi ce Action
188. 165. 15. 176 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 1




01-20-2016 to 01-21-2016

|Top Attackers In |D|

‘Att acker Geo

Tar get
Addr ess

Sgnature

182. 162. 73. 59 g‘f’rea Republic 1147 537.0.15 |kosher-kravi.idf.il|ET SOAN Potential SSH Scan 2
39, 68. 85. 159 Chi na 147 237.0.15 |kosher-kravi i df_”griﬁl\l Behavi oral Lhusual Iy fast inbound Tel net Connections, Potential Scan or Brute 1
91. 201. 236. 113 |lkrai ne 147.237.0.15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227.7 |Wkrai ne 147.237.0.15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
218. 246. 0. 97 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS w ndow 1024 1




01-20-2016 to 01-21-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
79. 180. 60. 122 | srael 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 16
64. 246. 161. 30 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Header Rgjection header rejection pattern found in request |nonitor 9
216.243.31. 2 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 157 [Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 15 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
64.125. 239. 13 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 199 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 130. 220 |l srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
75.167. 70. 34 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 223 [Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 158 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
84.229. 150. 206 |l srael 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 200 |Lhited S ates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 130. 220 |l srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.142.171.176 |lsrael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
185. 35. 62. 149 Sntzerl and 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 188 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
91. 200. 12. 139 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
74.82.47.51 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.39 |lLhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 15 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
37.142.171.176 |lsrael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
188. 138. 1. 218 Ger nany 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 189 |Lhited S ates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 1
93. 115. 82. 54 Anonynous Proxy |147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 54 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 106 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1




01-20-2016 to 01-21-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
91. 200. 12. 139 Lkrai ne 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 2
91. 200. 12. 139 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 91.200. 12. 139 B ock 2
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |NJLL Character in Method Bl ock 1
54. 153. 33. 145 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |Uhaut horized URL Access to 147.237.0. 15/ B ock 1
91. 200. 12. 139 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to wwu kosher-kravi.idf.il/xnirpc. php B ock 1
185. 35. 62. 11 Sii t zer | and 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized URL Access to 147.237.0. 15/ ock 1
61. 135. 190. 71 Chi na 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
141.212.122. 177 |Lhited Sates [147.237.0.15 [kosher-kravi.idf.il |Uhaut horized URL Access to 147.237.0. 15/ B ock 1
188. 138. 1. 218 Cer many 147.237.0.15 |kosher-kravi.idf.il |DOstributed Unhaut horized URL Access on 147.237.0. 15/ Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |I11egal Byte Gde Character in Mt hod B ock 1
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