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01-18-2016 to 01-19-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 169. 166 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1




01-18-2016 to 01-19-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste \Sgnat ure \I:evi ce Action |Oount |
40. 113. 8. 22 Lhited Sates [147.237.0.15 kosher-kravi.idf.il ]20086: HITP. Mii ebl ackcat Security Scanner B ock 82

40. 113. 8. 22 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 2

185. 130. 5. 235 147.237.0. 15 kosher-kravi.idf.il |20086: HITP. Mii ebl ackcat Security Scanner B ock 2

185. 130. 5. 235 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1

188. 165. 15. 119 France 147.237.0. 15 kosher-kravi.idf.il |C228: HITP. AhrefBot craw er B ock 1

40. 122. 49. 220 Lhited Sates [147.237.0.15 kosher-kravi.idf.il ]10711: HITP. ZnkEu Wl nerability Scanner B ock 1




01-18-2016 to 01-19-2016

|Top Attackers In |D|

‘Attacker Geo

Tar get
Addr ess

dgnature

40. 113. 8. 22 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET WB SERVER Mii ebl ackcat scanner 2
83.14. 28. 82 Pol and 147.237. 0. 15 |kosher-kravi .idf.i Igﬂiﬁ\l Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
163. 172. 13. 173 zlntgegom 147.237.0. 15 |kosher-kravi.idf.i|ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
46.211. 34. 236 |krai ne 147.237.0. 15 |kosher-kravi.idf.i||SERVER- WEBAPP admi n. php access 1
91. 201. 236. 114 |krai ne 147.237.0.15 |kosher-kravi.idf.i|ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 235 147.237.0. 15 |kosher-kravi.idf.il|ET WEB SERVER Mii ebl ackcat scanner 1




01-18-2016 to 01-19-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Tar get

Sgnature

Addr ess

173.208. 136. 170|lhited Sates [147.237.0. 15 |kosher-kravi.idf.il|B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 52
173.208. 136. 170|lhited Sates |147.237.0. 15 |kosher-kravi.idf.iljdrop SAMrul e drop 29
5.102. 254.212 |lsrael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 20
94, 188. 248. 70 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber noni t or 16
213. 8. 204. 45 | srael 147.237. 0. 15 |kosher-kravi .idf.il||drop SAMrul e dr op 14
46.19. 85. 254 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 12
94. 188. 248. 70 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 10
80. 82. 64. 68 Netherl ands  |147.237. 0. 15 |kosher-kravi.idf.i | 3 ream ng Engi ne: TGP Segnent TCP segnent out of naxi mum al | oved drop 9
Li mit Enf or cenent sequence. Packet dropped.
46. 19. 85. 214 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
5. 102. 254. 159 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 130. 99 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 2
216.243.31. 2 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
64.125.239.240 |lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 118|lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
40. 113. 8. 22 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.122. 165(Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN- ACK -> RST rej ect 1
109. 253. 200. 111 |l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
202.112.51.96 |China 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 163 | srael 147.237. 0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
183. 2. 207. 27 Chi na 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.169. 68 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.illdrop SAMrul e drop 1
141.212.121.192|lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 38 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 208|Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
40.122.49.220 |Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13. 6. 161 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
141.212.122. 166{Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 223. 117l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
80. 246. 130. 99 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 139. 100|Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.81 |lLhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
185. 130. 5. 235 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
46. 19. 85. 56 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
176.13. 6. 161 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.203|lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 223. 117l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 107|Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.82 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 200. 111|l srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
80. 82. 64. 68 Net herl ands  |147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
191.240.136.5 |Brazil 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 163 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 10 Chi na 147.237.0. 15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 204|lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
128.232.110. 28 z";ggom 147.237.0. 15 |kosher-kravi . i df .i |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
81. 218. 66. 107 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
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173.208. 136. 170|lhited Sates 147.237.0. 15 |kosher-kravi.idf.ilMil tipl e Adm n Bl ocki ng from 173. 208. 136. 170 B ock 3
46.211. 34. 236  |lkrai ne 147.237.0. 15 |kosher-kravi.idf.il|PH? At tenpt B ock 2
46.211.34.236 |krai ne 147.237. 0. 15 |kosher-kravi.idf.iljMil tipl e Unaut hori zed URL Access from 46. 211. 34. 236 B ock 2
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.illll 1 egal Byte Code Character in Method [[#21]] A A[[#15]] A%OAA-A?B B ock 1
173.208. 136. 170|Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il]Mil tipl e Uhaut hori zed URL Access from 173. 208. 136. 170 B ock 1
.. . . [Uhaut horized URL Access to
136. 243. 48.84  |Ger many 147.237.0. 15 |kosher-kravi .idf.il kosher- kravi . i df .i |/ shar ed user cont r ol s/ header upper / B ock 1
46.211.34.236 |krai ne 147.237. 0. 15 |kosher-kravi.idf.illAdm n Bl ocki ng B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.illlllegal Byte Gde Character in URL B ock 1
46.211.34.236 |krai ne 147.237.0. 15 |kosher-kravi.idf.ilJUhaut hori zed URL Access to kosher-kravi.idf.il/wp-1ogin. php B ock 1
141.212.122.81 |lLhited Sates 147.237.0. 15 |kosher-kravi.idf.iljUhaut hori zed URL Access to /X B ock 1
46.211. 34.236 |krai ne 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Admn Bl ocking from 46.211. 34. 236 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.illunknown HTTP Request Method [[#21]] A A [[#15]] A%QAA-A?B in URL |B ock 1
.. . . |Uhauthorized URL Access to
80. 82.64. 68 Net her | ands 147.237.0.15 [kosher-kravi .id . al emar al. or g/ wp- cont ent / t heres/ akhbar 24/ i nmages/ al enar ah. j pg Bl ock !
142.54.169. 166 |lhited Sates 147.237. 0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to wmw t gobet . cond B ock 1
91. 214. 201, 107 |"9Va RERUDITCY, 47 537 0. 15 [kosher-kravi.idf.i|Unaut hori zed LR Access to 147.237.0. 15/ Bl ock 1
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