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01-15-2016 to 01-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action  |DPIocation. Location

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
180. 97. 106. 162 Chi na 147.237.0. 15 kosher-kravi .i df.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
202.112. 51. 96 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf1 forvard CP-Tehi | a 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1




01-15-2016 to 01-16-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess |Ste

\Sgnature \I:evi ce Action |Oount |
185. 130. 5. 247 147.237.0. 15 kosher-kravi.idf.il ]20086: HITP. Mii ebl ackcat Security Scanner B ock 2
185. 130. 5. 247 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
151. 80. 31. 114 Italy 147.237.0. 15 kosher-kravi.idf.il |28: HITP. AhrefBot craw er B ock 1




01-15-2016 to 01-16-2016

|Top Attackers In |D|

Attacker Address|Attacker Geo|Target Address|Ste | gnature | count |
89. 248. 166. 146 |Netherlands |147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
149.71.157. 125 |Italy 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
174.37.194. 144 |Uhited Sates|147.237. 0. 15 |kosher-kravi.idf.ilJET SCAN NVAP -sS wi ndow 2048 1
185. 130. 5. 247 147.237.0. 15 |kosher-kravi.idf.il|ET VVEB SERVER Mii ebl ackcat scanner 1
59. 56. 241. 103 [Chi na 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
109. 251. 56. 171 |krai ne 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
174.37.194. 144 |hited Sates|147.237. 0. 15 |kosher-kravi.idf.il|JET SCAN NVAP -f -sS 1
180. 97. 106. 37 |Chi na 147.237.0.15 |kosher-kravi.idf.il|SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1




01-15-2016 to 01-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo  |Target Address|Ste [Name | gnature | Devi ce Action|Count |
185. 130. 5. 247 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 5
46.19. 86. 195 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 4
216.243.31. 2 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128.232.110.28 |WUnited Ki ngdom|147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 2
37.26. 149. 222 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
202.112.51. 96 Chi na 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
174.37.194. 144 |lLhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
104. 45. 18. 178 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il]l nstant Messengers |i nstant nessenger pattern found, application: Skype |nonitor 1
64.125.239.179 |Whited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 35. 62. 91 Sn tzerl and 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 1
141.212.122. 185 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
77.127.217.136 |[Israel 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 86. 151 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 1
180. 76. 15. 150 Chi na 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
71.6.165. 200 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|drop SAMrul e drop 1
141.212.122. 186 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 241. 222. 98 Ger many 147.237.0.15 |kosher-kravi.idf.il|drop SAMrul e drop 1
184. 105. 139. 106 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 171 [Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
74.82.47. 10 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
185. 130. 5. 247 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|drop SAMrul e drop 1
84.228. 236. 56 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |SYNtACK retransmit with different w ndow scal e noni t or 1
52.28. 32. 164 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 139. 114 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 172 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.51 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1




01-15-2016 to 01-16-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo  |Target Address |Ste |9 gnature | Devi ce Action |Count |
141.212.122. 177 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Unhaut hori zed URL Access to 147.237.0. 15/ B ock 1
180. 97. 106. 37 Chi na 147.237.0.15 |kosher-kravi.idf.il|Uhtraceabl e SSL Sessions: Protocol violation (SS. CONN LIENT HHLQ |None 1
189. 219. 147. 43 |[Mexi co 147.237.0. 15 |kosher-kravi.idf.il|Uhaut hori zed URL Access to /tmnbl ock. cgi B ock 1
128.232.110.29 |Unhited Kingdom|147.237.0.15 |kosher-kravi.idf.il|D stributed Unaut hori zed URL Access on 147.237.0. 15/ B ock 1
202.112.51. 96 Chi na 147.237.0.15 |kosher-kravi.idf.il|Uauthorized URL Access to wwv | i nkedi n. coni B ock 1
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