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01-14-2016 to 01-15-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess

|Ste \Sgnature \I:evice Action |Oount |
85. 25. 217. 27 Cer many 147.237.0. 15 kosher-kravi.idf.il ]20086: HITP. Mii ebl ackcat Security Scanner B ock 82
85. 25. 217. 27 Ger many 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 2




01-14-2016 to 01-15-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address |Ste |9 gnature |count |
85. 25. 217. 27 Cer many 147.237.0.15 kosher - kravi .i df .i| ET WEB SERVER Mii ebl ackcat scanner 2
193. 201. 227. 84 Lkrai ne 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
79.122. 226. 6 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 Sweden 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 35 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 40 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
216.243.31. 2 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
216. 218. 206. 90 Lhited Sates [147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 84 Lhited Sates [147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 153 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
218.22.211. 69 Chi na 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176.13. 4. 67 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 25. 217. 27 CGer many 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 103 |lLhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 119 |lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 30 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 159 Chi na 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
91. 208. 115. 34 Lkrai ne 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> RST rej ect 1
216.218.206.116 |lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.120 |Whited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108. 29. 19 | srael 147.237.0. 15 kosher-kravi.idf.il |Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data noni t or 1
198. 20. 69. 74 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 83 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 194 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
176.13. 4. 67 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
85.17.92. 133 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 35 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker Tar get

‘S’te
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Geo Addr ess
Lhi ted .. . . fUnauthorized URL Access to
159.203.83. 117 Sates 147.237.0.15 |kosher-kravi .idf. i} kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock
.. . [Uhauthorized URL Access to
66. 249. 64. 4 | srael 147.237.0.15 |kosher-kravi.idf.i I\/\mw Kosher-kravi .i df .i1/tenpl at es/ gener al / gener al . aspx B ock
159. 203. 83. 117 g;:: 147.237.0. 15 |kosher-kravi.idf.illMil tipl e Uhaut horized URL Access from 159. 203. 83. 117 B ock
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