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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste

|9 gnature

| Device Action  |DPIocation. Location
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
107. 150. 55. 212 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf1 forvard CP-Tehi | a 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te \Eevi ce Action |Count
185. 130. 5. 235 147.237.0. 15 kosher-kravi.idf.il ]20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
212.129.55.113 France 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
124. 65.231. 114 Chi na 147.237.0. 15 kaosher -kravi .idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 229 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 42. 206 Chi na 147.237.0.15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 68 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Tar get

Attacker Address |Attacker Geo Sgnature
Addr ess
54.244.22.103 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il]SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 64
80. 82. 64. 68 Netherl ands  |147.237. 0. 15 |kosher-kravi.idf.i | S[ ream ng Engi ne: TGP Segnent TCP segnent out of naxi mum al | oved drop 9
Li nmit Enf or cenent sequence. Packet dropped.

208. 100. 26. 229 |lhited Sates |147.237.0.15 |kosher-kravi.idf.illdrop SAMrul e drop 4
176.13. 5. 186 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber alert 2
216.243.31. 2 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
176. 13. 5. 186 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 2
184. 105. 247. 219|Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
162. 216.46. 174 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 210. 253l srael 147.237.0. 15 |kosher-kravi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
46.19. 86. 79 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
176. 13. 21. 177 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 182|Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
109. 253. 142. 59 |lsrael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber aert 1
74.82.47.11 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
185. 35. 62. 74 Sii t zer| and 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
128. 232. 110. 28 LKJ?Ir:;éjom 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
80. 82. 64. 68 Netherlands |147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 97. 106. 161 [Chi na 147.237.0. 15 |kosher-kravi.idf.il|]SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 192|lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
109. 253. 142. 59 |l srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47. 23 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 35.62. 194  |Swtzerl and 147.237. 0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
132. 64. 162. 34 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
61. 240. 144. 67 |China 147.237. 0. 15 |kosher-kravi .idf.i||drop SAMrul e drop 1
180. 97. 106. 162 [Chi na 147.237. 0. 15 |kosher-kravi .idf.i||SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212.122.193|lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 210. 253l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
74.82.47. 35 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
185. 130. 5. 231 147.237. 0. 15 |kosher-kravi .idf.illdrop SAMrul e drop 1
176.13.21. 177 |l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
141.212.122. 181|lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
106. 75. 199. 187 |Chi na 147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239. 146 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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128.232.110. 29 |hi ted Ki ngdom |147.237. 0. 15 |kosher-kravi . i df.il|Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
201.172.57.75 |Mexico 147.237. 0. 15 |kosher-kravi .i df .ilJUnaut hori zed URL Access to /tmunbl ock. cgi B ock 1
91. 214. 201. 107 x"ﬁ;‘i’i’ o 147. 237.0. 15 |kosher-kravi .i df . |Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
185. 35. 62. 11 Shi t zerl and 147.237. 0. 15 |kosher-kravi . idf.illUnhaut hori zed URL Access to 147.237.0. 15/ B ock 1
106. 75. 199. 187 |Chi na 147.237. 0. 15 |kosher-kravi . i df .iJUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
188. 143. 232. 26 g;;:} on 147.237. 0. 15 |kosher-kravi .idf.il[Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 26 B ock 1
107. 150. 55. 212 |Lhited Sates 147.237. 0. 15 |kosher-kravi . i df.iljlUnaut hori zed URL Access to www anj uke. cont B ock 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 26 . 147.237. 0. 15 |kosher-kravi . i df .illkosher-kravi.idf.il/tenpl at es/ sear chresul t s/ searchresul ts. aspx/t enpl at es/ sendt |B ock 1
Federation ) .
of ri end/ sendt of ri end. aspx
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi . idf.il|Uhaut hori zed URL Access to habbo. yt/public/css/ 960 12 col . css B ock 1
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