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W 185.93.187.49, null
73.243.176.4, Whited Sates
131.109. 15. 15, Whited Sates
141.212.122. 97, Lhited Sates
61.135.190. 71, China

185.130. 5. 235, nul |

185.130. 5. 234, null

107.150. 55. 210, Lhited Sates
79.71.83.170, ULnited Ki ngdom
W 162.222.185. 165, Lhited Sates




01-11-2016 to 01-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
107. 150. 55. 210 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




01-11-2016 to 01-12-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te \Eevi ce Action |Count
185. 130. 5. 235 147.237.0. 15 kosher-kravi.idf.il ]20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1




01-11-2016 to 01-12-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo |Target Address |Ste |9 gnature |count |
185. 130. 5. 234 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
73.243.176. 4 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
131.109. 15. 15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
79.71.83.170 Uni ted Ki ngdom 147.237.0. 15 kosher - kravi .idf.il ET SCAN Potential SSH Scan 1
131.109. 15. 15 Lhited Sates 147.237.0.15 kosher - kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1




01-11-2016 to 01-12-2016

|Top Attackers In FW |

Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
46. 19. 86. 66 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 2
119. 81. 135. 18 Hong Kong 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 79 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 79 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 163 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.51 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
27.46.137.52 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 112 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST aert 1
132. 66. 168. 45 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
52.28. 32. 164 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 203 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 164 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 144. 76 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 86. 24 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.110 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 193 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
200. 29. 186. 163 Gile 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.184 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 144. 76 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.111 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 45 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
202.116. 234. 16 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 185 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-11-2016 to 01-12-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste | gnature | Devi ce Action | Count |
185. 93. 187. 49 147.237.0.15 kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 185.93. 187. 49 B ock 3
185. 93. 187. 49 147.237.0. 15 kosher-kravi.idf.il |PHP Attenpt B ock 2
185. 93. 187. 49 147.237.0. 15 kosher-kravi.idf.il |[Miltiple Admn B ocking from 185.93. 187. 49 Bl ock 2
141. 212.122. 97 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |Unauthorized URL Access to /x B ock 1
61.135.190. 71 Chi na 147.237.0.15 kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ B ock 1
73.243.176. 4 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Dstributed Ml forned URL B ock 1
73.243.176. 4 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Uhauthori zed URL Access to 147.237.0. 15/ cgi - bi n/ php B ock 1
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