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Top Attackers 

120.43.9.239, China

168.63.206.180, United States

61.135.190.69, China

141.212.122.145, United States

59.45.79.117, China

176.50.139.113, Russian Federation

121.201.27.61, China

162.222.185.165, United States

107.150.60.74, United States

158.255.2.52, Russian Federation
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

107.150.60.74 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 drop BBL-Frankfurt 1

 01-08-2016 to 01-09-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.il C1000108: HTTP: Trying to locate existing FCKeditor Block 118

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.il 0854: HTTP: upload* Access Block 20

 01-08-2016 to 01-09-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

168.63.206.180 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 2

121.201.27.61 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

162.222.185.165 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

176.50.139.113 Russian Federation 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

158.255.2.52 Russian Federation 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo
Target
Address

Site Name Signature
Device
Action

Count

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.il
Block HTTP Non
Compliant

Failed to handle connection data monitor 76

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 8

185.120.126.8 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 3

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 2

141.212.122.81 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

62.113.223.94 Germany 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.80 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

158.255.2.52
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.100 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.218.206.86 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

180.76.15.22 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.82 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.2 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.35.62.189 Switzerland 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

168.1.99.206 Australia 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.140 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.218.206.98 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

180.76.15.159 China 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

141.212.122.152 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

71.189.24.112 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

52.28.32.164 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

180.97.106.36 China 147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

141.212.122.153 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

199.115.117.118 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.il Multiple Unauthorized URL Access from 120.43.9.239 Block 33

120.43.9.239 China 147.237.0.15 kosher-kravi.idf.il Multiple Admin Blocking from 120.43.9.239 Block 2

141.212.122.145 United States 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1

61.135.190.69 China 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1
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