01-06-2016 to 01-07-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Number 74
a 6
Attacks 5

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

117. 25. 155. 164, China

209. 190. 113. 85, Whited Sates
168. 62. 238. 153, Lhited Sates
61. 243. 39. 246, Chi na

219. 138. 49. 165, Chi na

117. 31. 224. 80, Chi na
61.135.190. 72, China
59.45.79. 117, China

185. 130. 5. 235, nul |

104. 128. 144. 131, Canada




01-06-2016 to 01-07-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-06-2016 to 01-07-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-06-2016 to 01-07-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
168. 62. 238. 153 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMVAP -sS wi ndow 1024 2
59.45.79. 117 Chi na 147.237.0. 15 kaosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 128. 144, 131 Canada 147.237.0. 15 kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
117. 25. 155. 164 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
117. 31. 224. 80 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
174.142.97.6 Canada 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
219. 138. 49. 165 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 243. 39. 246 Chi na 147.237.0. 15 kaosher -kravi .idf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
117. 25. 155. 164 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 130. 5. 235 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
128.127.107. 108 Net her | ands 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 5
216.243.31.2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
128. 61. 240. 118 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 214 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
64. 125. 239. 75 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 94 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 55 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
185. 35. 62. 84 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
71.6.216. 38 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
184. 105. 139. 107 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 163 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 132 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
185. 35. 62. 105 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131 Canada 147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
184. 105. 247. 235 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 164 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 147 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 97. 106. 162 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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Lhi ted - . [Unaut hori zed URL Access to
209.190. 113. 85 Sates 147.237.0.15 [kosher-kravi.idf.if kosher - kravi . i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock
61.135.190. 72 |China 147.237.0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to 147.237.0. 15/ B ock
66.249.64.4  |Israel 147.237.0.15 |kosher-kravi .idf i | authorized LRL Access to . . Bl ock
wan kosher -kravi . i df.il/tenpl at es/ sit enap/ si t enap. aspx
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