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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \Ste |I:evi ce Action |Count
185. 130. 5. 224 147.237.0. 15 kosher-kravi .idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1




01-04-2016 to 01-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature |count |
59.45.79. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
94. 20. 219. 161 Azer bai j an 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
80. 82. 69. 146 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 231 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
192. 186. 95. 178 Canada 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
185. 130. 5. 224 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 186. 95. 178 Canada 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste

| Name

|9 gnature

| Devi ce Action |Count |

176. 31.229.182 [|Fance 147.237.0.15 |kosher-kravi.idf.il |B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 25
94.126.171. 210 |Portugal 147.237.0.15 |kosher-kravi.idf.il [B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 25
184. 168. 192. 163 |Lhited Sates |147. 237.0.15 |kosher-kravi.idf.il |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
84.111. 37. 230 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TGP sequence SYNretransmt wth different wndowscale |nonitor 4
185. 130. 5. 224 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e dr op 2
109. 253.192.82 |lsrael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 2
109. 253.192.82 |Israel 147.237.0.15 |kosher-kravi.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 25 | srael 147.237.0.15 |kosher-kravi.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 86. 172 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 219 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 13.4.29 | srael 147.237.0.15 |kosher-kravi.idf.il |[Bad TCP sequence Inval id ACK nunber alert 1
13. 69. 153. 148 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
199.115. 117. 117 |hited Sates |147.237.0. 15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> RST rej ect 1
180. 76. 15. 16 Chi na 147.237.0. 15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.238 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 243 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
176. 13.4.29 | srael 147.237.0.15 |kosher-kravi.idf.il |[Bad TGP sequence Inval id ACK nunber noni t or 1
101.198. 159.31 |[China 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
38.229.1.15 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN- ACK -> RST rej ect 1
216.243.31.2 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 74 |lLhited Sates |147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237. 0. 15 |kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST alert 1
71.6.216. 47 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
176. 13.19. 70 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
107. 150. 61. 14 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 107 |Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker Tar get

Attacker Address Devi ce

Geo Addr ess Sgnature Action ‘Oount
.. . . fUnauthorized URL Access to
212.76.102. 170 |lsrael 147.237.0. 15 |kosher-kravi.idf.il Kosher-kravi .idf.il/sip storagel il es/ 3 si ze338x0/ 1773.] pg B ock 2
177.231.199. 45 |Mexi co 147.237.0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to /tnmunbl ock. cgi B ock 1
84.229.1.130 | srael 147.237.0. 15 |kosher-kravi.idf.i|D stributed PH? At enpt B ock 1
84.229.1. 130 | srael 147.237.0. 15 |kosher-kravi.idf.ilJUnaut hori zed UR. Access to kosher-kravi.idf.il/xnrpc. php B ock 1
141.212.122. 112 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.il|Mal formed URL proxytest.zmap.io: 80 B ock 1
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