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Top Attackers 

172.98.200.238, null

66.249.93.91, United States

131.109.15.15, United States

125.65.165.215, China

221.195.13.120, China

52.90.147.148, United States

176.49.152.157, Russian Federation

89.248.162.131, Netherlands

208.64.31.170, United States

41.251.161.255, Morocco
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 01-02-2016 to 01-03-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

185.130.5.224 147.237.0.15 kosher-kravi.idf.il 16634: HTTP: Apache HTTP Server mod_status Request Block 1
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Top Attackers In IDS
Attacker
Address

Attacker Geo
Target
Address

Site Signature Count

66.249.93.91 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sA (2) 2

125.65.165.215 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

131.109.15.15 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 4096 1

172.98.200.238 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 2048 1

193.201.227.7 Ukraine 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

208.64.31.170 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

222.77.97.27 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

89.248.162.131 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

131.109.15.15 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 3072 1

172.98.200.238 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -f -sS 1

176.49.152.157
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

201.173.44.98 Mexico 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

221.195.13.120 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

41.251.161.255 Morocco 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

109.253.156.158 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

109.253.156.158 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 2

185.130.5.224 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 2

185.130.5.231 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

107.150.55.210 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

5.22.131.56 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

216.218.206.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.78 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.165 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

84.108.56.162 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

199.115.117.117 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.8.12 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

52.90.147.148 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.119 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

84.108.56.162 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

213.57.57.113 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

176.13.8.12 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

64.125.239.154 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

217.132.3.13 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

101.198.159.31 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

213.57.57.113 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

178.217.187.39 Poland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.164 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.36 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

61.135.190.197 China 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1

141.212.122.160 United States 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1

52.90.147.148 United States 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1
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