1"NPT SwNn

01-02-2016 to 01-03-2016

www.gov.il

[Top Targets |

Nunmber
a
Attacks

204
194
18-
174
164
154
144
134
12+
114
104

9-

6-
5
4
3
2-
1

<
v Focused IP Under
Attack Daily Report

[Top Attackers |

Nunmber
a
Attacks

Top Tar get

Top Attackers

W 172.98.200. 238, null
66.249.93.91, Lhited Sates
¥ 131.109.15.15, Lhited Sates
125. 65. 165. 215, Chi na
W 221.195.13. 120, China
Il 52.90.147.148, Lhited Sates
[0 176. 49. 152. 157, Russi an Federation
W 89.248. 162. 131, Net herl ands
208.64.31.170, Lhited Sates
H 41. 251. 161. 255, Morocco




01-02-2016 to 01-03-2016

|Top Attackers | n DDoS- Def ence |
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \Ste |I:evi ce Action |Count
185. 130. 5. 224 147.237.0. 15 kosher-kravi .idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1




01-02-2016 to 01-03-2016

|Top Attackers In |D|

A tacker Tar get
Addr ess ‘Attacker Geo Addr ess ‘S te ‘S gnature ‘Oount
66. 249. 93. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|JET SCAN NVAP -sA (2) 2
125. 65. 165. 215 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
131.109. 15. 15 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS w ndow 4096 1
172. 98. 200. 238 147.237.0. 15 |kosher-kravi.idf.il|JET SCAN NVAP -sS w ndow 2048 1
193.201.227.7 |lkraine 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
208.64.31.170 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
222 77.97. 27 Chi na 147. 237 0. 15 |kosher-kravi _i df'”grcgem Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
59. 45.79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |Net her | ands 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
131.109.15.15 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS w ndow 3072 1
172. 98. 200. 238 147.237.0. 15 |kosher-kravi.idf.i|[ET SCAN NVAP -f -sS 1
176. 49, 152, 157 [RS8 &N 147.237.0.15 |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
Federation
201.173. 44. 98 |Mexi co 147. 237. 0. 15 kosher-kravi.idf.ilgr? Behavi oral Uhusual 'y fast inbound Tel net Gonnections, Potential Scan or Brute 1
221 195. 13. 120 |cni na 147. 237.0. 15 kosher-kravi.idf.ilgrf\l Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute
41.251. 161. 255 [Mor occo 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1




01-02-2016 to 01-03-2016

|Top Attackers In FW |

Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
109. 253. 156. 158 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 2
216.243.31.2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
109. 253. 156. 158 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
185. 130. 5. 224 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 2
185. 130. 5. 231 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e dr op 1
107. 150. 55. 210 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
5.22.131. 56 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
216. 218. 206. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 78 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 165 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
84.108. 56. 162 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
199.115. 117. 117 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
176. 13.8.12 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
52. 90. 147. 148 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 119 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST alert 1
84.108. 56. 162 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.57.113 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
176.13. 8. 12 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
64. 125. 239. 154 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
217.132.3.13 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
101.198. 159. 31 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57.57.113 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
178.217.187. 39 Pol and 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 164 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 36 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-02-2016 to 01-03-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo  |Target Address |Ste | gnature | Devi ce Action |count |

61.135.190. 197 Chi na 147.237.0. 15 kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1

141.212.122. 160 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1

52.90. 147. 148 Lhited Sates 147.237.0. 15 kosher -kravi . i df.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
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