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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
180. 97. 106. 37 Chi na 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




12-31-2015 to 01-01-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-31-2015 to 01-01-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |gte |9 gnature | count |
31.19.116.8 CGer many 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
141. 255. 166. 37 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 Russi an Federation 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1




12-31-2015 to 01-01-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
84. 109. 132. 83 | srael 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 36
174.142. 237. 226 |Canada 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
174.142. 237. 226 |Canada 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
81. 218. 48. 37 | srael 147.237.0.15 |kosher-kravi.idf.il |Bl ock HITP Non Conpli ant Fai l ed to handl e connection data noni t or 4
174. 142. 237. 226 |Canada 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128. 232. 110. 28 Uni ted Kingdom [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
109. 253. 135. 225 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
74.82.47.12 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 37 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
101. 198. 159. 31 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 44 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
183. 61. 153. 166 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 254. 199. 19 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
37. 26. 149. 205 | srael 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13.7.130 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
141.212. 122. 64 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 103 |lLhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 135. 225 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
64. 125. 239. 58 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176.13.7. 130 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.79 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 118 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Lhi ted - . [Unaut hori zed URL Access to
40.77.167.€0 Sates 147.237.0.15 |kosher-kravi .i df. 1| kosher - kravi . idf.il/tenpl at es/ honepage/ honepage. aspx Bl ock
61.135.190. 72 |China 147.237. 0. 15 |kosher-kravi.idf.il|Uhaut hori zed URL Access to 147.237.0. 15/ B ock
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