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The rise in the importance of internet and cyberspace in the last decade and the centrality it takes in the eco-system of civilian life and in the management of state institutions and infrastructures has led to major changes in the international system.
This course will help understand the changes happened in the international system and how sovereign states, multinational organization, NGOs, lone-wolf actors and other individuals interact in this new complicated system. We will discuss the political effects and the threats to national security.

The course is divided into 14 lectures:
1. Basic terminology in cyber part 1 - (what is cyber, security, exploits, vulnerabilities, SCADA, computer virus, computer worms, trojan horses, IOS, Android, social media etc.)
2. Basic terminology in cyber part 2  - ( CNE, CNO, CNA, zero day, APT, phishing, encryption etc.).
3. Changes in international power due to the internet. Introduction to cyber power.
4. Cyber multinationals corporations - the big 5 and some more.
5. Actors in the cyber domain - governments, organizations, individuals - and the interactions between the different players.
6. Cyber espionage.
7. Cyber crime.
8. Cyber terror.
9. Cyber war and national security.
10. Basic terminology in cyber part 3  - ( deep fake, fake news).
11. The political effect of the rising power of cyber multinationals corporations -Can they erode the sovereign states power?

12. Cyber deterrence and its limitations.
13.  Israel cyber rivals (Hamas, Hezbollah, Iran)
14. The future of cyber and the effects on international system

Guy Schleffer is an engineer with a M.A. in security studies from Tel aviv university (thesis in cyber and national security). Guy is a PhD candidate in the division of  international relations at Haifa university. Guy is an expert and have vast knowledge in cyber from his current work.
