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.txt, , .doc, .docx, .xls, .xlsx, .ppt, .pptx, .odt, .jpg, .png, .csv, .sql, .mdb,
.sln, .php, .asp, .aspx, .html, .xml, .psd, .java, .jpeg, .pptm, .pptx, .xlsb, .xl
sm, .db, .docm, .sql, .pdf

7902 batch ¥21p W91 931 1IWNHNH JANNY YR NN ITNYD WHNWHI N1 NN IWIND NN Dy
Shadow Volume -n nx Pinny yPpany MNP Y nv 9510 Nt NP .new.bat ovwa %Temp%
Automatic ) mmbn SY H>UMVLIND PPPNN NP NX YYD 191 9PN AWNNI DMV WX Copies

(Startup Repair

:NIPN MYNNKI MYXIIN AWK MNP

vssadmin.exe Delete Shadows /All /Quiet
bcdedit.exe /set {default} recoveryenabled No
bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures

vssadmin.exe delete shadows /all /quiet
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Computer  read this file

- m

Adobe Reader READ
ENGLISH:

Your personal files were encrypted using RSA key cryptographically!

Mozilla README!! It decrypts files can be knowing a unique, private RSA key length of 2048 bits,
Firefox which is only for us.

Write to us at mail: file987@sigaint.org Spare mails: file9876@openmail.cc or

. file987 @tutanota.com.
DECRYPTS

Instructions for payment will be sent in the opposite letter.
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IP_Addresses:
1. 109.237.132.12
2. 213.25.128.10
3. 185.83.208.188
4. 211.214.161.186
5. 70.12.247.47

Domains:
server6.thcservers.com
daapv.de

1

2

3. sayan-sanat.ir
4. pcblueberry.kr
5

tkopd.leszno.pl

Regqistry. :
1. HKCU\Software\Microsoft\Windows\CurrentVersion\Run\winpnp %Temp%\winpnp.exe
2. HKCU\Software\Microsoft\Windows\CurrentVersion\Run\drvpci %Temp%\drvpci.exe
3. HKCU\Software\Microsoft\Windows\CurrentVersion\Run\windefrag

%Temp%\windefrag.exe

1. 448f787a6e2a0el1907f1labd67+f5b85b4
2. bcabclfa9b9a8bf60eecbd91e08d1323

SHA-1 :
1. 4c17b97a3e20b51247536d9c8bebcd63e8e1806b
2. 711752953ee347e6797e4b8d835e26b0d32331be
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:SHA-256
1. ba4e7b8df8d78a961b30e890c8721fe78c730cOf2c2a85c858369cd3a55f0f13
2. 8bd8901cf7ef997321344a48bd6a754767b01e346el4eae965bal39443353b3

Malicious Emails Addresses:

1. file987@sigaint.org

2. file9876@openmail.cc
3. file987@tutanota.com

Files & Folders:
1. %Temp%\crjoker.html

2. %Temp%\drvpci.exe

3. %Temp%\GetYouFiles.txt
4. %Temp%\imgdesktop.exe
5. %Temp%\new.bat

6. %Temp%\README!!!.txt

7. %Temp%\sdajfhdfkj

8. %Temp%\windefrag.exe

9. %Temp%\windrv.exe

10. %Temp%\winpnp.exe

11. %AppData%\dbddbccdf.exe
12. %AppData%\README! ! | . txt22
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1. https://www.virustotal.com/en/file/bade7b8df8d78a961b30e890c8721fe78c730c0Of
2c2a85c858369cd3a55f0f13/analysis/ 1451460454/

2. http://www.bleepingcomputer.com/news/security/the-cryptojoker-ransomware-

is-nothing-to-laugh-about/

3. https://www.hybrid-
analysis.com/sample/ba4de7b8df8d78a961b30e890c8721fe78c730cOf2c2a85c858369cd
3a55f@f13?environmentId=1
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https://cert.qov.il/Resources/best_practices/SiteAssets/Cert-11%20Best%20Practices%20short%20booklet%20.pdf
https://cert.qov.il/Resources/best_practices/SiteAssets/CERT-1L%20Best%20Practices%20Full%20Booklet.pdf
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