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NN DINNA DPDIYY YINIVPRI YVINDT YN 17D ¥TI , AN MNPH NN DDA HY MINDN CERT-N MY NNDNI T2 UPIY DINIVDY NITYN
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DT HY DOYKINN DIAKIND IN DIMPYD IX DON

201595y 24
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PYIN Y1913 NI DY NYIND )TN

YYON NPT IWARNDN YT 1)) DN DWW PR 190010 MPN N Mnon CERT-1 wov NN

Sy YN NN PVIAN N DY 2995 MDY MYpnn .(Personally identifiable information)
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NP9 IN NPIN HY PYNY DMYYY NHYINN NIWNI IN HYWIL 198w 2ann - (Indicators Of Compromise)
AAUnn Mavyna

;MM MDPNAIINIY C&C-N O>NIWY MNTN MINND 1oND
191, 0ONAPN MNYIA MPY IPY IN, DNDN 2OV NOYAN X APY 59 1¥91 RO MINNDN MNINN) 1O1))

(2NNY MYPNHIXIY MAININ 1PN NINYN C&C -nonw S IP 1 mand o) o 9

: IP mvams
e 103.16.140.102 e 83.247.6.182 e 210.211.101.5
e 103.255.061.114 e 109.104.104.102 e 219.94.133.113
e 103.255.61.39 e 108.166.213.43 e 78.153.149.219
e 182.18.129.207 o 162.213.221.153 e 105.130.192.65
e 192.81.135.175 e 107.167.73.219 e 199.59.243.119
e 201.30.146.133 e 184.164.70.204 e 216.244.93.247
e 210.209.127.39 e 184.164.81.11 e 107.160.143.10
e 50.117.38.170 e 148.163.104.35 e 59.90.86.210
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drongobast.com
efuelia.com
gandaband.com
kopirabus.com
macoroxaz.Ccom
manulizza.com
mustufacka.com
nsl.figainab.net
ns8.figainab.net
nsa.figainab.net
oceanspirit.com
acid.borec.cz
images.googlewebcache.com
kgfabriks.in
livesupdate.com
WWW.Nnsa.org.cn
yamachiyo.com
assets.airinstaller.com
Kinure-desrt.su
Oak-tureght.ru
professional-ton.ru
opmsecurity.org
opm-learning.org
meeting-rsvp.com
cdn.servehttp.com
wdc-news-post.com

:Domains

e wdc-news-post.com

e subhashmadhu.com

® snecma-secure.appspot.com
e facebook.from-pr.com

e pejoratively.blog.ro

e universofoot.com.br

e cate-rina.net

e ichener-duwackstumbe.de

e dayapramana.com

e tlvegan.com

e travelingmu.com

e abdebassetbenhassen.org

e flwot.bbs.mythem.es

e 4dyuexs.rxlijd.bbs.mythem.es
e haft-honar.com

e chuamun.com

e Jjigsore.nasky.net

e tommyhumphreys.com

e tsv-albertshofen.net

e woodcreations.com.pk

® snecma-secure.appspot.com
e facebook.from-pr.com

e transcandence.com

e mignonfilet.com

e lytovp.istmein.de

buysacramentoproperties.com

iotgduzgha.vtre.gvofj.gypvthu.loqu.forum.mythem.es

svcDomains.exe
20140831 .pdf
MALICIOUS.pdf
PCH.docx
ntbackup.exe
Eesugreg.exe
c46l.gif
oncs.exe

:(Files) orsapy nyosn

e mmst.exe

e RAService.exe
e symcm.exe

e mxsetup.exe

® spems.exe

e 32.exe

e dwab.exe

e ntlmshare.exe
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® once.exe e sm.exe
¢ mms.exe e C.exe
e m64d.exe e ClientMsSsl.06.exe
® aspnet state.exe e msntlm.dll
e LESUGRegEx.exe ® ups.exe
e acevents.exe e uf.exe
e setup.exe e m32.exe
e airb58BA.exe e pcbd.exe
e okhion.exe e mic4d.exe
® syaxar.exe ® vces.exe
e tmpY%437elc2.bat e ibibub.exe
e lekya.exe e tmpc6344c09.bat
e AA v3.exe e demo.exe
e toarcime.exe e https.exe
e encrashrep.dll e dump32.exe
e w.exe e dump64d.exe
e starter avp.exe e TrustAgent.exe
e ushata.dll e aview.exe
e SensrSvc2013.d11 e fO03825160.exe
e CRYPTBASE.d11 e winrsves.dll
e User32.dll ® mcsync.exe
e Tusb3mon.dll e McUtil.dll
® s.Jpg e wcebd.exe
e EWSNH.exe e https.sys
e ivpgvz2085205250.jpg e AOFVPMJXVT.exe
e E-ZPass Highlandville 65669.exe e SensrSvc2013.exe

e chrome frame helper.dll

e UpdateFlashPlayer 07c37fcb.exe

e UpdateFlashPlayer 7467cc25.exe

e Invoice 025816-phish-20140827.pdf

NPT I MAN
e gnclcOot@yahoo.com e gbglds96cjol@outlook.com
e rppbgp2rjlmail.com e kgjtvifgbr@hotmail.com
e grf9vrwab@yahoo.com e juthpd38@hotmail.com
e jlbbgr258@hotmail.com e jgzivOmoav5@mail.com

e s563xze9%j@gmail.com
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27C6DO3BCDBS8CFEB96B716F3D8BE3E1LS8
D41D8CD98F00B204ES800998ECF8427E
1DO3A3B2C513F2D25A35E521C7C8D7A4
18B0385491C556801898F6577827893F
259525CFB422E6AC8E87BCO777B1DF73
69DAF/8A48F7581B756F3133C15B7F5F
6D30861D859877A4EFE3FE7D7D0112RB0
917D50F71FC10D11EBCASFE703E6AABT
DDB785744F6602BBB536310E0A049370
4CBB71284CE6BDEO0539E7C842B67E63
1AE99F9D602355E1ABEFS5CD7D98981835
8EOF33300ESDBE49DACC9247C4D824E0
382758CCCOAF65A13DC0342B95697E67
69D205DBI9DODCAEEB822B1CA82263EEF
16AA81F3026FCA2341A19AF4C5212881
23496B9109CF7EE71406B2274C79A9CB
445FB1FE40D101AB560752439A91995B
4751DEDF6F716995218D0861A249079F
555B38F09C68208E96076D8AAF6D1279
578B18608E40B21349B455D41C531C5A
6F20EC5CB1F3DB56744B168ECEF902838
86D329C64D44460DB5C037D97BOF25F7
A4ATA8D98365450391FAE7AS8EBS3BDA
BA41B472CF96D07A89E099FES51281CDE
Cl15632288F161BF422A67D7DCBA28D3B
005ECF2A6C557DDCECS50E8BFE5627BA9C
OCC1lCO040E3E4B3CF570C6F81FB16BF43
35CED1255BFA84E807D8BF61D6A195D4
49AA96F311FD76055292FBAE763F739C
522FAFB17AAD539DE2988901F76511C7
52937AC199BFDBF4993FF68CBEO98F73A
59C9D17597BEB1ABBE4B52AED686C3ES
5C2AD646E3753FB706DD5ACCIE66D0OEE
6382A2478037267DBFB7E584F570355C
6B3FD0739C53406C69FT7A3C600B85CCB
827F18F11EE94945B61C3866E06B4A6B
832FBD15F38EA8DD5D7125DC5BB15991
AGFT7CC290B8C637A425D1D54496AEETT
A73B17090D2B5AD68BC8B1193438E7AD

INSIYW MD5 sntn

86C3250569961778813243E064716AAB
8911F6B41CO2EF6092EBDA4D199F5E24
962F0509A44EDD626880A9BES45BB838
9FAS52DA2366FET71D269FC18387EF64D
A5CI1B2BE9D952AE11D1161F5092D7770
AA97C611C07A1095B42873D4E1ADDEFDS
AAAT28FAQ091B334B4D58488FD7799F99
BS5E7BBAEEB665FEAE34BC766CAASDBO6
CDE605549F809713B7FOD7EECDE8772B
DFB1ES8DE6F17CDAA2AO0SBAACL2E4FB3E
EO3ABSDO9AD5D88D47924507063111880
EO9E3847D955928291E71E0F5A1406264
EFE7D799393E3C5AF3A813BB7480364D
FF3F10483F84B62CF1DABT735F7E80669
O0FD993D5756CBB66326895778869269
021A5EEICS53F37F3CC29506D0F400740
073AD45909545C33219FBS2A0CBCS5D41
OEF89158137DF848B1F6A641FF3864E1
123D51C64DF2CEAF69EED92A5D1IBECOD
1573D0A81CB3E14EESF8E25F98FF2B70
25A4EB24E5995B9973EA2343BFEF0561
2647593A3AC48248BAA438202BD1FT7EBR
34A9A42A912745851056D357B5E3CALG
37689017C1B0OCC234BE35874C6292ECH
3BF24A621EADOGAF3FFA33D1IDE194ERS
54C25AE3837F5892B2C8E928D797B30F
59DC45223B5B2D4574E97D3DAES8380E4
5D04692792A1AA41F153FC8BECE49C46
5EO01A19B70480552F4B371EOE1A6B1IC4
6229E3AF33COA339827058EE912F786A
6411C19F94C8D297FCE10D936FS6DEE4
79EO03DBC699AA4FE46194B28E4C8787AE
80DESEB6700B4FF911BDE187D6E42509
82EAC6DCE4343F50DAC6B4ECA4E3ARLG
900CE12CO35E73FD55ACBCFFCEC3B173
92D83548602D6230BADB38A0ECEE4CC?2
A3COF029A5201A29BE2D7EDF98C6COFB
A6BDDF575988548CAFB164A33D12DA7D
A6C8236825323F0D631515AB1A653D91
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B284BD55C805CB3708F3B50B49D7D6F0
C5A96A6AFT7255F504F1B7A594314BA1D
DB71FE93DF623307FDDFCCB7DEBA38C3
E363215DCDCE190917D289949629BC08
E6A35017B42C694DB145AEF51366A33B
EE3E4518571DCO7876FFE/D6D5E65394
FOS6E2B3A28AB1AABS544F240415A0A70
F6250B21BECBABBO538E7BI9CFBDIC359
F750B4EEE6EOCC3BB515181602E1BFDB
F80683COCOEO9C6FB437E81350B26EBY
FO84F3ADSAD940D53C3F2D45F2FETD32
F9923E075F43BCF1AAGCDOC3FCA45499
FABASA289CES0245C2A228523E741A00
FF3402C1C5F635579EFC37195831AF83
04C271FETF80F95BBAC255B3D0E6GO4AF
04CFE25046379BD35F4EEE195F13CAZ20
06C86165196BFIODF/CFEFB8703328902D
084018AADC741411349766A1798E9487
OBFA782298A17D17C24794BAST792F995
OE64A7D64D854DBD8913C04BA8SDD17D4
10446E66115459AC13DFDBFA4EQ03372
2FA3823F28A02E5910ABC38AA65CB63A
417FDA2B683BE1713956A2C3D8C768BB
4E9D2464FDAC132A37F0ASC2D84DA038
4F3B674D7C4E9C118DF2D4AFCB859CBB
5006494D7F459C3D538275B57D488912
541A2A9D01DAB42B4D5BBI917C8EA22DE
581E047BF0OD68696757221BO9B4FCC3B0
S5A22AF8ECFF60EF9B7724D78C22D0316
5AFOFEDO550825702ACEC9498A3ET712F
5E674FC5799694D1FC621FT7AT3E6CLAC
6A04004CB1A3F3F426CO0FD7EECDOC877
8572C05B7D888CCEF8F4602FF9DD59A6
8996799C4A4ETFE1IDOAY3F8ADAZ26612F
8F7E33444A4CCDCC4F3738963F494795
A104AFOES7D6B7406DD92A874D8AOCE?2
A1745A288Bl426FF2FA2FES3472BBB39
A55567FCEB74F9CA4F151F4AB84B68CT
COF551AE7752097A0F301C3FDD1DF542
CE4D3706E4267CT7E9444867665438FE1

AOASS5BO1BD55DDI9DC3CEFS510D3F2021E9
0313ADSFF47FD64637462D05F2775785
41AE258113EF38EAEBCB8359FBOF18FF
875B47DFFB455A7395E6682589EADOAOD
F3246CT70EF5EEO38E3BC2867A01212B0
4D672AE2286B037B52D098ECEA2B393A
6355D1F1A160B684D1AF390F13F9B783
720D6B4A6DD37D3F0863A3AACTES3CT0
D41AF1ET753D240BE29CAS5173CO9ESFDFEB
0332527832347E2895D453CA5903AE3B
752562DC1C94773F1CDF79D2F3D3D859
CA1B2725299D096600B25BF6FA218628
1ACO7BDE0294D828DEBAATBS56D986E51
CEBCL54F235EFDAF061BEDS897BFEC4AE]L
A82CAB47CDBC2B8060FET71560AFF7244
3C8A926AACT86121E0A3A609957016D1
1F7729AB077BA307006AAFDC137D2FAS8
2F1B021644071F7C6420212F9BF4297D
BFDBF09072B58E9Q0AEFT726C2D1ECFEF8B7
25631F5CCEC8F155A8760B8568CA22C5
38F29ES55B76DE69C8E97F4491202B8B
75416711FC782A3E2A2B54C4B86677BF
6783FB7BAC2B374CF5274BDDESCDD66D
OAD9441FBBOCDT7AA25F21ECT71EC820BF
B221FEAAS54AA856FB1F3092381EB866D
50DEOD329B748D5A3CT7ABD69133E13A2
474CF44832A3A9376896FCHEFCL6EF339
019A5F531F324D5528CCCOSFAAGLTF42
01C45A203526978A7D8D0457594FAFBF
023EF99BC3C84B8DF3F837454C0E1629
0334B1043C62D48525A29AEB95AFCB0OS
04E8510007EEA6BBOOSAB3B0O53F039DB
04F17C37259533E301B01A8C64E476E6
O5CD4BFEAC3AD6144B5F5023277AFA45
065AA01311CABF3EO0016D8AES46D30A4
06EC79F67ADS8EDEY9A3BD0810D88E3539
07B678ED364B23688B02A13727166A45
OA2C6265A65A25E9BEF80F55CDD62229
OABA4CFAT745B6350BEALIB47F5754595E
OAESACE203031F32E9B1AC5696C0C070
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9250 MNPN DY MTTHINNND MIINDN 199910

CFE81BCCD84521FFES57D492AC8B7DE22
D22D719495F23E38805BBEASDF434ABR
E28ADD2DD8C190FE104C6C3878F38C4B
E4F7224ED356915816BREBB715326D18A
E8D83A8828934C1860F308F212B670AF
EDE58D7D276CED2C97F55A977243901D
FO91A82E48BBA2986211A2483E21B3DDA
59C311A7299EDOB71EDOO35F8F526AD6
256438747BAET78C9101COA0D4EFES572
256438747bae78c9101c9%9al0d4efeb572
1C93139CO9A33EDOIC26F88EFO8FFF1EQ
29BBR4F050F1CFB8400574CFF309B72C4
3395301789AC3F219235F8418A1C2785
4D851180245C121F4948704097066BEA
62492CF1491F0E4257FEABDBY970AB274
E7F36422E9F52C58440A1025E37E7F42
0454F4A4FEO2EBDBS11FC714F1C56B5A
3B64C65B35439CA19BF87D89534FEEED
986C0A3E12876B7BC4581984F1AAS50E
6C8E42977142750C357C29B32283FE83
9A4DABF1B5DB4C723896CF99FC4E19CT
D2B1E2975AD97EBOFS5F7178A85061D0C
19884C3CAB59910A495EFABR11931F940
9F97B1BFO087FE12262B4D89E8B2DCFEA
6DS5AEF175AA5084B4035C08E381A35A6
13A95890B5F0947D6FO058CASC30A3E0L
4180327DFAA6558213027A12E7E43CD3
2EB4EO0QAFBO47ED8A10372DA64836DFE
00BB8079A7A4DA88TFESCERFD3E34864RB
FOC597548DB2303A5EDES59758A4510C7
571044A72A32E42A45730198756759CF
1501EEDS51578E795AF7F2F5FB3078178
1976685CC5F2FB32F344FE18ERSE2RBRCE
BBEDG6E4C20F5FF0317FBC1AOB6GA87D49
176CBBC3E602ADBOBACBO1AZ22686B9A4
E45BA52DE8SCET7D377AFD3B7F9CT7D70F4
34DB8FB5635C7FOF76A07808B35C8ES5
352411E5288B2C6EAS5571A2838C8F7F3
360273DBY9AC67E1531257323324D9F62
372AA07662FB5779C8BF16D46FB58ACB

0B6AOCA44E47609910D978FFB1EE49C6
ODOF5C0416247BB1DD6EOE2BE1114B67
OES5D1BS41DCB597EBO9B7DCIF0694C65F
OFF96F4DBFESAA9C49B489218D862CD7
1077A39788E88DBFO7COB6EF3F143FD4
1098E66986134D71D4A8DD07301640B1
116DBFD8F5B6C5A5522D3B83A3821268
121320414D091508AC397044495D0D9C
124089995494BE38D866DEOSCL2F99EF
1240FBBABD76110A8FC29803E0C3CCFEFB
127CD711193603B4725094DAC1BD26F6
1371181A6E6852F52374B4515AAA026A
13E99782F29EFA20A2753AC00DICO5A0
1472FFFE307AD13669420021F9A2C722
15CCB0S918411B859BAB268195957C731
1856A6A28621F241698E4E4287CBACS
1893CF1D00980926F87C294C786892D2
191696982F3F21A6AC31BF3549C94108
1A6C43B693BB49DADSFEL1637B02DA2C6
1B826FA3FD70A529623ED1267944CEES
1D016BB286980FD356CAB21CDFCB49F4
1DESDB7CEF81645F3F0E7AABDB7551A8
1FF57ATAAZ2AA92698356F6C157290A28
205C9B07C449A9C270AABEY923123C0C1
21131BCE815F2CB1BCOEBIFBFO00B3C25
21EE6C85F431C2AA085BY91AC0OC86D27F
230D4212692C867219ABAT739C57F0792
23169A0A2EEE3D12FDEOF3EFD2CD55F1
2414D83E97CB4C442B5594C6FBAFEQ045
2567D2BBCCESC8ET7DCABCD2C1DB2A98A
276F06196001DCFAS7AO035509F0CDOAA
29BD6CFC21250DFA348597A21A4A012B
2ADC305F890F51BD97EDBECE913ABC33
2CA3F59590A5AEABRG48F292BF19F4ALE
2F23AF251B8535E24614C11D706197C3
2FF61B170821191C99D8B75BD01726F2
33BESE41A8C3A9203829615AE26A5B6E
34B7AA103DEEFBEY906DF59106683CC97
5BB780344A601F4EFFOCEOCS55DAF4361
5DBDC2839E3F5C2DD35F3DEF42002663
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3759833848A8CD424BF973D66E983E91L
3859B0EA4596D8F47677497D09BCC894
388ATAE6963FD4DA3ECOA4371738F4EQ
391CO01BDBEB5975C85CEEQ0099ADB132C
3AIDF1EC3EF499BB59F07845E7621155
3B70AB484857B6ES6E62E239C937DEA6
3D2C2FDD4104978762B89804BA771E63
3E0016D728B979B7F8FD77A2738047EB
3EDBC66089BES94233391D4F34EC1F94
3FC6405499C25964DFESD37EE0613A59
3FF30FCE107A01D3D17A9768ABEGEQ086
41093A982526C6DCTDBCF4F63814D428
416E598FB1EDOAT/B6CE815A224015CB8
416E831D583665352FEL16FES232D36CF
419CE8F53D5585ABD144E9E76113639D
421BFF8F5DD218727283A2914424ECCC
4315274A5EDAT74CD81AS5EC44980876E8
43E6A46D8789E1563E94FF17EFF486D7
470E8DD406407B50483CE40DE46660AF
488C55D9A13CTFASEEIAAQCISA43ABI1E
492C59BDDBCBE7CBD2F932655181FB0OS8
4A6F45FF62E9ABI9FE48F1BO91B31D110E
4D8482DA8730A886E4D21C5BFB7CD30E
4DC526EBY9D04F022DFO9FA2518854BBB4
501DBY97A6B60512612909CFESS59FBCDO
5382EFBECCCFE8227CT7TADC443E229542F
5482DEEEY917C374BAB43DD83A4A6CT22
5496CFFSE3BF46448CT74FBET728763325
55DAA4271973BB71AD4548225675E389
567A33E09AF45123678042E620F31769
586C418BF947A0EF73AFD2A7009C4439
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AB81569D86C4ATBCE2C446F169816A7FF
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