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: 1P mamo
e 85.25.100.75 o 41.204.128.242 e 179.43.128.238
e 95.134.107.123 e 213.180.204.3 e 109.108.143.40

:Domains
e previewproperty.co.uk
e shiraland.su
e vyandex.ru

e Krutobruto.su

:(Files) 89y nroon

e Stemp?\tmp[random]

e signons2.exe

e Stemp%\tmp5cd74bbf.bat

e Stemp%\tmp9d2lda33\winsrc.exe

e C:\Users\%username%\Local Settings\Temporary Internet

Files\Content.IE5\KNOKM7UC\31223122[1] .exe
e S%appdata%\winicsve.exe
e 31223122.doc
e Bot.exe
e Tmpeafflb584.exe
e Sail[random].jpg
e Agent.exe
e Bot secondsample.exe

e Mp3 file kanye west.mp3

:Cookie »nm

e 3%username%\yandex[1].txt
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A93CFE3FAS538C86F41D448E426ECCBD2
BS5EA485DC4247D944736DFF62BA4D668
B1877E564A21BCB3EE9F3903E7A14710
46444B8C103B65FBD85002F2221BEA3F
bdd76cf3b4bad8062166£f72c7014aca’
0lbe04b5eb6966abeef8dal420£40d3a
7Tf1lbcd2c08a32cfc272a585df3a35142
leebl7e0a3a5e4083aa813c779£fa55d3
D7aflafe9d76b732cclaabaabc686104
4d77d9fa99fdb0£348809calb051bbc8

07b4£faf3972287e72fc5ad03£285fda2

44bbbdfc2da6cbc7cd4b32779dc94£8b020b866fe
0142e694dfbaa33abcae3eccc8c305babodbee8c

464e4b26b2713£161a154197c9d694561de66b9t

INSIYW MD5 sntn

INSIYW SHA-1 nn

INSIYW SHA-256 sntn

20b37e3df8656b76130a766554d0de6248b10c367albded’7722642£d8

lac2fff

ade69%9aaff3ef30a94693a0640303e508fbd4a97d58ccd566d9f795623

61£40ab

oc2fbbc2a2e266225cc844dbloc3cad8belbl3acb03¢c844d0cadbloct

34ef439
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INSIYW SHA-512 sntn

0d8allb5flocfle7ed41175815e451b42£7487d15bbfcd2fabbad97629
£5971453bd45¢c51726¢c52e072a842£fd33¢c30faocdbeef9807£516b80£8
e734b0dae77c4?2

9cc36ea47950d£8747b4927cdal4ab006clbbac393c4619el19c3d3d4a
lceebfe379e50ae5dd0823b%a262db4dfbc8173009e2a8c0aab233d86
6491971£c497b7
£645c2db31e5eb428187ecf929f6e6d6fb48b7578450d£397644abbl4
£69899345b2bf4294£f2a6a37862dd8bb3abb662ae765£4afd05203a4d
1b7627212b7aaf

: YARA nynn

rule CERT-IL-ALERT-A-C-134
{
meta:

author = "CERT-IL"

date = "2015-07-05"

description = "Zbot-Detection"

hash0 = "b5ead485dc4247d944736dff62badd6e8"

hashl = "bl877e564a21bcb3ee9f3903e7a14710"

sample filetype = "exe"
strings:

$string0 = "LWhQ@yB"

S$Sstringl = "HtYHt6H"

Sstring2 = "V@WEPQ"

Sstring3 = "Bjjjjji" wide

$string4 = "BJjjjIij" wide

Sstring5 = "Bjjjjjjjii" wide

Scommandl = "cmd=PING" wide

Scommand?2 = "cmd=xpay&who=" wide
condition:

5 of ($string*) or 2 of ($command*)

[1m%wumnwbwmmmwummbmwmmmmmbowmvmmmmmnm%vm
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:Snort mmnn

e alert tcp any any -> any 80 (msg:"CERT-IL-ALERT-A-C-134";
flowbits:isnotset, httprequest; content:"GET";
http method; content:"Accept: */*"; http header;
content:"img.php?id="; http uri; flowbits:set,
httprequest; classtype:beaconing-medium-confidence;
priority:3; gid:666; sid:12616; rev:2;)

e alert tcp any any -> any 80 (msg:"Zeus TROJAN
Downloader"; flowbits:isnotset, httprequest;
content:"GET"; http method; content:"Accept:

*/*";http header; content:"/zecmd/"; http uri;
flowbits:set, httprequest; classtype:beaconing-medium-
confidence; priority:3; gid:666; sid:12616; rev:2;)

e alert tcp any any -> any 80 (msg:"Zeus Trojan C&C
Beaconing"; content:"/gate.php"; content:"POST";
http method; classtype:beaconing-medium-confidence;
priority:3; gid:666; sid:12616; rev:2;)
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