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:Domains
e sehpam.com e sooimchae.com
e bn369.com e ouarzazateonline.com
e drdigitalmd.com e bikeviet.com
¢ youngprofreshional.com o futong8.com
e bijouxbjx.com e ocvitcamap.com
e sam73cyber.com e filemade.com
e ineshworld.com
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two.jpg e C:\Documents and Settings\%username%\Start
Menu\Programs\Startup\3efbaOe4.exe*

33866092.bat e RegularSquatting.exe
one.jpg ¢ RuleReputable.exe
%appdata%\3efbaled.exe * e (C:\3efbaOe4\3efbaOed.exe *
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HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\Run
HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\Run
HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKLM\SYSTEM\ControlSet001\Services\wscsvc
HKLM\SYSTEM\ControlSet001\Services\BITS
HKLM\SYSTEM\ControlSet001\Services\ERSvc
HKLM\SYSTEM\ControlSet001\Services\wuauserv
C:\3efbalOe4\3efbale4.exe *

C:\3efbalOe4\3efbale4.exe *
C:\Users\%username%\AppData\Roaming\3efbaOe4.exe *
C:\Users\%username%\AppData\Roaming\3efbaOe4.exe *
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:Deleted registry

HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\Internet Settings
HKU\S-1-5-21-1409082233-688789844-725345543-
1003\Software\Microsoft\Windows\CurrentVersion\Internet Settings

ProxyOverride

AutoConfigURL

:String
986aun46iys608 e tjd15zays8g25
hlggqo7fv0rz7dm e 300zws8t3liquc

$INNIY MD5 snm

58a9208f31a646881b87760b5834aad4d
4eec9d50360cd815211e3c4e6bdd08271b6ec8e6
7e7490a49ccc138dd7ac701354cd88f7
3880eeb1c736d853eb13b44898b718ab
10a3a678c0f3f2b81d152f67ab1626b2

:INNDIYW SHA-256 »n
cbbeebe03ebd38a1213dd6b0773524f8a878e59e92chd2578bcd6089bdedad02
662122dacfa61d8f2580fc97dfd8b0c89d319bdbab2b0275c4dcf638e71301c2
936d9411d5226b7c5a150ecaf422987590a8870c8e095e1caa072273041a86e7
87b9e342bdb6ce7e87ff9022979858879794434f521603408eb2bf595f58634¢

INSIIYW SHA- Dy

0e70b9ff379a4b2ea902d9ef68fac9081ad265e8
936d9411d5226b7c5a150ecaf422987590a8870c8e095e1caa072273041a86e7
a3a49a354af114f54e69c07b88a2880237b134fb
47363b94cee907e2b8926¢c1be61150c7
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ca963033h9a285b8cd0044df38146a932¢c838071
€39125e297f133ddfe75230f9d2c7dc07cc170b3
6094049baeac8687eed01fc8e8e8e89af8c4f24a
0C615B3DB645215DEC2D9B8A3C964341F777BC78
7481061f71d204f5cdb18c80b32c7eaf8b749d4d

$INSIYW SHA- 51290t
€d9227f4e6633bc79c7481463b6ab5b3c2235h9ec8cf170b26440e79h9¢c435e0d054194
9fb066205b4che846c6d8126b7b05cc813ca2ch42¢cd655df4611524a9
8d493832992ce1952h9caec4223c3587f2f0d441324bec7b0d0fa907d3d654a523146¢5
1a30c6cbcd67124916f82fdd99e988031b709af2c7482a6¢755db328a
93dfaafc183360829448887a112dd49c90ec5fe50dcd7c7bbc06c1c8daa206eeeab577172
6d906446322¢731d0520e93700d5ff9cefd730fba347c72b7325068
589506alda7ea399447f9308d0c9a028efd4301d3b97abe7a35fc227e9053b2cda6c9e20
6365239fc3e55070742fbb7611f28894d9f4e319f080f95d4adce2a4

:Path

drdigitalmd.com/img1.php?w=300zw8t3liquc
youngprofreshional.com/imgl.php?v=300zw8t3liquc
sooimchae.com/img4.php?0=986aun46iys608
ouarzazateonline.com/img3.php?t=986aun46iys608
bikeviet.com/imgl.php?s=986aun46iys608
futong8.com/img5.php?j=986aun46iys608
ocvitcamap.com/administrator/lib/cheapoakley.php
filemade.com/img2.php?i=986aun46iys608
ineshworld.com/img3.php?q=986aun46iys608
drdigitalmd.com/img1.php?l=tjd15zays8g25
youngprofreshional.com/imgl.php?t=tjd15zays8g25
drdigitalmd.com/imgl.php?a=hlggqo7fvOrz7dm
youngprofreshional.com/imgl.php?l=hlqggqo7fv0rz7dm

:DLLs
user32.dll
gdi32.dll
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: Mutexes

Globa\CLR_CASOFF_MUTEX
CTF.TimListCache.FMPDefaultS-1-5-21-1547161642-507921405-839522115-
1004MUTEX.DefaultS-1-5-21-1547161642-507921405-839522115-1004
_IMSFTHISTORY!

c:'documents and settings!user!local settings!temporary internet files!content.ie5!
c:'documents and settings!user!cookies!

c:!documents and settings!user!local settings!history!history.ie5!
WininetStartupMutex

WininetConnectionMutex

WininetProxyRegistryMutex

ShimCacheMutex

Groove:PathMutex:[LUt+jL/Y bxUWwjk7hRky++rgRco=]
Globa\CLR_CASOFF_MUTEX
CTF.TimListCache.FMPDefaultS-1-5-21-1547161642-507921405-839522115-
1004MUTEX.DefaultS-1-5-21-1547161642-507921405-839522115-1004
ZonesCounterMutex

ZoneAttributeCacheCounterMutex

ZonesCacheCounterMutex

ZonesLockedCacheCounterMutex

:Folders

C:\3efbaled*
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