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Network 10C:
1P:

. 69.64.90.94
e 50.60.129.74
e 85.25.20.27

Domains:

. saveweb.wink.ws
° carima2012.site90.com
e explorerdotnt.info

e dotnetexplorer.info

C&C paths:
e /ex/ie.php
e /445/ie.php
e /microsoft/ie.php
e /microsoft/index.php
e /80/index.php
e /443/index.php
e /445/index.php
e /v2/443/index.php
e /v2/445.index.php

213.204.122.133
184.107.97.188
50.60.129.78

dotntexplorere.info
xploreredotnet.info

erdotntexplore.info

/v2/p5/80/index.php
/v2/p5/443/index.php
/v2/p5/445/index.php
/v2/p3/80/index.php
/v2/p3/443/index.php
/v2/p3/445/index.php
/v3/80/index.php
/v3/443/index.php
/v3/445/index.php

U 69.94.157.80
e 213.204.122.130
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TCP Payloads:

WindowsHelpService

e ==gKg5XI+BmK o KT IQRWHE4' *> e <’ |’'>Explosive
HTTP Values:
User Agent Mozilla/4.0 (compatible; MSIE 7.0; MSIE 6.0; Windows NT
5.1; .NET CLR 2.0.50727)
URL Contains php?win=1
URL Contains php?win=4
URL Contains Php?micro=
GET Request Contains | GET//
C&C Commands:
. '==gKg5bXI+BmKgwUazRHUy92Y1N3c' . '==gKg5XI+BmK=wTIgIVRSVITQEiP
o ==gKg5bXI+BmKqgsUasxGUy92Y1N3c e ==gKg5XI+BmK==APhoySJxXETgEiP
o ==gKg5XI+BmKgIVduNUbkpCf e ==gKg5XI+BmK8EiKEVETQEiP
o ==gKg5XI+BmK==gKEF5WdttUZ5NnK e ==gKgb5XI+BmK8oCYFOkRgpiP
e ==gKgbXI+BmK=0SRuVXbS92b0tUZ5NnK e ==gKgbXI+BmK=wTlgagEiP
. ==gKg5XI+BmK==gKHVGdASV2ZWFGb1VmK ] ==gKg5XI+BmK=0SVupVawpCP
. ==gKg5XI+BmKgQVZs5WZ0pCP ° ==gKg5XI+BmKgwUazRHUy92Y1N3c
. ==gKg5XI+BmKgEEZkRUaypCP ] ==gKg5XI+BmKg8Ecl5GUGpyW
. ==gKg5XI+BmKgQUZsRUaypCP ° ==gKg5XI+BmK==gKgqMEbVNXZG1GblpiK
o ==gKg5XI+BmK==gKHVGdEJXa2V2cG9GbkVmc e ==gKg5XI+BmK=0iRpxWZTVmbkpCP
e ==gKgbXI+BmKqcUZORkcpZXZzpCP e ==gKg5XI+BmK=0yQslGci9WYyRGTvdmK
e ==gKg5XI+BmKqgcUZ0ZUasVmK e ==gKg5XI+BmK==gKF5WdtdVauR2b3NnK
. ==gKg5XI+BmK=0oyUjNFavRnK ° ==gKg5XI+BmK=0CR1xWZ0VmMRpxWZzpCP
. ==gKg5XI+BmK==gKEVXbwBVYzNnK ] ==gKg5XI+BmK=0yQvBXeQF2cO0VmRpxWZzpCP
. ==gKg5XI+BmK==gKEVXbwhUazRnK [ ==gKg5XI+BmK==gKDVHdAQF2cOVmRpxWZzpCP
. ==gKg5XI+BmK=0yS11HTvdmK ] ==gKg5XI+BmKgoVawpCP
Host 10C:
Services:
e Helper e WindowsHelpServices
e WindowsHelper e WindowsInetService
e VMWareActivationHelper e MicrosoftlIserv
e WindowsInet e MicrosoftServices

e MicrosoftSystemClock
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Web Shell Files:
. 404 .asp

. 404 .aspx

. agagent.exe
® vsmss.exe

(] gsagent.exe
e w3wp.exe

. cvsc.exe

. whelp.exe

. dllhost.exe
e whttpd.exe

. dllvhost.exe
. winet.exe

. dwcm.exe

e winhelp.exe
. embedded.exe
e winhlp.exe

. ieservice.exe
. winhttpd.exe
. logsys.exe

. wininet.exe
. nsp.exe

e winlog.exe

. rundll132.exe
. winscr.exe

o sccsc.exe

. winscrv.exe

e Ssystemroot%\Microsoft Help\Secure\wintc\

Caterpillar.aspx

Heblib140201.aspx

whelp.exe
vmmtools.exe
whttpd.exe
vmtoolsd.exe
vsystem.dll
winsec.dll
tools.dll
serverhelp.dll
wnhelp.dll
$temp%\systmp.dat
$temp%\systmp2.dat
svskey.exe
svchost.exe
wnhelp.exe
syslog.exe
Wnsys.exe
syswin.exe
wshelp.exe
updater.exe
WVSYS.exe
vmacthlpsrv.exe
winserv.exe
svsc.exe

wisrv.exe

e Ssystemroot%\Microsoft Help\Secure\wintp\%username$%-%date.time%.dat

e Ssystemroot%\Microsoft Help\Secure\wintc\%username%-%date.time%.dat

e c:\recycler\Microsoft Help\Secure

]
Q

:\recycler\Microsoft Help\Secure\wintp\

c
c

e c:\recycler\Microsoft Help\Secure\wintc\
c
c

CurrentRunningFolder]\%username%-rpt.sys

CurrentRunningFolder] \%username%-crpt.sys

[ ]
[ ]
[CurrentRunningFolder]\winrpt
[ ]

CurrentRunningFolder]\wincrpt

:\recycler\Microsoft Help\Secure\%username%.tp.dat

:\recycler\Microsoft Help\Secure\%username%.tc.dat

:\recycler\Microsoft Help\Secure\wintp\%username%-%date.time%.dat

:\recycler\Microsoft Help\Secure\wintc\%username%-%date.time%.dat
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[CurrentRunningFolder] \winrpt\%username%-%date.time%.sys
[CurrentRunningFolder]\wincrpt\%username%-%date.time%.sys
e S%systemroot$\Microsoft Help\Secure

e S%systemroot$\Microsoft Help\Secure\%username%.tp.dat

e S%systemroot$\Microsoft Help\Secure\%username%.tc.dat

e S%systemroot$\Microsoft Help\Secure\wintp\

Explosive's Installed Paths:

%systemroot%
$systemroot$\system32
$systemroot$\SysWOWe64
%appdata%

$programfiles$\VMware\VMware Tools

$programfiles%\VMWare\VMware Tools\win32

$programfiles%\Notepad++

44db62acf787be73dcf8968d360£32b8
9f98eb473d3723£09d6a9%94cb326d4984
dab2cbb34ec587587bdf0418£7£fb06bl
d028eacd721e0b2d6e9cel9d2575d51b
eb7042ad32£41c0e577b5b504c7558ea
44b5a3af895£f31e22f6bcdeb66bd3eb?
08c988d6cebdd55£3b123£2d9d5507a6
61bl1lb9%ebbaaecdf764722a808119%ed0c
c7ac6193245b76cc8cebc2835ee13532
184320a057e455555e3be22e67663722
5d437eb2a22ec8£37139788£2087d45d
ldcac3178alb85d5179ce75eace04d10
9a5a99def615966ea05e3067057d6b37
2b9106e8df3aa98c3654a4e0733d83e7
ab3d0c748ced69557£78b7071879e50a
c9a4317£1002fefcc7a250c3d76d4b01
4£8b9890c424a39649805b5093318295
3£35¢c97e9e87472030b84aelbc932ffc
7cd87¢c4976£f1b34a0b060a23faddbdl9
£58£03121eed899290ed70£4d19a£307
96bl221ba725flaaeaaa63f63cf04092

eab3e618432calc823fafc06dc60b726
034e4c62965£8d5dd5d5a2ce34a53bal
5ca3ac2949022e5c77335£7e228db1d8
306d243745ba53d09353b3b722d471b8
e6f874b7629p11a2f5ed3cc2cl23£8b6
5b505d0286378efccaddf38ed4az26c90
7dbc46559%9efafeB8ec8446b836129598¢
1d4b0fc476b7d20f1ef590bcaa78dc5d
66e2adf710261e925db588b5fac98ad8
c898aedlab4173cc3ac7d4849d06e7fa
22872£40f5aad3354bbf641£fe90£f2£d6
cl9%e9la9%la2fa55e869c42a70da%a506
740c47c663£5205365ae9fb08adfbl27
edaca6fbl896al20237b2cel3f6bc3eb
d2074d6273f41c34e8ba370aa%afd6ad
6£11a67803e1299%9a22c77¢c8e24072b82
7031426£fb851e93965a72902842b7c2c
981234d969%9a4cSebedea50df009%efedd
2783cee3aacld44175fef308£c768ea63
29%9eca6286a01c0b684£7d5£f0bfelcleb
826b772c81£41505f96fcl8ebb66blacd
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YARA rules:
1.

rule explosive exe

{

meta:
author = "Checkpoint Software Technologies inc."
info = "Explosive EXE"
strings:
$MZ = "Mz"
$DLD S = "DLD-S:"
$DLD_E = "DLD-E:"
condition:

SMZ at 0 and all of them

[

import "pe"
rule explosive dll

{

meta:
author = "Checkpoint Software Technologies inc."
info = "Explosive DLL"
condition:
pe.DLL
and ( pe.exports ("PathProcess") or pe.exports (" PathProcess@4")

and pe.exports ("CON")
}

Explosive's Strings:

. DLD-ACT ] DLD-IP
. DLD-C ] DLD-OIP
. DLD-CO ] DLD-NTI
. DLD-D ] DLD-RCH
. DLD-E ] DLD-RL
. DLD-P . DLD-RN
. DLD-IHC ] DLD-S

. DLD-USA

Exported DLL Function:

e CON e OpenClipFn
. GetAllData o PathProcess
e GetIEHistory . SetWinHoK

DLD-IH1
DLD-IH2
DLD-PRT
DLD-USI
DLD-SN
DLD-ST
DLD-TN

Registerapp
CreateNewFile

Fdown
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Removable Device 10C:

PN MY 1H2 DMDYVNY DINIAP NIY D) DINYY DWW DINIPN MNY

. autorun.exe ° Autorun.inf

NN PPN DAPY W) WD NYNN NZINN DONPYTAAV DTN
JPON TNAY M GO YT DD

2192, X0V 93 AN 919 AT NN 95909 1IN SIINYA CERT -1 OY Y191 NNY : 19y
T TN AYINNY

;M99
CERT-IL
03-7450801 : 50
team@cert.gov.il
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