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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12030
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 728
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 4
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

31. 186. 250. 60 Ger nany 147.237. 76. 34 yohal an.idf.il B ock Wp Al Nets drop 2

176. 31. 60. 249 France 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All _Nets drop 1

191. 96. 249. 50 Gile 147.237.76. 176 test.ncore.idf.il B ock Np All _Net drop 1

191. 96. 249. 50 Gile 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1

175. 179. 124. 130 Japan 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Gountry
L ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos
213.151. 37. 252 [147. 237. 77. 233 |I srael atal.idf.il 8
attack
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78.190 [147.237.77.176|lhited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 2
198.20.69.98 |147.237.76.39 [lLhited Sates |nobile.neitav.idf.i|ET DROP Dshi el d B ock Li sted Source 1
163. 172. 140. 23 |147. 237. 76. 197 LK‘?':gegom e hinush.idf. i ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 [147. 237. 76. 30 LKJ?';;gom hi nush. i df . | ET SCAN Potential VNC Scan 5900- 5920 1
_ , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
104.219. 234. 3 |147.237.76.197 |Lhited Sates |e. hinush.idf.il . 1
Potential Scan or Brute Force
104. 214. 25. 64 [147.237.77.235|thited Sates |[svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |[147.237.72. 217 [Net her| ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237.77. 233 |Ger many atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.175.91. 157 |147. 237.76. 34 |Mexi co yohal an.idf.il . 1
Potential Scan or Brute Force
163. 172. 140. 23 |147. 237. 76. 86 LK‘?':gegom navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 [147. 237. 0. 33 LKJ?';;gom idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 25. 64 |147.237.77.235|thited Sates |[svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 214. 25. 64 |147.237.77.235|thited Sates |[svivaidf.il ET SCAN NVAP -f -sS 1
46.228.207.18 |147.237.8.46 [Ger many e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 100. 26. 228 [147.237.77.61 |thited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
149.101.1.120 |wnited Sates  [147.237.77.74 [lawidf.il drop First packet isn't SW drop 102
149.101.1.120 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 89
73.233.207.106 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 68
reamn ine: TCP Invali i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 30
Ret ransm ssi on Packet dr opped.
78.100. 225. 110 |Qatar 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
185.99.32.4 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid ' i ssi
37.26.146.240 | srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 15
Ret ransnm ssi on Packet dr opped.
122. 56. 186. 125 |New Zeal and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
139. 162. 216. 112|nited Sates  |147. 237. 77. 216 |dover. i df .i | drop First packet isn't SW drop 12
178. 61. 250. 104 |Kuwai t 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
Sreanming Engine: TGP Invalid i i sSi
66.249.64.190 |lnited Sates  |147.237.72. 166 |aka idf . il 9 =g Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.156  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
162. 243. 116. 152|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
185.3.147. 246 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
80.179.9.204  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
71.183.103. 114 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
37.26.148.160 |Israel 147.237. 72. 156 |aman. i df .i drop First packet isn't SWN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
5.102.195.246 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 4
54.90.173.242 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
84.95. 208. 20 I srael 147.237.72. 166 |aka.idf il drop SAMrul e drop 4
213.191.187.82 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
157.55.39.134 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TP Invalid i i ssi
66.249.78.230 |lnited Sates  |147.237.77. 243 |nobile.if il 9 =9 Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
207.241. 229. 214 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid ' i ssi
37.142.21.222  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.64.98  |ited Sates |147.237.72. 166 |aka idf il 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
176.13. 4. 49 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Imvalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dr opped.
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
46.19. 85. 47 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66. 249. 93. 184  |Europe 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Russi an . . -
217. 20. 153. 14 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaming Engine: TCP Invalid i i ssi
2.53.147.153  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 58 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 3
Sreamng Engine: TP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.53.186.130 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
185.32.179. 172 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.65.82  |Uited Sates  |147.237. 76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
195. 154. 173. 103|Fance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
87.69.18. 4 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert
46.120.43.172 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
46.19.85.14  |israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. |, 3

Ret ransni ssi on

Packet dropped.
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Devi ce

‘Attacker Qountry ‘Target Address |[Site Sgnature Acti on ‘Count
46.19.85.143  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 80
2.53.5. 140 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 17
37.26.146. 244 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 74 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
185. 32.179. 172 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
77.237.138. 202 |Czech Republic [147.237.77.19 |(lawforumidf.il Uhaut hori zed URL Access to / B ock 1
2.51.17. 249  |Uited Arab 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
Emrates
. . D stributed Unaut hori zed Method for Known URL on
136. 243. 16. 208 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1
66. 249. 78. 254 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 78. 254 B ock 1
213. 151. 37. 252 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock 1
. . Dstributed Lhauthori zed URL Access on
87.71.26.37 I srael 147.237.77.216|dover.i df . i | ww i o i1/t enpl at es/ arti cl ef obi | e B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 50 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df i | / i mai n/ gi yus/ gener al . aspx Bl ock 1
Lhited Arab . . . Do
2.51.17. 249 By at €5 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to ww idf.il/xmrpc. php Bl ock 1
) ny-kosher-kravi . i df |s3. untraceabl e Gonnection - Protocol violation
169. 229.3.91 Lhited Sates 147.237.0. 16 il (SSL_OONN LI ENT_HELLO) None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/1 onuli nd bakashot / abr oad/ def aul t . asp B ock 1
. . D stributed Uhauthorized URL Access on
37.142.21.5 I srael 147.237.77. 216 |dover . i df .i | Wi o i1/t enpl at es/ arti cl ef robi | e B ock 1
. . . Unaut hori zed Met hod HEAD f or
213.191.187.82 |Bul gari a 147.237.72. 166 [aka. i df . i | v aka i f i |/ mai n/ hoe/ def aul t . aspx Bl ock 1
. . Unaut hori zed URL Access to
87.71. 26. 37 | srael 147.237.77.216|dover . i df .i | wa i df . i 1/t enpl at es/ homepage/ mobi | Bl ock 1
66.249.73.192 |Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/irag/ english/ B ock 1
) . . . . SS. Uhtraceabl e Gnnection - Protocol violation
169.229.3.91 |Whited Sates 147.237.72.167|i shuri maka. i df . il (SSL_OONN LI ENT HELLO) None 1
) . . D stributed Lhauthori zed URL Access on
71.183.103. 114 |UWited Sates 147.237.77.216|dover . i df .i | vow i i 1/ 894- en/ i dff gdover . asp Bl ock 1
37.190. 50. 21 RF;ZZ::;" o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 37. 190. 50. 21 B ock 1
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ctl 13 in
89.138.18.92 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
2.55.163.150 |lsrael 147.237.76.42 |refuah.idf.il Distributed Unaut hori zed HTTP Met hod B ock 1
’ . . Unhaut hori zed Met hod GPTI ONS for
73.215.28.83 United Sates 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
37.190. 50. 21 RR;Z; :t“i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/main/ givus B ock 1
93.160.60.22 |Dennark 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsite/english B ock
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. txt B ock
2.55.163.150 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to www refua. atal .idf.il/1433-he/ B ock 1
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