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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 531
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 530
66. 249. 73. 192 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 322
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
222.221.132. 193 Chi na 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il |Block Udp All _Nets drop 1
118. 19. 92. 65 Japan 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
151.80. 110. 211 France 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets drop 1
185. 103. 252. 24 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

of

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
85. 65.194. 134  |147.237.77. 216 |I srael dover.idf.il Xenu Link Seuth Wser Agent 2
66.249.64. 186 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.69. 104  [147.237.77.170|Whited States |nmarachot.idf.il |ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.8.27 |lhited Sates |e.nadimatal.idf.i[ET SCAN NVAP -sS wi ndow 3072 1
174.37.194. 144 [147.237.8.27 |lhited Sates |e.nadimatal.idf.i|ET SCAN NVAP -f -sS 1
40. 76. 80. 20 147.237.77. 227 |Lited Sates |e hamaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
125. 27. 35. 80 147.237.76.30 |Thailand hi nush. i df . i | . 1
Potential Scan or Brute Force
40. 76. 60. 52 147.237.77. 178 |Whited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 4096 1
120.199. 111. 137|147.237.0.33  |China idf.il ET SCAN NVAP -f -sS 1
112.169.84. 95 |147.237. 76. 200 Okfrea RepUbIiC | i ¢ o akaidf il |ET SCAN Potential SSH Scan 1
112.169.84.95 |147.237. 76. 44 okfrea’ Republic | Lefuah icf.il  |ET SCAN Potential SSH Scan 1
112.169.84.95 |147.237.76.31 Okfrea Republ i C | okchal i i ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.77.212|nited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112.169.84. 95 |147.237.0. 34 ok‘f’rea RepUBI i C |4 oo, i i ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.76.197 |Lhited Sates |e hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
174.37.194. 144 |147.237.8.27 |thited Sates |e.nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
66.240.213.93 |147.237.76.42 |lLnited Sates |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 140. 23 |147.237.8.27 Eimntgec(ijom e.nadi matal .idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
40. 76. 80. 20 147.237.77. 227 [Lited Sates |e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 199. 111. 137|147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 2048 1
40. 76. 60. 52 147.237.77.178|Wited Sates |e.matpash.idf.il |ET SCAN NMAP -sS w ndow 3072 1
113. 240. 250. 154|147.237.0. 15 [Chi na kosher-kravi.idf.i|ET SCAN NVAP -sS w ndow 1024 1
112.169.84.95 |147.237.76. 86 Okfrea' Republic | o i i ET SCAN Potential SSH Scan 1
112.169. 84.95 |147.237. 76. 38 g?rea, Republic 1o o neitav.idf.il |ET SCAN Potential SSH Scan 1
112.169.84.95 |147.237.76.30 |FOV€& ReRUDIIC |0 o i il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Ret r ansm ssi on

Packet dropped.

‘Attacker Count ry Target Address [Ste Signature
94.228. 34.248 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 131
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 102
38.111.147.88 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 98
208.115.113.89 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
149.101.1.120 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
80. 246. 130. 114 |I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdgirsaé‘;"lt wth dfferent moni tor |44
37.26.146.213 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
134.35.150.21 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
173.240. 18. 221 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
185. 99. 45. 49 2’;?:;6‘” Territory.l147. 237. 77. 216 |dover.if.il  |dr op Frst packet isn't SN drop 15
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
207. 46. 13. 22 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
66.249.73. 137 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
198.58.102.95 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 50 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
73.52.143.72 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
198.58.96. 215 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
198. 58. 103. 115 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
79.177. 153. 250 |I srael 147. 237.72. 166 |aka. i df . Bad TOP sequence ﬂ;ﬁfnrs\;;ggz?&?th moni tor  [9
66. 249. 78. 146 |Lnited Sates 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 20 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
79. 177. 153. 250 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
50. 205. 33. 70 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
195. 34. 150. 18 |Austria 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
185. 89. 217. 233 |Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
157.55.39. 134 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
85. 130. 132. 235 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber noni t or 7
66.249. 73. 137 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37.26.146.195 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 20 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber alert 7
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 50 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 7
87.71.111.62 |[Israel 147.237.0.19 |nadi matal .idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
185. 99. 45, 49 ga:'cis;iig;a” Territoryl147. 237. 77. 176 |natpash.i of.il  |dr op First packet isn't SN dr op 6
107.72.162. 63 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.53.33.37 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19.85.216 |Israel 147.237.0.19 |nadimatal.idf.i|[SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 6
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66. 249, 93. 184 |Eur ope 147, 237.72. 166 |aka.i df .1 Streamng Engine: TCP Invalid Jinvalid segnent retransnissi on dr op 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
46. 120. 20. 83 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 205
46.19. 85. 143 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 167
46.117.132.93 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 85
2.53.19. 145 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
46. 19. 85. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
87.71.111. 62 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 13
46. 19. 85. 216 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
84.228.252.231 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . DO stributed Lhaut hori zed URL Access on
132.64.31.133 |l srael 147.237.77. 216 |dover . i df . i | ww i o i1/t enpl at es/ arti cl ef nobi | e B ock 4
. . Unhaut hori zed URL Access to
95.86.98. 188 | srael 147.237.72.156 [anan. i df . i | www aman. i df . i | / consol e/ cor e/ doc_ngr / undef i ned B ock 4
46.19. 85. 248 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
185. 89. 217. 229 [Net herl ands 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock
176.13.11.178 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
- . . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 16t xt Mbil e in
2.53.19. 145 I sr el 147.237.0.19 [nadimatal .idf.il nadi matal i df i1/ nobi | e/ 1088- e/ ner et z. aspx Bl ock 2
79.177.199. 163 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.69.149. 137 [Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 87. 69. 149. 137 B ock 2
185. 89. 217. 233 |Net herl ands 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
68. 180. 231. 43 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 1
213.8.204. 72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi i yoran/ yonan. asp B ock 1
87.71.111. 62 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: Qpen Mvde None
73.198. 47.13 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
188. 0. 236. 221 x"ﬂg‘i’i’ o 147.237.72. 156 |lanan. i df . i | Unaut hori zed URL Access to ww aman. i df . i |/ hnapl/ B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 78. 18 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ r obot 5. t xt Bl ock 1
54.183. 183. 53 Lhited Sates 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
- - Unhaut hori zed URL Access to
109. 253. 133. 97 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
68.180.231.43 |lnited Sates |147.237.77. 216 |dover. i df .i | Paraneter Type ol ation PageNumin B ock 1
waw i df . i | /1381- he/ dover . aspx
- . Unhaut hori zed URL Access to
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2348. | pg B ock 1
185. 89. 217. 228 |Net herl ands 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
. . Unaut hori zed Met hod HEAD for
88.198. 44. 46 Cer many 147.237.72. 166 |aka. i df . i | ww aka, i df .i 1/ brot her s/ ski ral def aul t . asp B ock 1
. . Unaut hori zed Met hod PCST for
46. 19. 86. 245 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 1
2.53.135. 220 I sr ael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to wmw chi nuch. aka. i df . i1/404. ht m B ock 1
188. 0. 236. 221 :L:g‘i’i' o 147.237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to 147. 237.72. 166/ B ock 1
. . Unaut hori zed URL Access to
66.249. 78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel {1 | es/ 0/ 2370. | pg Bl ock 1
54.183.183.53 |lhited Sates [147.237.77.170 |nmar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
68.180.231.43 |United Sates [147.237.77.216|dover. i df .i | Faraneter Type Molation Pageflmin Bock |1
waw i df . i | /1393- en/ dover . aspx
66.249.73.137 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237. 77. 216/ 1361- he/ dover . aspx |B ock 1
www. chanat z. aka. i d _ _
93.172.167. 202 |lsrael 147.237.77. 226 £l Ml tipl e Whaut hori zed URL Access from 93. 172. 167. 202 B ock 1
5.153.234.154 |Sweden 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
80. 246. 130. 114 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock
195. 154. 199. 235|France 147.237.77.74 [lawidf.il PHP Attenpt B ock
. . Uhknown Paraneter hc_l ocation in
66.249. 78.254 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v gi yus/ bookl et s. aspx None 1
54.201.150.44 |lnited Sates [147.237.76. 147 |chi nuch. aka. i df . i | PHP Att enpt B ock 1
] . . . Mil tiple Uhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Lhited Sates |147.237.76.30 |hinush.idf.il viol ation (SS. GO QLI ENT HELLO)) None 1
87.69.149. 137 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/8/ B ock 1
70.88.119.125 |lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
66.249.78.4 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1396-he/ atal . aspx  |H ock
Paraneter Type Mol ation
46.118. 156. 202 |Wkrai ne 147.237.77.216|dover . i df .i | ct1 00$Cont ent Pl acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i | /1133- he/ dover . aspx
5.153.234.154 |Sweden 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wa i df . i|/wp-1ogin. php B ock 1
84 228.175. 166 |1 srael 147. 237.72. 166 |aka. i df .i | Unknown .Parallrret er ctl 00$ct | 00$(_:phMa| n$cphSachar $ct 109 in None 1
virwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
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