05-04-2016-21:08:05 to 05-04-2016-22:08:05

@
1"PT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

Nunmber
a
Attacks 14

H 66.119.41.5, Lhited Sates
91.108. 88. 110, Ger nany

Top Tar get
[Top Attackers |
Nunmber
a
Attacks
6\'
@5@
Q"
r;»
%%
&
S\d

Top Attackers




05-04-2016-21:08:05 to 05-04-2016-22:08:05

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




05-04-2016-21:08:05 to 05-04-2016-22:08:05

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



05-04-2016-21:08:05 to 05-04-2016-22:08:05

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



05-04-2016-21:08:05 to 05-04-2016-22:08:05

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Devi ce

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission. Packet

Action

‘Count

185. 120. 126. 46 |l srael 147.237.0.120 |mluimaka. i df . i S drop 90
Ret r ansn ssi on dr opped.

109. 65. 38. 249  [Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

89. 138. 250. 195 |Israel 147. 237. 0. 120 |nil uimaka. i df .i |[Bad TGP sequence ig;e”ansm't w th different w ndow noni t or 9

31.210. 187. 190 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 9
Ret r ansni ssi on dr opped.

77.125.130.71 |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 9
Ret r ansn ssi on dr opped.

5.22.130. 80 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5

37.46. 39. 218 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 5

37.46. 39. 235 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4

188. 120. 148. 246l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 85. 61 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 2

79.182.120. 178 |lsrael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK - > RST rej ect 1

84. 108. 204. 65 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 1

37.46. 38. 34 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

46.116. 1. 153 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1

84. 108. 204. 65 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

5. 102. 254. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 1
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At acker

) Devi ce
Geo Target Address |Jte Sgnature Action ‘Oount
Lhi ted - . {0 stributed Unaut hori zed URL Access on
66.119.41.5 Sates 147.237.0. 120 | urmaka. i df .1 v i | ui maka. i df . i |/ shared/ user cont r ol s/ header upper / Bl ock 2
- . . . {Uhaut hori zed URL Access to
91. 108. 88. 110 |CGer nany 147.237.0. 120 |ml uimaka.i df . i i i | Ui maka, i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock 1
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