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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8721
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1017
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 522
212.143. 254. 66 I srael 147. 237.76. 86 navy. i df .i | Bl ock Udp All Nets drop 3
82.81.10.8 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 2
191. 96. 249. 50 Gile 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1
175.141. 16. 109 Ml aysi a 147. 237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
201. 75. 114. 166 Bazil 147.237.76. 147 chinuch. aka.idf.il|JLM Under Attack Con Tcp drop 1
176. 13. 23. 72 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
71.6.146. 185 Lhited Sates 147.237. 76. 86 navy.idf.il ock Wdp Al _Nets drop 1
183. 60. 48. 25 Chi na 147.237.76. 200 eitan.aka.idf.il |JLM Under Attack_ _Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
80.246.136.93 |147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
188. 214. 249. 152(147. 237. 72. 166 |Romani a aka.idf.il Xenu Link S euth User Agent 2
66.249.78.146 |147.237.72.166 |lLhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 190 |147.237.72. 166 |Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
91.197.232.25 |147.237.76.86 23::;'}0'1 navy. i df . il ET SOAN Potential SSH Scan 1
91.197.232.25 |147.237.76.39 ?;Z:;:I”ion nobil e neitav.idf.il |ET SCAN Potential SSH Scan 1
201 166.198. 92 |147. 237 77. 176 | co nat pash. i i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 111. 203. 235|147, 237. 77. 216 |Lhited Sates  [dover.idf.il portscan: TCP Distributed Portscan 1
74.118.239.21 (147.237.77.19 |Wited Sates I awforumidf .il ET SCAN NMAP -sS wi ndow 4096 1
177 225 207 1411147 237 76. 177 Ivexi co neore.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 64. 71. 183  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
104.219.234.3 |147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.197.232.25 |147.237.76. 148 gj::;”ion gocenter. akaidf.il  |ET SCAN Potential SSH Scan 1
91.197.232.25 |147.237.76. 44 ?éjj;’}m erefuah.idf.il ET SCAN Potential SSH Scan 1
91.197.232.25 |147.237.8.46 |5 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
Federati on
200, 153. 130. 132|147 237 0.16  |mrazi| ny-Kosher —kravi i f i | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.177.139. 107 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
74.118.239.21 |147.237.77.19 |Wited Sates |lawforumidf.il ET SCAN NVAP -sS wi ndow 3072 1
177, 295 207, 1411147, 237, 76. 198 | co . yohal an. i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118. 68. 248. 120 [147.237.76.31 |M etnam nakchal . i df .i ET SCAN Potential SSH Scan 1
104.219.234.3 |147.237.76. 196 |Lhited Sates e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.197.232.25 |147.237. 77. 205 | XSS @ prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Signature Action ‘Count

45. 45, 135. 14 Cer many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 102
Sreaning Engine: TP Invalid i i ssi

31. 154. 159. 165 |I srael 147. 237.76. 200 |6 tan. aka.i of . il 9 =g Invalid segnent retransmssion. |y, 99
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

85.65.6.243  |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. g, 68
Ret r ansni ssi on Packet dr opped.

84.200.45.93  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

23.106.166.29 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51

91.108. 88. 147 |[Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51

84.200. 45. 174 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

91. 108. 88. 220 [Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51

23.106. 166. 175 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51

23.106. 85. 247 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

91. 108. 88. 238 [Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51

84.200.45.21  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

23.106. 161. 105 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

84. 200. 45. 43 Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51

23.106.161. 126 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51

91.108. 88. 146 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51

104.251.85.75 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51

23.106. 85. 72 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49

23.80.147.64 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43

23.80.147.210 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 43

23.80.148.58 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
Sreaning Engine: TP Invalid i i ssi

84.228.248. 43 |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. |y, 42
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.78. 146 |United Sates 147. 237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. g, 42
Ret r ansni ssi on Packet dr opped.

23.80.148.230 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41

23.80.148.202 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39

104. 251. 90. 150 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37

23.106.211. 189 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37

82. 83. 70. 152 Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34

73. 4. 150. 47 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31

176. 58. 70. 110 g‘ijcisgi';'ja“ Territory.ly 47, 237. 77. 216 |dover. i of . i1 dr op Frst packet isn't SN drop 30
Sreamng Engine: TCP Invalid i i ssi

5.22.129.250 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dr opped.

104. 251.90. 87 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29

23.106.211. 176 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
Sreaning Engine: TGP Invalid i i ssi

176.13.2.20  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dr opped.

136. 243.5. 203 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

23.81.235.248 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19

23.81. 248. 96 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

23.81.205.124 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15

198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

65. 222. 205. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

77.124.43.200 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249. 64. 190 |Wnited Sates 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |y, 12
Ret r ansni ssi on Packet dr opped.

23.81.235. 68 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TP Invalid i i ssi

87.70.52.243 |israel 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

68. 180. 231. 43 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

8.18.120.105 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8




05-04-2016-21:04:05 to 05-04-2016-22:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 93 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 242
149. 78. 245. 141 |I srael 147.237.72.166 |aka. i df . i | ﬁ'; '7%'_92 gﬂ;‘o” zed Method for Known UR. from Bl ock 17
37.142.64.66 |lIsrael 147.237.76.31 |nakchal .idf.il Ml tiple Unauthorized URL Access from 37.142. 64. 66 B ock 8
37.142.64.66 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 7
2.53.32. 152 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 6
5.22.130.235 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from5. 22, 130. 235 B ock 6
79.182.39.228 |Israel 147. 237.77. 226 \A:A:N chamat z. aka. i df m“é:;r;lzfgkz?‘df’fcicﬁzfp;’torag il e/ Bl ock 5
149. 88. 182. 104 |I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
46.117. 216. 233 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 132. 72 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
85. 64. 136. 102 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.55.21.81 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.182.46.27 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
66.249.73.192 |[lIsrael 147.237.77. 216 |dover.idf .il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
2.53.35.148  [Israel 147.237.77.74 |lawidf .i| Poramer pe /\Aegftein(/";aiaraﬁh;:;; n Bl ock 2
79. 181. 166. 223 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/undefined [B ock 2
109. 253.144.5 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 2
37.26.148.223 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.53.21.71 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
89. 139. 253. 178 [l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 2
46.117.35.160 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46.117.35.160 |B ock 1
149. 78. 245. 141 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/giyus B ock 1
94. 230. 86. 105 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘?r&fsz , g:t‘eggf;fem s/ i st chi | ddocurent &/ 1071 B ock 1
5.22.129.250 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/main/ gi yus/ general B ock 1
79.183. 225. 158 |I srael 147.237.72. 166 |aka. i df . i | mu;w':l”;(":iﬁr_?wtn;r Nciggfiitgagificﬁ:ﬁngphsaChar$°t' SLin None 1
173.71.197.93 |Lhited Sates |147.237.72.156|anan. i df.i | D stributed Unauthorized URL Access on waw anan. idf.il/mo Bl ock 1
109. 253. 156. 76 |I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
91.108.88.224 |Ger nany 147.237.72. 166 |aka. i df . i | m“;?;riijf? | L/J:‘m ﬁf;ejjsltlz o5k general . asp B ock 1
190. 7. 136. 147 |Col onbi a 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ adnin/ confi g. php B ock 1
79. 177. 249. 168 || srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/ B ock 1
46.117.35.160 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwy aka. i df.il/mai n/giyus/ B ock 1
108. 231. 20. 133 |Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to ww i df.il/tenpl ates/ general / mobi | e B ock 1
185.3.144.33 [ srael 147.237.76.42 |refuah.idf.il ﬂ‘;‘_‘tzg"?'_i7zgd4$pgfgfz Joh- i con- pr ecomposed. png Bock |1
66. 249. 78. 236 |Israel 147.237.76.42 |refuah.idf.il ﬂ?}'tzg;’_r;é.efz?p :A;Co??g;/?i \es/ 712977 pa Bl ock 1
134.0.11. 15 Spai n 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
93.103. 66. 246 |9 ovenia 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx Bl ock 1
203. 127. 96. 212 |S ngapor e 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
164. 132. 161. 26 [Italy 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/rights/hebrew htn B ock 1
5.29.6.130 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm Bl ock 1
84.108.87.44 [Israel 147.237.77.233|atal . i df . i | e M hor zed WL .A:;:s)fs on Bl ock 1
185. 120. 126. 33 I srael 147.237.77. 216 |dover . i df . i | Eﬂ;;lréfb‘:ﬁj’?e;hpf‘;::g;leil o focess on Bl ock 1
66.249. 93. 115 |lIsrael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwyidf.il/1294-he/ wan idf.il B ock 1
37.142.64.66 |lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to nakhal .idf.il/sip storage/files/2/ B ock
142.54.167.98 |wiited Sates [147.237.77. 216 |dover. i df . il m“it;?riilzlesiaia/ﬁggfzsn:fol of header upper Bl ock 1
2.53. 35, 148 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.i|/163-7420- he B ock 1
93.173.28.200 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/gen204 B ock 1
203. 127. 96. 216 |S ngapor e 147.237.77.216|dover. i df .i | D stributed Uhauthorized URL Access on www idf.il/error. htm Bl ock 1
46. 120. 210. 164 [I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
169.229.3.91 |Wited Sates |147.237.0.17 ;nlnly kosher-kravi . id %ﬁgﬁﬂ&%‘fﬁfg - Protocol violation None 1
31.154.5.181 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
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