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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5058
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 601
66. 249. 73. 192 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 312
5. 29. 89. 23 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 6
109. 64. 234. 31 | srael 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 4
212. 143. 254. 66 | srael 147. 237. 76. 200 eitan. aka. idf.il Bl ock_Up Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3

88. 168. 145. 185 France 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

66. 240. 236. 119 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ock Wdp Al Nets drop 1
71.6.146. 185 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All Nets drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
31.13.110. 117 Irel and 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
191. 96. 249. 50 Gile 147.237.76. 176 test.ncore.idf.il |Bock Np All Net dr op 1
71.6.146. 185 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
13.82.25.17 147.237.76. 177 [Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 [147. 237.77. 235 [Lhited Sates sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.139.86.80 [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 32, 179. 180 [147. 237. 77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
85. 65. 60. 97 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
176.13.0.249  |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
84.108. 251. 241 (147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
149.50.51.81  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.75.215.87  |147.237.77.216|Sn tzerl and dover.idf.il portscan: TGP D stributed Portscan 1
115.182.17. 13 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
79.182.111. 26 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 149. 173 |147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
66.249. 78.234 [147.237.72. 166 [Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
104.214.34.99 |147.237.8.27 |Wited Sates e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120. 3. 10 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
95.31.213.119 [147.237.72. 156 ?gj:;;”i o aman.i df i ET SCAN NVAP -sS wi ndow 1024 1
31.154.14.43  |147.237.72. 166 I srael aka idf.il portscan: TCP D stri buted Portscan 1
212.143.152. 29 (147. 237. 72. 166 || srael aka idf.il portscan: TGP D stributed Portscan 1
89.255.21.58  [147.237.77.19 [Nether| ands law forumidf.il ET SCAN Potential SSH Scan 1
89. 138. 177. 234 |147. 237. 77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13.20. 151 |[147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
84.111. 14. 204 (147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
176.13.0.155  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
84.94.185.224 |(147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
115.182.17. 13 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.183. 114. 251 (147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
114. 215. 150. 44 [147. 237. 77. 233 |Chi na atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.180. 13. 204 [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
104.214.34.99 |147.237.8.27 |Wited Sates e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
46.121.12.101 |147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
95.141.36.54 |147.237.77.170(italy naar achot . i df . i | ET SCAN Behavi oral U1usufal |y fast Ternmnal Server Traffic, 1
Potential Scan or Infection
46.19.86.171  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
93.174.93.96 |147.237.0.16 [Netherlands ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
176. 13. 17. 93 | srael 147.237.0. 19 madi matal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 187
Sreaning Engine: TP Invalid i i ssi
79.183.19.19  |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransnission drop 111
Ret ransni ssi on Packet dropped.
176.13.17.93 I srael 147.237.0.19 |madimatal.idf.il [Bad TCP sequence Invalid ACK nunber aert 93
Sreaning Engine: TCP Invalid ' i ssi
66.249.78.146  |Uited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. drop 81
Ret r ansni ssi on Packet dropped.
37.26. 146. 148 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 63
198. 251. 60. 85 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
204.102.229.78 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 34
Sreaming Engine: TGP Invalid i i ssi
87.70.52.243  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 30
Ret r ansni ssi on Packet dr opped.
. . SWNretransnmit wth different .
89.138.123.36 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence i ndow scal e noni t or 28
113.210.57.0 Ml aysi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 27
208. 115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 24
2.53.190. 122 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 24
Sreaming Engine: TGP Invalid i i ssi
79.179.115. 117 |israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmission. drop 24
Ret ransni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
207.46.13.178 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 15
191. 115. 43. 115 |Chile 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
131. 137. 245. 209|Canada 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 14
198.204. 249. 34 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 13
Sreanming Engine: TCP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 12
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
162.243.71.33 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 135. 190. 253 g;%ri . 147.237.77. 216 |dover. i df .i dr op First packet ismt SN drop 10
86. 25. 228. 187 zlnt:gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
. SWNretransnmit wth different .
79.176. 167. 248 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 8
213. 86. 84. 66 zlnt:gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi
66.249.93.182 |Europe 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.187.57 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
5.22.129. 116 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi
46.19.85.232  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.156  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
37.46. 41. 59 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
i Sreamng Engine: TCP Invalid i i ssi
89.145.95. 43  |Wted 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ki ngdom Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
37.142.20.119 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
92.247.181.31 |Bllgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249.64.180 |Wnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
185. 32.179. 180 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.190. 122 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
94. 230. 86. 205 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 32.179. 180 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invali d sequence nunier noni t or 5
109. 253. 210. 250]l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 5
2.53.190.122 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different | ior s
w ndow scal e
46.121. 106. 209 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 5
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
176.13.17.93  |[Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 126
46.19.86.117 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 101
46.19.85. 21 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 82
2.53.185.255 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 82
46.19.85.180 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 5
66. 220. 145. 243 [Lhited Sates 147.237.77.216|dover.i df . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm Bl ock 5
46.19. 86. 14 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
131. 253. 25. 233 [Lhited Sates  [147.237.77.216|dover.i df .il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm Bl ock 4
66.249.81.212 |[lsrael 147.237.77.216|dover.i df . il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 4
131.253.25. 131 |Lhited Sates  [147.237.77.216|dover.idf.i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 4
80. 246. 136.52 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
66. 249. 81. 215 |l srael 147.237.77.216|dover.i df . il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 3
66.249. 81. 218 |l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 3
2.53.38. 62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
85. 64.178. 210 |l srael 147.237.77.216|dover.i df . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm Bl ock 2
176.13.14.84 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
149.78.86.154 |lhited Sates  [147.237.72.166|aka. i df.i | Uhaut hori zed Met hod PCST for waw aka. i df . i |/ mai n/ sachar/ faqg. aspx Bl ock 2
87.69.219.76 |[lIsrael 147.237.77. 216 |dover . i df .i | Ml tiple Unauthorized URL Access from 87.69.219. 76 B ock 2
131. 253. 25. 185 [Lhited Sates 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on wwidf.il/error. htm Bl ock 2
176.13.0.149 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 2
89.138.123.36 |lsrael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
31.154.3.222 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79. 180. 60. 237 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.57.233. 114 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to w aka.idf.il/fiyus Bl ock 1
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il llj;?f‘tzggri?éef;g‘pgcoiz;?i | sl 4 2764, pa Bl ock 1
Unknown Parareter docld in
46.117.63.1 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i 1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con.  [None 1
gif
71.244.112.136 |Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ def aul t. aspx |Bl ock 1
66.249. 73. 146 |Israel 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to 147.237.77. 216/ 1154- en/ dover . aspx Bl ock 1
89. 204. 138. 185 |Ger many 147.237.77. 216 |dover . i df .i| [ SITIDUed LAt horl ;sg\/;ﬁaﬁgiess on B ock 1
66.249. 78.242 |l srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg?r;gefzf‘p :’Sctcoef:g . 2392, pg Bl ock 1
142.4.216.172 |canada 147.237.77. 216 |dover. i df . i | mult (:}O.ri'lzletinﬁtzgfgﬁzrégl ser controf s/ header pper Bl ock 1
62.90.211. 122 |Israel 147.237.0.34 |tikshuv.idf.il m“ttlhgr:uzve? dfuj‘l ff;f;satte‘;/ oprol escat egory/ nobi | 6 Bl ock 1
87.69.195. 235 |[lsrael 147.237.72. 166 |aka. i df . i | Unknown Parareter docld in wwe aka. i df.il/mai n/ sachar/fag. aspx None 1
78.46.23.198  |Ger many 147.237.72. 166 |aka. i df . i | m”;glr sz_?? /'\lfgthﬁe‘isfﬁeaf/‘;; allt, asp B ock 1
66.249.78.86 |l srael 147.237.77.233|atal .idf.i | ;2‘2;{ ?gl;;;d \RL Access to wwatal.idf.i1/1074-hel nabmon R gy 1
130. 193. 50. 33 ?éﬁ::;r: . 147.237.77.74 |law i df .i | m”;:;riidf?l /u;‘pfcstcoerzzegfi | s/ 8/ 949, pef). Bl ock 1
84.108.49.58 [Israel 147. 237.72. 166 |aka. i df . i | Unaut hor i zed LR Access to w aka. i df .i |/ hi nuch. Bl ock 1
2.55.22. 215 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176. 167. 248 I srael 147.237.76.42 [refuah.idf.il ~ |J5 D20 hahorized éﬁaﬁciﬁ on B ock 1
66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt Bl ock
180. 180. 126. 98 |Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
85.64.55.15  |Israel 147.237.72. 166 |aka. i df . i | %&mﬂiﬁficg Frotocal violation None 1
66.249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ri ghts/ asp/ i nfo. asp Bl ock 1
149. 88. 195. 82 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ Bl ock 1
5.29. 70. 232 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/wawn tikshuv.idf.il Bl ock 1
87.69.219.76 |[lsrael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.il/894-he Bl ock 1
79.180.28.44  |lIsrael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
212.179. 21. 194 |l srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v i df.il/tenpl at es/ honepage/ nobi | e Bl ock 1
66.249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | l‘ﬂ‘;‘”tzg;’”?;eg&ﬁ‘l gfgfgfa;; {11 es/ 0171700, pel Bl ock 1
85. 64. 55. 15 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessi ons: (Qpen Mde None 1
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