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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 741
0.0.0.0 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 540
82.145. 218. 3 Eur ope 147.237.76. 42 refuah.idf.il B ock Ip Vb In drop 9
81.218. 65. 210 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
84.109. 2. 193 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2
173.195. 0. 22 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
173.195. 0. 21 Lhited Sates 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
173.195.0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
173.195. 0. 22 Lhited Sates 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
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At acker

Attacker Address |Target Address count ry Signature

66.249. 93.243  |147.237.77. 176 |Eur ope natpash.idf.il [ET SCAN NVAP -sA (2) 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 78. 93 147.237.77.233|Wited Sates  [atal .idf.il ET SCAN NVAP -sA (2) 2
82. 81. 65. 83 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
208. 100. 26. 228 |147.237.77.205|lhited Sates prisha idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.178. 8.51 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
184. 80. 10. 136  [147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 147.237.76.31 [China nakchal .idf.il [ET SCAN Potential SSH Scan 1
46. 19. 85. 136 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 [147.237.76.42 |Wited Sates refuah.idf.il  |ET SCAN NMAP -sS wi ndow 1024 1
37.26.149.174 |147.237.0.19 |[Israel nadi matal.idf.i |[ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
93.173.229.43  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
13.92.103.193 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1
87.71. 46. 66 147.237.77. 216 |I srael dover . idf il portscan: TP D stributed Portscan 1
2.53. 165. 253 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.70.76. 124 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
84.94.178.236  [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
220.231. 195. 122|147. 237.77. 19 |Chi na lawforumidf.il |ET SCAN NVAP -f -sS 1
80. 246. 130. 250 |[147.237.77. 233l srael aal.idf.il ET OG5 Large anount of TCP ZeroWndow - Possibl e N ller2 Dhos 1

at t ack

184.80. 10. 136  [147.237.76. 177 |Lhited States ncore.idf.il ET SCAN NVAP -f -sS 1
46.116.20. 161 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 204. 152 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
40. 76. 60. 52 147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.33 |Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.103.193 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sS w ndow 2048 1
89. 138. 50. 90 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
13.92.103.193 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -f -sS 1
87.70. 109. 24 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 168. 52 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 77. 19 |Chi na lawforumidf.il |JET SCAN NMAP -sS wi ndow 2048 1
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A tacker

Attacker Address count ry ‘Target Address |[Ste Signhature
Sreaming Engine: TCP Invalid i i ssi
66.249.78. 146 |Wnited Sates |147.237.72. 166 |akaidf.il 9 =g nvalid segnent retransmssion. drop 63
Ret r ansni ssi on Packet dr opped.
139. 140. 210. 165|hited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 36
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 33
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
204.102.229.78 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 25
139. 162. 216. 112|Uited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
s SWNretransmit wth different .
109. 186. 183. 238]I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 24
Sreaming Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates |147.237.72.166 |aka idf.il 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.55.185.110  |Israel 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
37.26.146.197 |[Israel 147.237. 77. 216 [dover.i df .i | dr op First packet isn't SN drop 17
Sreaning Engine: TCP Invalid i i ssi
198. 204. 249. 34 |Wited Sates [147.237.72. 166 |aka idf. il 9 =9 Inval i d segnent retransmssi on. drop 16
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
94.230.86.196 |l srael 147.237.77. 243 |nobile. i of . 9 =g Inval i d segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dropped.
82.145.218.40 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
45.219. 101. 127 |Morocco 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
46. 116. 177. 194 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
172.56. 29. 88 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 13
45.219. 101. 127 |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
198.58.103.28 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
66.249.73.137 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 12
162. 243. 104. 237|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
198.58.103. 115 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
217. 132. 220. 250|1 srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.19. 85. 199 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 12
Sreamng Engine: TCP Invalid i issi
62.90.211. 151 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.35.153 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber noni t or 12
162.243.99. 146 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
85. 250. 184. 140 [l srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
66.249. 73. 137 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
80. 246. 136. 240 || srael 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SINAXK retransmt with different ooyiior |10
w ndow scal e
Sreaning Engine: TP Invalid i i ssi
109. 65.108.85 |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
188.120. 154. 34 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 249. 66. 247 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8
195. 154. 173. 103|R ance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
128.242.249.10 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
176. 13. 11. 99 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
91.218.192. 254 |lkraine 147.237. 77. 216 [dover.i df .i | drop First packet isn't SN drop 7
208. 115.113. 89 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
50. 87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
85.7.210. 13 Swi t zer| and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
45, 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
109. 253. 201. 1411 sr ael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.174 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 114
2.53.0.195 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 46
176.13. 11. 99 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 44
2.53.172.191 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 40
46. 19. 85. 206 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 8
212. 150. 244. 228|l srael 147.237.77. 226 :CAM:AII chamat z. aka. i d Mul tiple Whaut hori zed URL Access from 212. 150. 244. 228 B ock 7
193. 43. 245. 250 |lIsrael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on www idf.il/error. htm B ock 7
80. 179. 9. 115 I srael 147.237.77.216|dover . i df . i Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 5
131.253.25.193 |lhited Sates |147.237.77.216|dover.idf .il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 4
2.53.38.62 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
193. 43. 246. 250 |l srael 147.237.77.216|dover . i df . i Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 4
5.22.134. 255 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 1/ B ock 3
94.230.86.196 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
79.181.60. 105 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/nai n/ hone/ sachar B ock 3
195. 154. 173. 103|France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nazi B ock 3
109. 253. 215. 24 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
197. 165. 248. 18 |Egypt 147.237.77.216|dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
131.253.25.132 |lnited Sates |147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
2.53.158. 135 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 216 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
131.253.25. 158 |lhited Sates |147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
197. 166. 77. 214 |Egypt 147.237.77.216|dover. i df . il O stributed Lhaut hori zed URL Access on waww i df.il/error. htm Bl ock 2
2.53.32.37 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
87. 69. 26. 236 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
46.19.85.216  |Israel 147.237.76.42 |refuah.idf.il m“:efh‘f; ;e;il .%.fffte::plta?es/gener o/ bl e B ock 1
109. 67. 62. 244 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/gi yus/defaul t.aspxaka |B ock 1
5.22.134. 255 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from5. 22. 134, 255 B ock 1
198.204.249. 34 |lhited Sates  |147.237. 72. 166 [aka. i df . i | m“;gri'dzf?l ﬁt gvcser?;etdc/’ e cont ol f hescer upper B ock 1
184.154. 48.210 |lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnin/ B ock 1
66.249.73.137 I srael 147.237.77. 216 [dover . i df . i | ﬂ?u;};?r ;;églg?e:;czf:s/t:endt of ri end/ sendt of ri end. aspx Bl ock !
41.205. 30. 108 [Caner oon 147.237.0. 17 2; niyl- kosher - kravi . i Unaut hori zed URL Access to 147.237.0. 17/ adm n/ confi g. php B ock 1
2.53.32.37 I srael 147.237.0.19 |nadimatal .idf.il rfdf’nf;e; _Tiﬁ?i\f/?:mf; 'I o g;i' r?oics(nt ent Al acetol der 1Stxt Gpteha in 1 1
92.78.130.231 |Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
69. 89. 31. 60 Uhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admin/ Bl ock 1
46.116.20.161 | srael 147.237.72. 166 |aka. i df . i | m”;’k":iﬁr_?ﬁg mcégﬁﬁtgaggﬁgzg;g?phsacw$°t' 09 in None 1
164.132.161.38 |italy 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1405-he/ at al . aspx |B ock 1
109.67.221.93 |Israel 147.237.72.167 i shuri maka. i df . i | %{“&ﬁﬁ&%‘fﬁgfg - Protocol violation None 1
80. 246. 130. 67 |l srael 147.237.77.216|dover . i df . i Ostributed Wnhaut hori zed URL Access on ww idf.il/error.htm B ock 1
208.115.113.82 [thited Sates [147.237.0.34 |tikshuv.idf.il ﬁf;:urzlorl bfzeldl /ﬁrxfﬁ;;‘em} s B ock 1
185.32.179.72 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.73. 146 I srael 147.237.77. 216 [dover . i df . i | ?4? ;gt;u;(;dzligjutjterr]r?)rl Iaieeilgdﬁcfersisen%r; sendt of ri end. aspx Bt ock !
46.19.85.7 I sr el 147.237.72. 166 |aka. i df . i | ;ﬂkmmakzair;rﬁ frmcr:/'s(;gﬁ;: }siiff;?;s';iwhsa‘:har $Cb14737545 |\ one 1
130. 193. 50. 33 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v |l awidf.il/sip B ock 1
94.23.38.15 France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/test/wp-adnn/ B ock 1
79.179. 63. 77 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
197. 166. 77. 101 |Egypt 147.237.77.216|dover.idf .l Ostributed Wnhaut hori zed URL Access on ww idf.il/error.htm B ock 1
50. 63.197.201 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-admn/ Bl ock 1
173.252.90.94 |Wited Sates [147.237.0.34 |tikshuv.idf.il ﬂ?“tzg?r g.zgjl ;ft_ﬁfgf:;e}ﬁ | es/ 41 i 26220x01 1744 pg Bl ock 1
109. 67.221.93  |israel 147.237.72.167]i shuri maka. i df .i| Lntraceabl e SSL Sessions: Cpen Mde None

5.29. 249. 138 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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