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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
14.29. 32. 135 Chi na 147.237. 76. 147 chi nuch. aka.idf.il JLM Under At tack_Con_Tcp dr op 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
177. 54. 156. 23 Brazil 147. 237.76. 147 chi nuch. aka. i df .i | Block Wdp All Nets drop 1
185. 118.222. 1 Lebanon 147.237.0. 16 ny- kosher-kravi .i df .i | L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
109. 253. 217. 140 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
94. 230. 86. 226 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
84. 111. 226. 190 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
79.177.62. 170 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
62.219. 163. 73 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46.117. 35. 160 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
40. 76. 60. 239 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN NVAP -f -sS 1
2.53.188. 177 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.2. 119 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 219. 238. 10 147.237.77. 243 Lhited Sates nobi | e.i df .il ET SCAN NVAP -sS w ndow 1024 1
85. 64. 102. 16 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
84.111. 190. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
66. 249. 64. 190 147.237. 72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
62.219. 141. 85 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
40. 76. 60. 239 147.237.76. 34 Lhited Sates yohal an. i df.il ET SCAN NVAP -sS wi ndow 2048 1
13. 82. 55. 149 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address
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Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66. 249. 78. 146 Lhited Sates 147.237.72. 166 |aka. i df . il Ret r ansni ssi on Packet dr opped. drop 144
87.71.17.247  |israel 147, 237, 76. 200 |eitan. aka i i1 || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 57
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 225 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
77.126.237.193 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂd;irsa:;n;t wehdifferent — Joonitor 43
185. 89. 217. 228 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
46. 39.229. 169  |Russian Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
12.71.73.83 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
77.163. 8. 164 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
108.27.241.29 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
185. 89. 217. 232 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
185. 89. 217. 234 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
185. 89. 217. 231 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
185. 89. 217. 229 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
185. 89. 217. 227 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
37.26.148.143 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
66.249. 64.190 |United Sates 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 15
Ret r ansm ssi on Packet dr opped.
185. 89. 217. 224 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
162.243.126. 57 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
185. 89. 217. 226 [Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
196. 145.62. 14  |Egypt 147. 237. 77. 216 |dover.i df .i drop First packet isn't SWN drop 12
2.55.164. 88 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
88. 168. 145. 185 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
157.55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
5.22.129.250 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission. drop 9
Ret r ansm ssi on Packet dr opped.
2.53.186.6 I srael 147.237. 77, 243 |mbi e i i1 | S NG Engine: TCP Invalid finvalid segnent retransmssion. | op 9
Ret r ansni ssi on Packet dr opped.
66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
208.115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
188. 227. 234. 166 ga:lcisgii:;a” Territory. 147, 237. 77. 176 |natpash. i il |dr op First packet isn't SN dr op 8
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66.249. 73. 137  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.117.94. 29 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19. 85. 67 I srael 147, 237.72. 167 [i shuri maka i i | | €M NG Engine: TP Inval id invalid segnent retransnission. |, op 6
Ret r ansni ssi on Packet dr opped.
2.55.164. 88 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
37.26.148.167 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66. 249. 73. 208 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
109. 65. 237. 117 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.55.164.88 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁtrﬁxgz'&;gth moni tor |6
87.70.52.243  |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
213.8.42. 81 I'srael 147.237.72. 166 |aka.i df .1 Streamng Engine: TCP Inval id |invalid segnent retransmission. |, op 6
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Acti on ‘Count
109. 253. 215. 24 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
80. 246. 136. 227 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 6
131. 253. 25. 137 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 4
2.53.130.184 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 4
2.53.130.184 |[lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wawrefua atal .idf.il/sip storage/files/l |[B ock 3
2.53.172. 90 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
2.53.186.6 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
46.19.85.180 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 3
176.13.12.7 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
213.8.42.81 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/val tam B ock 2
66. 249. 81. 218 |l srael 147.237.77.216|dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
131. 253. 25. 253 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 2
149.78.123. 151 |Lhited Sates [147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
46.19.85.216 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 2
109. 253. 201. 60 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 248 Bl ock 1
46.19.86.102 |[lsrael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
169.229.3.91 |lhited Sates [147.237.77.74 [lawidf.il Ill1egal Byte (de Character in Header Nane B ock 1
72.229.58.64 |lLhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 73. 146 |l srael 147.237.77. 216 |dover.i df . i 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 |navy.idf.il Dstributed Aonormal |y Long Request B ock 1
46. 19. 85. 23 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|  [Wauthorized URL Access to wwwu chi nuch. aka. i df.i1/404. htm B ock 1
89. 139. 131. 156 |l srael 147.237.77.216|dover . i df . i Unaut hori zed HTTP Met hod B ock 1
66. 249. 81. 215 |l srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ snal i i smal | m aspx Bl ock 1
169.229.3.91 |lhited Sates |147.237.77.74 |lawidf.il Mal formed URL B ock
77.126.237. 193 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css Bl ock
- kosher - kravi . i df
66. 249. 78. 13 | srael 147.237.0.16 niyl Uhaut hori zed URL Access to wwu ny-kosher-kravi .idf.il/robots.txt B ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 |navy.idf.il Ill1egal Byte Gode Character in Mthod B ock 1
46.19.85.24 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in WR. /mai 1 kapat2//resfi012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
89. 139. 131. 156 [l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 10.100. 102. 4/ upnpcp/ not i fy/ event B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 4/ 3294. | pg Bl ock 1
169.229.3.91 |thited Sates [|147.237.77.74 [lawidf.il Unknown HTTP Request Method ) in URL B ock 1
77.237.138. 202 Fcérij‘glhic 147.237.77. 234 |hal ag. i df . i | Unaut hori zed LRL Access to / B ock 1
- kosher - kravi . i df
66. 249. 78. 20 | srael 147.237.0.16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
169.229.3.91 [Lhited Sates [147.237.76.86 |navy.idf.il NULL Character in Mthod Bl ock 1
2.53.130.184 |[Israel 147.237.76.42 |refuah.idf.il Mil tiple Unauthorized UR. Access from 2.53.130. 184 B ock 1
94.159. 168. 80 |l srael 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wwy i df.il/1810- he/ B ock 1
. . URL is Above Root Orectory
66.249.93.184 |l srael 147.237.72. 166 |aka. i df . i | wwy aka. i df.il/../inages/innerpage/ri ght-si de- shadow gi f Bl ock !
66. 249. 69. 7 I srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to |ist.ips.gov.il/list20050529. htm B ock 1
. . Unaut hori zed URL Access to
5.22.129.121 |[lIsrael 147.237.72. 166 |aka. i df . i | vowv aka i o i 1/si p storagelfil es/ 6/ 69056, pf B ock 1
. . Unaut hori zed URL Access to
66. 249. 78.204 |Israel 147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 901- 9481- he/ cogat . asp Bl ock 1
169.229.3.91 |thited Sates [147.237.77.74 [lawidf.il Abnornal |y Long Header Line request header nane B ock 1
) . . Unaut hori zed Method CPTI ONS for
67.175.153.18 |Uhited Sates |147.237.72.166|aka. i df .1l wwy aka. i df.i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
66. 249. 73. 137 |Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ 1361- he/ dover. aspx  |B ock 1
185. 27. 105. 101 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 157 |lLhited Sates |147.237.72.166aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/snalinihtn/13.asp B ock 1
5.102.216. 7 I srael 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wawidf.il/tenpl ates/article/ nobile B ock 1
. . Unaut hori zed URL Access to
85. 64.229. 221 |lIsrael 147.237.77.234|hal ag. i df . i | vowy | ogi st cs. atal i df i 1/tenpl at es/ general / nobi | e Bl ock 1
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