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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
31.168. 202. 193 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2606
185. 56. 28. 67 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1

209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

185. 130. 5. 56 Li t huani a 147.237.76. 197 e. hinush.idf.il Bl ock_Up Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1

185. 130. 5. 56 Li t huani a 147.237.76. 199 e. nakchal .idf.il ock Wdp Al _Nets drop 1

185. 56. 28. 67 Net her | ands 147. 237. 76. 42 refuah.idf.il B ock Np Al Net drop 1

185. 130. 5. 56 Li t huani a 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

5.22.129. 250 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 2
208. 100. 26. 228 147.237. 8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142. 239. 27 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
31.168. 180. 89 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TCQP D stributed Portscan 1
5.29.111. 61 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 96. 38 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.55.5. 161 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 165. 95 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.245.1 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.41. 190 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
50. 76. 95. 25 147.237.0. 17 Lhited Sates mny-kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
212.235. 98. 139 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 172 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
197. 195. 88. 91 147.237.77. 216 Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
37.142.64.28 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
192.146.6. 2 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
13.92. 245, 177 147. 237. 76. 148 Lhited Sates ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 3072 1
147.236. 31. 111 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 214. 25. 64 147.237.0.17 Lhited Sates mny- kosher -kravi . i df . i | ET SCAN NMVAP -sS w ndow 1024 1
2.53. 169. 47 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 121. 22 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 57. 87 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
50. 76.95. 25 147.237.0. 17 Lhited Sates mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 2048 1
46.117. 134. 230 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Sig nature
94.228.34.248 |United K ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 132
186.37.108.44 |Quile 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 94
72.10.124. 29 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 55
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TP Invalid segnent retransmssion. |, 48
Invalid Retransn ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
198. 50. 145. 72  |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
195. 226. 71. 212 |Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 32
197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
38.111.147.86 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
46. 19. 86. 45 I srael 147.237.76.31 |nakehal .idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. |, 24
Invalid Retransnm ssi on Packet dr opped.
82.166.183.92 | srael 147. 237. 76. 200 |ei tan. aka. i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 24
Inval i d Retransni ssion Packet dr opped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
82.205. 11. 221 Erfis: L?;?”chpi o [147-287.77. 216 |dover i df i1 dr op Frst packet isn't SN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
109. 64. 221. 238 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid segnent retransmssion. | ., 12
Inval i d Retransni ssion Packet dr opped.
162. 243. 125. 185|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
75.180.230. 197 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
195. 60. 232. 57 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
80. 246. 136. 206 || srael 147.237.72. 167 | surimaka idr i1 | €amng Engi ne: TCP Invalid segnent retransmssion. | 12
Invalid Retransnissi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
37.26. 146. 249 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
198.58.102. 117 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19.86.227  |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |q ., 12
Invalid Retransm ssi on Packet dr opped.
192.198.151. 43 |Europe 147.237.77. 226 [ chamatz. aka. idf |4 o First packet isn't SN drop 11
5.29. 64. 181 I srael 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 10
82.102.169. 113 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
181. 49.177.171 |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
38. 111. 147. 86 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op drop 9
168.9.26. 2 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
80. 179. 9. 115 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 9
84.228.248.38 | srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TP Invalid segnent retransmssion. |, 9
Invalid Retransn ssi on Packet dr opped.
209.22.221.73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
80. 179. 9. 115 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
83.150. 36. 3 Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
80.179.9.7 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 8
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
192.0.100. 227 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
197. 45. 132. 217 |Egypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
5.29.64.181  [Israel 147.237.0.34  |tikshwv.idf.il Bad TCP sequence wﬁtr\?;;j;;?c; 2’ th moni tor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46.19.85.0 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |6
37.26.148.199 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
87.70.52.243  [Israel 147.237.72. 166 |aka.i of .i Streamng Engi ne: TP Invalid segment retransmssion. f 6

Inval i d Retransnission

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
80. 246. 136. 227 |l srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 85
37.26.147.136 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 82
176.13.12.7 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 32
46.19. 86. 14 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 27
37.26.147.136 |[Israel 147.237.0.19 |madi matal . idf. i |{Suspicious Response Code B ock 23
176.13.11. 178 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 13
46. 19. 85. 179 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 5
134.191.232. 72 |l srael 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 4
131.253.25. 207 |lited Sates |147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 4
81.218.22.216 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/sip storage/files/ 1/ B ock 3
176.13. 2. 139 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 3. 151 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
5.22.130. 64 I srael 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
2.53.142. 178 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
79.181.131.9  |israel 147.237.72. 166 |aka. i df . i | mn;)k"‘gi??w;g Ncégfr?ﬁt;angicB’s’f\’;’isgfc"hsa‘:har$Ct' aLin None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1245- he/ at al . aspx B ock 1
134.191.232. 71 |lsrael 147.237.77. 216 |dover.i df . i Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
2.53. 156. 204 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.229.89 [lnited Sates |147.237.72.166|aka. i df .i | Unaut hori zed LRL Access to wwu aka. i df . il/consol e/ core/ doc_ngr/nul | [B ock 1
192. 114. 23. 211 |Israel 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from192. 114. 23. 211 (Qpen Mbde) None 1
169. 229. 3. 91 Lhited Sates  [147.237.76.42 |refuah.idf.il NULL Character in Method B ock 1
46.19. 85. 189 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL gzi p, B ock 1
109. 67. 36. 55 | srael 147.237.77. 170 |maar achot . i df . i | [Mul tipl e Unaut hori zed URL Access from 109. 67. 36. 55 B ock 1
5.102.230.177 I srael 147. 237.77. 216 |dover . i df . i | \')‘i"otli ;t'ie o?t(rggffb&ipﬁsé:ﬁ&f&%ﬁg% )(Pmtoco' None 1
212.76. 105. 156 |l srael 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to waw i df . il/aman B ock
80.178.186.11 |[lIsrael 147.237.77. 216 |dover.i df . il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock

178. 168. 81. 61 x;}gg‘ﬁ' o 147.237.77.176 |nat pash. i df . i1 |PHP Attenpt B ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1242-he/ at al . aspx B ock 1
46. 19. 85. 105 I 'srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mvde None 1
2.53.157.0 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
83. 68. 225. 42 Sweden 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/rights/asp/ hone. as' a=0 B ock 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin ww i df . il/1115-ar/ dover. aspx Bl ock 1
192. 114. 23. 211 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46. 19. 85. 189 I srael 147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method Accept - Encoding: in URL gzip, B ock 1
109. 67. 36. 55 I srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed LR Access to naarachot.idf.il/pdf/files/ Bl ock 1
5.102.230.177 | srael 147.237.77. 216 |dover . i df . i | (Sz‘stjjtégfﬁbigpcﬁ”g%i g’ll_’DE‘T‘ﬁj";’leA?\'lgtEi)O” None 1
212.235. 18. 146 |l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/tenpl ates/ general / nobi | e |B ock
80.178.186.13 |Israel 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock

178. 168. 81. 61 ::)li;;\:i of 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/wp-1ogin. php Bl ock 1
66. 249. 78. 97 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
168. 9. 26. 2 Uited Sates  |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
84.111.114.55 |lsrael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw aman.idf.il/https:/www anan.idf.il/ Bl ock 1
2.53. 165. 149 | srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v i df.il/tenpl ates/articl e/ nobile B ock 1
75.180.230.197 |Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
197.231. 221. 211 |Li beria 147.237.77. 216 |dover . i df . | w1 T abar et o e ot | ceryl | query- L4 2 i | 8 Bock |1
31.154.152.121 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
213.254.241.5 |France 147.237.72. 166 |aka. i df . i | mngkv‘; i?.?ﬁtn: nftslaggzcltljgfoﬂt:?;%fh tn None 1
80.178.187. 228 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 1
66.249.78.234 I srael 147.237.72.166 |aka. i df . i | ﬂ?”;g?r;geij&% gfgf;sa;; {11 es 0171580, pel B ock 1
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