05-04-2016-13:08:09 to 05-04-2016-14:08:09

1"NPT SwNn

oV

www.gov.il

Focused IP Under
Attack Daily Report

|Top Target s |
5-
4
34
Nurber
a 2
Attacks
14
0

[Top Attackers |

Nunmber
a
Attacks

W 46. 19. 85. 152, |srael
84.108. 15. 201, |srael

Top Tar get
4"
3+
ot
14
0 .
Q
>
&
&
\'(9.
@.
qy‘.

Top Attackers




05-04-2016-13:08:09 to 05-04-2016-14:08:09

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
84.108. 15. 201 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 1
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|Top Attackers In FW |

A tacker

‘ Target Address

Ste

dgnature

Geo
84. 95. 252. 68 | srael 147.237.0.120 |mluimaka. i df . i Srean 9 Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 2304
Ret r ansm ssi on
2.55.14.117 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 170
87.70.61. 63 | srael 147.237.0. 120 |m| ui maka. i df . i Strean ng Ele ne: T invalid Invalid segnent retransmssion. Packet dropped. drop 144
Ret r ansni ssi on
62. 219. 198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 100
46. 19. 85. 183 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 36
46.19. 85. 183 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36
2.55.27.9 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN-ACK -> RST rej ect 36
109. 65. 181. 183 |l srael 147.237.0.120 |mluimaka. i df.i Sreamnng Em' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 27
Ret r ansn ssi on
37.26.146.170 |lsrael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
2.55.142. 203 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 218 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber alert 4
2.55.142. 203 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
132. 73.207. 78 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SYNPACXK retransnit with different wi ndow scal e |nonitor 4
46.19. 85. 218 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
212.179. 21. 194 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence SYNtACK retransmit with different wndow scal e |nonitor 4
5.22.134.225 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
87.71.16.89 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN - > SYN-ACK -> RST rej ect 2
213.57.55.205 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
85. 64. 136. 61 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
46. 19. 85. 89 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
23.101.61.176 |[lreland 147.237.0. 120 |m| ui maka.idf.i|l nstant Messengers gitpint messenger pat tern found, application: noni t or 1
2.53.11.105 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
213.57.55.205 |[lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 64. 136. 61 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
37.142. 244. 251 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber alert 1
81.218. 206. 82 |[Israel 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19.85.152 | srael 147.237. 0. 120 |nil ui maka. i df .i |Bl ock HTTP Non Conpl i ant I1egal header fornat detected: Mlformed HITP .00 f;
protocol nane in request
37.26.146.170 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber aert 1
37.142. 244. 251 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
2.55.142. 203 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.170 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.116. 31. 111 |Israel 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 89 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
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46.19. 85. 152 |l srael 147.237.0. 120 |ml uimaka.idf.ilAbnornal | y Long Request request version Bl ock 1
Illegal HITP Version __atuvc=1%Cl8; __ at uvs=5729d17c3077ede0000;

46.19. 85. 152 |lIsrael 147.237.0. 120 |mluimaka.idf.i|_pk_id. 104. b624=963f 5db6b63f e6ac. 1462358217. 1. 1462358399. 1462358217. ; B ock 1
_pk_ses. 104. b624=*

46. 19. 85. 152 |l srael 147.237.0. 120 |mluimaka.idf.iIMil forned LR idf cellular redirect=tosite; Bl ock 1

46.19.85. 152 I srael 147. 237. 0. 120 |ni| vi maka. i of . (KNOW? HTTP Request Method =ani 4h3zehjj trifavj ol ady2; in R Bock |1
idf cellular redirect=tosite
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