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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
156. 198. 62. 190 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5886
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4547
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 2490

94. 102. 49. 116 Net her | ands 147.237.76. 197 e hinush.idf.il |[Bock Np Al Net drop 1

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
94.102. 49. 116 Net her | ands 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At acker Tar get

Attacker Address Sgnature

Country Addr ess

198. 143. 180. 166|Uited Sates  |147.237.0.19 |nmdimatal .idf . i fﬁﬁ?;bmif G\ Bash HITTP Header Remote Code Bxecution B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

104. 219. 238. 10 147.237.77. 170 Lhited Sates maar achot . i df . il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 50 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
76. 181. 249. 213 147.237.76. 34 Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 2048 1
5.56. 147. 130 147.237.77. 216 Denmar k dover.idf.il portscan: TCP O stri buted Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
104. 128. 144. 131 147.237.0. 33 Canada idf.il ET SCAN NVAP -sS w ndow 3072 1
79.177.172. 122 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
76.181.249. 213 147.237.76. 34 Wiited Sates yohal an.idf .il ET SCAN NVAP -f -sS 1
2.53.171. 194 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signatu re Acti on ‘Count

212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 219

79.178.40.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 119

5. 56. 147. 130 Denmar k 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout rej ect 78

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
Sreaning Engine: TP Invalid i i ssi

66.249.65.65  |Lnited Qates 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 45
Ret r ansni ssi on Packet dr opped.

37.26.148.144  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
Sreaning Engine: TGP Invalid i i ssi

62.219.137.44  |israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dr opped.

46.19. 85. 116 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 42

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36

24.217.189.42 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 34

176. 106. 46. 74 ga:lcisgi':éa” Termitory147.237.0.34  |tikshwv.ich.il  |drop First packet isn't SN dr op 31

104. 131. 147. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
Sreamng Engine: TCP Invalid i i ssi

109. 64.93.175  |israel 147. 237. 76. 147 |chi nuch. aka. i df . | 9 =g Invalid segnent retransmssion. g 30
Ret r ansni ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27

46. 19. 86. 33 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 25

50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24

212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
Sreaning Engine: TGP Invalid i i ssi

109. 253. 136. 237l srael 147. 237.72. 167 |i shuri maka. i f . | 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dr opped.

46. 19. 86. 248 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

46. 19. 85. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 20

68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18

87.71.22.120 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17

5.56. 147. 130 Denmar k 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi

37.26.146.193 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.

84.94.171.151 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 14

199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14

46. 120. 49. 116 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 13

79.179. 57. 249 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 13

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13

46. 19. 85. 119 | srael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SYN drop 12

198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

65.55.210.210 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

2.53. 40. 105 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dr opped.

203.81.85.2 Myannmar 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

162. 243. 125. 185|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

46. 19. 85. 59 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 12
Sreaning Engine: TP Invalid i i ssi

84. 228. 252. 209 i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

5.22.130. 132 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi

46.19.86.244  |Israel 147.237.72. 166 |aka. i of .i | 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dr opped.

212. 143.39. 125 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

46. 19. 85. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 11

46.19.85.0 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

52.19.191. 224 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

82.80.198.164 |lsrael 147.237.72. 167 |i shurimaka.idf . i I|]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 199. 165|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 12
2.53.46.116 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
94.188. 161. 145 |lIsrael 147.237.77. 216 |dover.i df . il Unaut hor i zed HTTP Met hod B ock 6
131.253.25.231 |lhited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 6
94.188. 161. 145 |lIsrael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/hebrew B ock 6
176.13. 7. 227 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.52.228 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
131.253.25. 214 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
176.13.15. 145 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 145 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
109. 253. 201. 46 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 239 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 27 I srael 147.237.72. 166 [aka. i df . i | Dstributed Illegal Byte Qde Character in URL Bl ock 2
109. 253. 201. 60 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.86. 76 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 199. 1651 sr ael 147. 237.77. 243 |nobi | e. i df . i | maﬂtg(?réle??/ g‘eggrcyisemztesn <t ohi | ddocunent &/ 1431 Bl ock 2
37.115.184. 150 |kraine 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 2
2.53. 46.116 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/tenpl ates/article/nobile B ock 2
66. 249. 79. 89 I srael 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
207.232.27.5 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m|Bl ock 2
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 1
66.249.66. 121 I srael 147.237.76.42 |refuah.idf.il thaut hor i zed LRL Access to Bl ock 1

147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/j query-ui.js
D stributed Lhaut hori zed URL Access on

2.53.5.44 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx B ock 1
87.69.39.95 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df . il/mai n/ sachar/ defaul t. aspx [B ock 1
68.180. 230. 108 [Lhited Sates [147.237.76.31 |nakchal .idf.il ma';‘:ki;ﬁ%‘: _Y‘f}'fg;;’_”h?ﬁzk“ﬁgi_ Zspx B ock 1
212. 150. 65. 209 |l srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f  |B ock 1
46.116. 52. 99 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
81.218.148. 203 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
203. 127.58. 235 |S ngapore 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66.249.73.161 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
2.53. 39. 232 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180.231.61 |lhited Sates |147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
216.218.206.68 |lhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
46.117.45.175  |[israel 147.237.76.42 |refuah.idf.il marrffi;_zﬁ _\i'{gfl_‘?tli /O{'G;;aggﬂzﬁawaspx B ock 1
109. 253. 199. 165|l srael 147.237.77.243|nobi | e.i df . i | Mul ti pl e Uhaut hori zed URL Access from 109. 253. 199. 165 B ock

37.26.149.208 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock

82.81.193.82  [israel 147.237.76.42 [refuah. idf i1 | e e o Bl ock 1
66.249.73.189 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1399- he/ at al . aspx B ock 1
203.127.96. 231 |9 ngapore 147.237.77. 216 |dover.i df .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
80.178.24.161 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
219. 74.239.176 |9 ngapore 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
180. 76. 15. 22 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1638- he/ r ef uah. aspx B ock 1
46.120.49.116 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
84.94.121.159 [Israel 147.237.76.42 [refuah.idf.il  |J5 0 >ed hau hori zed éﬁj‘aﬁczzii on B ock 1
66.249.78.236 | srael 147.237.76.42 |refuah.idf.il ﬂ?”;g? r;g%?yg‘ﬁfﬁe;"scri s/ query | query. myronudal -1.6.2.js |P oK 1
203. 127. 96. 249 |9 ngapor e 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
46.19.86.172  |[israel 147.237.76.42 |refuah.idf.i| ~ [Dorioed Pranster /Ti’g;:,:"hgf‘gfﬂ’;h‘_’r;spx sor ameter sear chText Bl ock 1
132.74. 210. 255 |l srael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw i df .il/https: /v idf.il/ B ock 1
104. 131. 147. 112|Uhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in ww aka. i df.il/kamhar/klali/default.asp None 1
220. 255. 148. 1469 ngapor e 147.237.77. 216 |dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
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