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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6448
156. 198. 62. 190 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 421
212.235.77.210 | srael 147.237.76. 42 refuah.idf.il | OWP- Fr ag- Needed- St or m drop 13
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
113. 123. 48. 185 Chi na 147.237.76.176 test.ncore.idf.i|B ock Ulp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 200 eitan.aka. idf.il |B ock_Wdp All Nets drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 44 e.refuah.idf.il |[Bock Wp All Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
210.195. 113. 183 Ml aysi a 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1

94. 228. 34. 248 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature |Devi ce Action ‘Count |

156. 198. 62. 190 |Egypt 147.237.77.216 |dover. i df.i|12026: HITP. LA C DDoS Tool (Q\LY enabl e when under oS attack) Bl ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or |nfection

79.177.214.30 |147.237.77. 233l srael atal.idf.il ET SCAN NVAP -sA (2) 4
115.47.12.162 |147.237.76.30 |China hi mush. i df .i | ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 176 |Chi na nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
104.214.34.99 |147.237.0.19 |lhited Sates |nadimatal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 192. 0. 19 147.237.76. 202 |Whited Sates |e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.181.230. 241 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 159  |147.237.77.226|lhited Sates |wawn chanatz. aka.idf.il |ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 [147.237.77. 176 |nited Sates |matpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.53.163. 68 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
117.34.70.143 |147.237.76.39 |China nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 178 |Chi na e. mat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104.214.34.99 |147.237.0.19 |lhited Sates |nadimatal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104.214.34.99 |147.237.0.19 |lhited Sates |nadi matal.idf.il ET SCAN NVAP -f -sS 1
104. 192. 0. 19 147.237.0.35 |hited Sates [akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.120.29.168 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 74 147.237.77.212|Wnited Sates e dover.idf.il ET DRCP Dshiel d B ock Listed Source 1
180.94.87.162 [147.237.0.16 |Afghani stan ny-kosher-kravi.idf.il ET SO Behavioral Uhusual ly fast Termnal Server Traffic, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 487
79.181. 109. 142 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 186
94. 228. 34. 248 LK?ir::gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 132
70.74.112.219 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 103
154. 59. 142. 58 LKTi;gegom 147. 237.77. 226 V‘:"I”“ chamatz. aka. idf 14, o) First packet ismt SWN drop 84
79. 178. 40. 106 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 74
37.26.146.181 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 69
91.231.193. 150 |[Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 53
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
134. 222. 104. 250|Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 42
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 41
62.219.137.44 I srael 147.237.72. 167 [i shri maka ior. i1 | €2MNG Engine: TP Invalid |invalid segnent retransmssion |, o 39

Ret r ansm ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 36
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
213.57.251. 198 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
156. 198. 62. 190 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 30
176.13.6.105  |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 29
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 29
65.254.225.176 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 28
188. 120. 148. 134 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 28
82.166. 91. 198 | srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 27
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
62. 219. 137. 44 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 24
198.58.103. 160 |lLhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 24
178. 20. 190. 114 |Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
52.29. 223. 39 Ger many 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 24
2.55.26.176 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
128.242.249.13 |Whited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 22
156. 198. 62. 190 |Egypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 21
154. 59. 142. 58 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
178. 63.55.202 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 20
79.183.207. 111 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
45. 49. 135. 45 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
195. 50. 126. 101 zint:gom 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 18
217.132.149. 152|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 17
192. 115.252. 2 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
91.197.61.250 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
212.235.77.210 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence V?':dﬁ;a:;”gt wth different moni tor |14
81.218. 251. 252 |l srael 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 14
84.108. 233. 141 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
31.154.41.17 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66. 249. 79. 89 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.181. 49. 103 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
66.249. 79. 107 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.181. 65. 13 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.62. 214 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 76
132. 70. 66. 12 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 62
37.26.147.195 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 61
156. 198. 62. 190 |Egypt 147.237.77.216|dover. i df . i | Post Request - Mssing Content Type from 156. 198. 62. 190 Bl ock 31
46. 19. 85. 180 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
176.13.10. 168 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
176.13.21.204 |Israel 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 176. 13.21. 204 B ock 12
2.53.176.97 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from2.53.176. 97 B ock 6
176.13.21.204 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂtgﬁrc;fz_ie?/g;‘eggrcyim s/ 1 st chi | ddocunent s/ 1362 B ock 4
2.53.11.112  [Israel 147. 237.72. 166 |aka. i df . i | m“;klorlgeldl -~ wgaﬁ\; :Apaysl b, asp Bl ock 4
2.53.154. 218 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.246.136.17 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
131.253.25. 221 |lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 3
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Uhaut hori zed URL Access from 81. 218. 241. 26 B ock 3
46. 19. 86. 196 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 2
2.53.185. 111 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.41.129 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120.32.143 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. i df.il/mai n/ sachar/ about . aspx |B ock 2
172. 56. 3. 69 Wited Sates  [147.237.76.86 |navy.idf.il Ml tipl e Unauthorized UR. Access from 172.56. 3. 69 B ock 2
62. 90. 35. 105 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
46.19. 86. 72 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
31.168.175. 226 I srael 147.287.77. 176 |nat pash. idf. il mmmx?vuégge;tl .Zie; .li‘%t’oecn;‘le:etsfshar ed/ user cont r ol s/ pronot i oncube/ Bl ock 2
2.53.12.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213.8.10.16 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v i df . il /1845- he/ dover. aspx- B ock

85. 250. 180. 130 [l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 1
66.249.78.242 I srael 147.237.76.42 |refuah.idf.il ﬁ?“tzg?r;gefzi?‘p :’Sctco‘?s% . 2308, | pg Bl ock 1
37.26.146.166 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/schar B ock

195. 154. 199. 235|France 147.237.77. 170 |maar achot . i df . i | |PHP Attenpt B ock
79.179.139.19 | srael 147.237.76. 200 |ei tan. aka. i df . i | mu;rlo;r'kzaiiﬁf‘ﬁ/cfz;pr;esl opni ssi ngper sory mobi | & B ock 1
2.55.27.127 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/darontsite/ he/ nain. asp B ock 1
130.160.195.8 |lhited Sates 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
66. 249. 79. 89 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/newsnitel engl i sh/ 0402 B ock 1
195. 154. 199. 235|France 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
176.213.8.3 g;z:;nl on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/sip_storagel/files/ 9/ 16919. pdf. |B ock 1
2.53.0.83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock

68.180. 230. 120 |Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. txt B ock
212.235.56. 185 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
172.56.3.69  |Whited Sates  |147.237.76.86 [navy.idf.il m“;;c/’;' : gf. e xeiseglohompage/ N Bl ock 1
80.246.137.94  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
66. 249. 66. 125 [ srael 147.237.76.42 |refuah.idf.il ﬁ?e;g?.ri?é.efﬂﬁpfsctco?z;/?i | esi 4 2424 pa B ock 1
192.115.252.2 |Israel 147.237.72.167|i shuri maka. i df . i[SSL Wntraceabl e Connection - Wnhknown SSL Sessi on None
24.124.5.101 Lhited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout.css  |B ock
68.180.231.43 [Lhited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ati on PageNumin waw i df . il/1384-he/ dover.aspx |B ock 1
212.235.77.210 |israel 147.237.76.42 |refuah.idf.il  [057 buted hau forized of vt e B ock 1
2.53.176.97 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www idf.il/tenpl at es/ honepage/ mobile  |B ock 1
66.249.73.161 | srael 147.237.72.166 |aka. i df . i | ﬂ?“tzrg if;i;g}:f:/eﬁsn;f fef aul 1 aspx Bl ock 1
193. 43. 245. 250 |Israel 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on wwidf.il/error. htm B ock 1
132. 70. 66. 12 I srael 147.237.0.19 |nadimatal .idf.il|SSL Untraceabl e Connection - Qpen Mde None 1
77.126.151. 144 i srael 147. 237.72. 166 |aka. i df . i | mu;k?ri ! df_eidl /'\':;T;Zi ;E?/Dgén(gr o aspx B ock 1
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