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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11453
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 927
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

41. 58. 230. 86 N geria 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 1

209. 126. 136. 2 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
58.187. 229. 210 147.237.77. 234 M et nam hal ag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
23.246. 236. 49 147.237.77. 179 Lhited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
23.246. 236. 49 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.178. 142 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147. 237.72. 166 Lhited Sates aka.idf.il ET DRCP Dshield B ock Listed Source 1
104. 214. 25. 64 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
104. 214. 25. 64 147.237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NVAP -f -sS 1
104. 128. 144. 131 147. 237.76. 31 Canada nakchal . i df .il ET SCAN NVAP -f -sS 1
58.187. 229. 210 147.237.77. 234 M et nam hal ag.idf il ET SCAN Potential SSH Scan 1
58. 187. 229. 210 147. 237.77. 234 M et nam hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
23.246. 236. 49 147.237.77. 179 Lhited Sates e nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
13.92.178. 142 147. 237.76. 197 Lhited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
13.92. 178. 142 147. 237. 76. 197 Lhited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
104. 214. 25. 64 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 128. 144. 131 147.237.76. 31 Canada nakchal . i df.il ET SCAN NVAP -sS w ndow 2048 1
76. 181. 249. 213 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Acti on
Sreanming Engine: TCP Invalid i i ssi
66.249.65.65  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 81
Ret r ansni ssi on Packet dropped.
194. 170. 74. 98 Eﬂi:rtaetdesprab 147.237.77. 176 |nat pash. i df . il dr op First packet isn't SN drop 30
141. 0. 15. 242 Nor way 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
194.177.16. 3 | srael 147.237.72. 167 |ishurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
198. 58. 103. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
100. 38. 48. 92 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
5.102. 195. 45 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaning Engine: TP Invalid i i ssi
5. 28. 169. 1 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
72.13.86.189 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
82.81.37.220  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66. 249. 93. 247  |Eur ope 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.147.181 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.55.137. 13 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
5.102. 195. 48 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
66.249.73.251 |Wnited Sates  |147.237.72. 166 [aka idf. il 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
128.242.249.10 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
66. 249. 79. 89 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
46. 19. 86. 156 | srael 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 3
37.26.146.220 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 3
128.242.249.12 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
2.51.17. 249 Eﬂi:rtaetdesprab 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
78.164.126.12 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
66.249.93. 115  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
213.57.248.132 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
37.26.148.163 |Israel 147.237.77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
i Vb Server Enforcenent HTTP Deni
2.53.32.138 I srael 147. 237. 7. 226 | "W chanat 2. aka. i df _ Veb Servers S ow Denial of | o oot 2
Al Vol ati on Servi ce
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
213.57.248.132 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
68.180. 231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 156 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
208. 100. 26. 228 |Lhited Sates 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|nited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.161.9. 11 RJSf::I”ion 147. 237. 77. 216 |dover.i df . i | drop Frst packet isn't SIN drop 1
184.105. 139. 84 |Wnited Sates  [147.237.0.200 [rau.icf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 239|wnited Sates  [147.237.8.50 e tikshuv.idf. il Geo- | ocati on enf or cenent Sﬁfolrgzi:]f” I nbound drop 1
137.116.71. 170 |Wited Sates  [147.237.72. 217 e icf. i1 Geo- | ocati on enf or cement Geo-locati on i nbound drop 1
enf or cenent
216. 218. 206. 100|Lhited Sates 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
208. 100. 26. 228 |Lhited States 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 100|thited Sates 147. 237. 76. 200 [ei tan. aka. i df . | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.76. 196 |e.sviva. i df .l Geo- | ocati on enf or cenent Sﬁfolrgzi:]f” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.18.5 | srael 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock 126
46. 19. 85. 212 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 115
2.53.178. 112 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 3
66. 249. 79. 89 | srael 147.237.77.216|dover.idf . il Mil tiple Unaut hori zed URL Access from 66. 249. 79. 89 B ock 2
79.183. 65. 247 |Israel 147.237.72. 166 |aka. i df . i | Mal formed LRL B ock 1
66.249.93.193 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/tenpl at es/ honepage/ nobi | e  [Bl ock 1
2.51.17. 249 ;"ﬁ:rt:tde:(ab 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.i|/xmrpc. php Bl ock 1
Russi an . . . . .
141.8.132.78 erati on 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
Illegal Byte Gode Character in Header Nane
79.183.65. 247  |Israel 147.237.72. 166 |aka. i df . i | Ge[ [#30] ] U H Y[ [#18] 1 eA& G [#3]] AV d[ [#26] ] UK [#16] 1T [[#15]] |B ock 1
> @-uDD) A" 0l §<éne ¢
. ] Uhaut hori zed URL Access to
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel {1 | es/ 8/ 3468, gi f B ock 1
NULL Character in Header Nane at
. . 3_ [[#26] ] [[#14]] ™[ #1]]¥&Sul f ~ D, KB. " NEp([ [ #0] ] Z+UVAE[ #16] ] pj i
79.183.65.247 |[Israel 147.237.72. 166 |aka. i df . i | . L g ; B ock 1
[[#27]] & > [#24] [ [[#22]]] " —Ok; [ [#24] | [[#8] 1 x(c68™ [#7]] ¢[[#30]]11%)}
8) NeLgAMnj DCoé g
. . D stributed Uhaut hori zed URL Access on
66.249.93.196 |[lIsrael 147.237.76.31 |nakchal .idf.il nakhal .i df i 1/t enpl at es/ general / nobi | e B ock 1
79.183.65.247 |lsrael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Val ue B ock 1
. . Uhaut hori zed URL Access to
66.249.78.236 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 7/ 3397, | pg B ock 1
NLLL Character in Mt hod
79.183.65.247 |[Israel 147.237.72. 166 [aka. i df . i | qos+"" GbP[ [ #0] ] 4W e« « ex6RR} 5Y#~[ [ #24] ] % [ #25] ] +—b{ [#6] ] AE*[[ |B ock 1
#28] ]
66.249.93.199 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/tenplates/ general / nobil e B ock 1
24.218. 80. 94 Lhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 1
) nobi | e. nei tav.idf.i )
184. 105. 247. 195|lLhited Sates |147.237.76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
Illegal Byte Gode Character in Mt hod
79.183.65.247 |[Israel 147.237.72. 166 [aka. i df . i | qoe+"" GbP[ [ #0]] 4W «1 « ex6RR} 5T#~[ [ #24] 1% [ #25] ] +—b{ [#6] ] AE'[[ [B ock 1
#28] ]
. - S Untraceabl e Gonnection - Protocol violation
79.183.65.247 |[Israel 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
79.183.65.247 |[Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
. . Paraneter Read Qily Molation in
31.168.145. 47 | sr ael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
217.165. 227. 153 ;il]rtaetdesﬁrab 147.237. 77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/tenpl ates/ general / nobil e B ock 1
79.183.65.247 |lsrael 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 2 Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.93.193 |[Israel 147.237.76.31 |nakchal .idf.il nakhal .i df i/t enpl at es/ general / nobi | & B ock 1
2.51.17. 249 Whited Arab /7 537 77. 216 |dover. i df i | PHP At t enpt Bock |1
Emrates
Unknown HTTP Request Met hod
79.183.65.247 |lsrael 147.237.72. 166 |aka. i df . i | qoe+"" GbP[ [ #0]] 4W «1 « ex6RR} 5Y#~[ [ #24]] % [ #25] 1 +—b{ [#6] ] AE'[[ |B ock 1
#28]] in LR
79.183.65.247 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
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