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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11677
115. 236. 59. 179 Chi na 147.237.72. 166 aka.idf.il TP Scan (vertical) dr op 997
156. 204. 26. 101 Egypt 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 924
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 532
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6

107. 150. 46. 36 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf1 forvward 2

123. 59. 59. 52 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
94.102. 49. 116 Net her | ands 147.237.76. 34 yohal an. i df .i | B ock Np Al _Net dr op 1

107. 150. 46. 35 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |bl ock-sp-trafl forward 1

66. 249. 65. 65 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Trave-2  |dest-reset 1

94. 102. 49. 116 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
94.102. 52. 10 Net her | ands 147.237.76. 38 e.eneitav.idf.il B ock Np Al _Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net dr op 1

107. 150. 32. 60 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




05-04-2016-03:04:00 to 05-04-2016-04:04:00

|Top Attackers In |D|

‘ Target Address

A tacker
Country

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
115. 236. 59. 179 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 1024 3
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 70. 136. 195 |147.237.0.34 |Brazil tikshuv.idf.il , 1
Potential Scan or Brute Force
120. 24.43.14  |147.237.77. 170|Chi na naarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
Russi an L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potentig
91.197.232.40 |147.237.77.216 : dover.idf.il ) 1
Federati on Scan or Infection
120.24.43.14  |147.237.77. 170 |Chi na naarachot.idf.il |ET SCAN NVAP -sS w ndow 4096 1
115. 236. 59. 179 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 25. 64 |147.237.76. 148 |Lhited Sates gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1
_ L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
41.185.26.175 |147.237.77.176 |South Africa nat pash. i df . i | ) . - 1
deni al of service attenpt
208. 100. 26. 228 [147. 237. 77. 205 |Lhi ted Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Sig nature /?i'. (;i
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 102
84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka. i df . i Streamng Engi ne: TP Invalid segnent retransmssion. | 63
Inval i d Retransm ssi on Packet dr opped.
66.249.65.65  |Lited Sates 147.237.72. 166 |aka i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | 60
Inval i d Retransm ssi on Packet dr opped.
209.17.114.78 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
174. 60. 95. 27 Lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence monitor |8
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
52. 16. 5. 197 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
24.47.217.192 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
220.133.1.106 |Taiwan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
174. 60. 95. 27 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
174. 60. 95. 27 Lhited Sates 147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |[reject 4
174. 60. 95. 27 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
174. 60. 95. 27 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
157.55. 2. 136 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
181. 59. 245. 201 |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
46.117.24.142  |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 3
130.193.51.91 |Russian Federation |147.237.76.200 |ei tan. aka idf.il Streamng Engi ne: TP Invalid segment retransmssion. |, . 3
Inval i d Retransnissi on Packet dr opped.
37.75.213. 51 g";'cisgiigcija” Territonyy 47, 237. 7. 216 [dover. i df i drop First packet isn't SWN drop 3
46.117.24.142  |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |3
141.8.132.78 Russi an Federation |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
66. 249. 79. 89 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
52.68.136. 185 |Japan 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
31.13.102. 110 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
129.98.174.241 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
84. 95. 208. 20 | srael 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.102.254.101 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141. 212. 122. 158|Wnited Sates 147.237.76. 196 |e.sviva i df .| Geo- 1 ocati on enf or cenent ﬁ?;'rggﬁ:infn I nbound drop 1
216. 218.206. 82 |Whited Sates 147.237.0.16 inly'kosr‘er'kra"i'idf' SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 35. 136 |l srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |1
188. 214. 249. 152|Ronani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | dr op SAMrul e drop 1
141.212. 122. 205|Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 146|lhited Sates 147.237.76. 200 |eitan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.95.208.20  [Israel 147. 237. 77. 216 |dover i df . i Command | nj ecti on Eg_n?'@:‘egln;;c,tion detected In fonitor |1
141. 212. 122. 159|Wnited Sates 147.237.76. 196 |e.sviva i df . Geo- 1 ocati on enf or cement gﬁ?olggi'n?n  nbound drop 1
123.59. 55. 92 Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84. 95. 208. 20 | srael 147.237.76. 200 |ei tan. aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST aert 1
141.212.122. 205|lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 119
wawv. chamat z. aka. i df . .
84. 95. 208. 20 | srael 147.237.77. 226 i Ml ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 19
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt Bl ock
46.117.22.180 |[Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut hori zed UR. Access from46.117.22. 180 B ock
www. chamat z. aka. i df
84. 95. 208. 20 | srael 147.237.77. 226 i PHP Att enpt B ock 7
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock
129.98.174.241 |[Uited Sates  |147.237.77.216|dover. i df . i Paraneter Type Mol ation ct! 005Cont ent A acetol der 1St Bnai | in- gy ) 3
www i df . i | /1038- en/ dover . aspx
66.249.84.172 |[israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
54.148.35.147 |Whited Sates [147.237.77.216|dover.idf .il Suspi ci ous Response Code Bl ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 3
46.117.22.180 |Israel 147.237.77.74 [lawidf.il Mil tipl e Unhaut hori zed URL Access from 46. 117.22. 180 B ock 2
66.249.84.173 [Israel 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
- . Unhaut hori zed URL Access to
46.117.22.180 |[Israel 147.237.0.15  |kosher-kravi.idf.il f 0" T / tenpl at es/ general / nobi | e Bl ock 2
66.249.84.174 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
65.55.210. 176 |lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
- . Unhaut hori zed URL Access to
164.132.161. 31 |italy 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1240- he/ at al . aspx B ock 1
37.187.56.47  |France 147.237.77. 176 [nat pash. i of . i | Mil tipl e Unaut hori zed URL Access from 37.187.56. 47 B ock 1
m ny- kosher-kravi .id
107.150.46.35 |lhited Sates 147.237.0. 17 f inly Unaut hori zed URL Access to ww def encesl. cond Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP At t enpt B ock 1
220. 255. 146. 54 |S ngapore 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waww idf.il/error. htm Bl ock 1
66. 249. 79. 89 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 89 B ock 1
130. 193. 51. 34 RJF Sﬁ::ﬂ on 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
wawv. chamat z. aka. i df _ .
80.86.94.7 Ger many 147.237.77. 226 i Mil tiple Unaut horized URL Access from 80. 86.94. 7 Bl ock 1
65.55.210.200 [lnited Sates  [147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
] . . Unaut hori zed URL Access to
198.58.103. 158 |[Lhited Sates  [147.237.77.216 |dover. i df . il v i df i | /1204 env v i df i 1/ engl i sh Bl ock 1
- . Unaut hori zed URL Access to
109. 253. 133. 97 |l srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. g f B ock 1
. . Unaut hori zed URL Access to
37.187.56. 47 France 147.237.77. 176 [nat pash. i df . 1 v cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bock !
220. 255. 148. 171|9 ngapor e 147.237.77. 216 |dover.i df .i | Distributed Whaut horized URL Access on waw idf.il/error.htm  |B ock 1
66. 249. 79. 89 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/article/watch |B ock
141.212.122. 145|lnited Sates  |147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ Bl ock
- . - Unaut hori zed URL Access to
46.117.22.180 |Israel 147.237.0.34 |tikshuv.idf.il v i kshuv. i df .11/t enpl at es/ homepage/ mobi | e B ock 1
wwwv. chamat z. aka. i df i
80. 86. 94. 7 Ger many 147.237.77. 226 | Wnauit hori zed LRL Access to Bl ock 1
il waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
- . Unaut hori zed URL Access to
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 2/ si ze100x0/ 2662. ] pg Bl ock 1
203. 127. 58. 228 |9 ngapore 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
. - - SS. Lhtraceabl e Gonnection - Protocol violation
41.185.26.175 |South Africa 147.237.77. 176 [nat pash. i df . i | (SSL OONN LI ENT HELLO) None 1
141.212.122. 145|thited Sates  |147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
. . Unaut hori zed Met hod HEAD for
82.166.228.10  |Israel 147.237.72. 166 |aka. i df . 11 ww aka. i of i |/ brot her s/ ski ra/ def aul t . asp Bl ock !
. . Unaut hori zed URL Access to
66.249.78.242 |l srael 147.237.76.42 refuah. i df.il 147.237.76. 42/ si p_storagel fi | es/ O/ si ze100x0/ 3350. | pg B ock !
203.127.96. 205 |9 ngapore 147.237.77.216|dover.i df .i | Dstributed Wauthori zed URL Access on waw idf.il/error.htm  |B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 1
. . URL is Above Root DOrectory
46.101. 138. 141 |Ger many 147.237.77. 216 (dover. i df . il wwi of i1/ ./ shared/cl i entscri pts/j query/j query-1.4.2.nin. | s Bl ock 1
151.80.31. 168 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
. - O stributed Whaut hori zed URL Access on
31.13.110.101 [ireland 147.237.77. 176 (@t pash. i df . i | vaw cogat i df . i |/ 1218- he/ cogat . aspx- 190 Bl ock 1
107.150.32.60 |Uhited Sates 147.237.0.19 |nadimatal .idf.il Distributed Unaut hori zed URL Access on www def encesl. cond Bl ock 1
216.218.206.66 |Lnited Sates |147.237.0.16 |[ny-kosher-kravi.idf.il|Wauthorized URL Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st oragel {1 es/ 9/ si ze100x0/ 2799, ] pg B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwu i df.il/wp-1ogin. php B ock 1
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