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M 167. 114. 156. 16
66. 249. 65. 65
I 85. 65. 43. 234
84.108. 154. 191
Il 79.179. 176. 86
M 2.53.57.173
I 176.13.14. 78
W 37. 26. 146. 241
79. 180. 116. 100
M 84. 111. 156. 58
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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 17199
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1540
94, 159. 132. 102 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 210
87.70. 40. 16 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 204
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4

107. 150. 46. 37 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

69. 197. 185. 18 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1

94. 102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il Block Np All _Net drop 1

69. 197. 185. 22 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
176.13.14. 78 147.237.77. 233 |I srael atal.idf.il 2
attack
188. 214. 249. 145(147. 237. 77. 216 |Romani a dover.idf.il Xenu Link Seuth User Agent 2
82.117.208. 243 |147.237.72. 14 dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 67 [147.237.0.34 |China tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
45.62.254. 174  |147. 237. 76. 198 |Canada e.yonalan.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
188.14.242. 67 |147.237.77.121|itay enavy.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
L ET DO5 Large amount of TCP ZeroVindow - Possible Nkiller2 DDos
95. 86. 101. 21 147, 237. 77. 233 |I srael atal.idf.il 1
attack
80. 246. 130. 163 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.19. 85. 124 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
5. 39. 222. 253 147.237.77. 61 |Netherl ands e.cogat.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
188.14.242.67 |147.237.77.121|italy enavy.idf.il |ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

reanmn ine: TCP Invali i i ssi
66.249.65.65  |Uited Sates |147.237.72. 166 |aka i df i Streaning Engine: TCP Inval id finvalid segrent retramsmssion. |, 135
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.108. 154. 191 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 22
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79.179.176.86 |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 21
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180. 116. 100 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
37.26.146.241 |Israel 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 12
Ret r ansni ssi on Packet dropped.
46.151. 209. 182 [Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
80.178. 157. 116 |l srael 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 34 I srael 147. 237. 77. 243 |mobi l e. i of . | 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
176.13.14.78 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |8
208.115.111. 73 |lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
209. 190. 204. 29 |lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
198. 58. 103. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
reanmn ine: TCP Invali i i ssi
2.53.57.173 I srael 147.237.77. 243 |robil e.i of .i Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.55.148.164  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
84.111.156.58 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.5  |lnited Qates |147.237.0.19 |madimatal.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.117.61. 244 |[lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
84.111.156.58 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
87.70.93.28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
176.13.14. 78 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
85. 250. 243. 165 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
66.249. 79. 107 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
37.46.39. 208 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
87.70.93.28 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanmng Engine: TCP Invalid i i ssi
149.88.150.78 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
37. 26. 146. 255 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
188.120.154.3 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi
2.53.15.207  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
94.230.86.130 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
66. 249. 93. 249 |Eur ope 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109.66.13.99  |Israel 147.237.72. 166 |aka. i f .11 Streaming Engi ne: TCP Inval id limvalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
77.124.43.200 | srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an . . Streamng Engine: TCP Inval i d |invalid segnent retransmssion.
130.193.37.16  [C oo o 147.237.0.34 |tikshuv.idf.il Ret 1 ansmi si on Packet dr opped. drop 3
94.230.86.190 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |3
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
66.249.73.251 |Wited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.107  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 143. 2271 srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.22.171 [ srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
46.19.85.124  |Israel 147. 237. 77. 226 "LI"‘IW chamat z. aka. 1df oy At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
66.249.78.230 |Wnited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.206 | srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.93. 184  |Europe 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 171. 123 |Israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
149.78.154.69 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop
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2.53. 165. 163 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 65. 43. 234 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 83
2.53.57.173 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 15
2.53.158. 167 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
149.78.58.145 |Uhited Sates |147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code Bl ock 2
2.55. 147. 147 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
82.81.15.5 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
84.108. 97. 42 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
31.13.98.113 Irel and 147.237.77.216|dover . i df . il O stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
149. 50. 84. 56 I srael 147.237.77.216|dover.i df . il SSL Untraceabl e Connection - Cpen Mde None 1
77.237.138.202 |Czech Republic |147.237.77.235|sviva.idf.il Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 65. 18 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter tmin ww aka.idf.il/nain/giyus/ None 1
66.249.78.236 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’r'?gefzf‘p :‘s(icoersasget/(f)i oo/ 8 2375, pg Bl ock 1
37.26.147.251 |lsrael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
79.180.178. 203 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unauthorized URL Access from 66.249. 65. 65 Bl ock 1
89.139.20.223 |[lIsrael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
66.249.78.252 | srael 147.237.0.19 |nadimatal .idf.i m“;]:gra'] _ngf Lljlq; aﬁ;fgsaspgzi e associ at i on Bl ock 1
46. 19. 85. 34 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
151.80.31.153  [France 147.237.76.42 |refuah.idf.il  [ho-thorized L Aceess 1o aspx B ock 1
66.249.65.65  Israel 147. 237.72. 166 |aka. i df . i | shauthorized UL Aooess 0 i asx Bl ock 1
2.55.177. 129 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
93.201.117.36  |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned B ock 1
69.171.228.117 |lhited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock
46.19.86.135 I srael 147.237.72. 166 |aka. i df . i | m“;:;rii ;‘?‘:I')br:a?ﬁrzgu{ ot actus, asx Bl ock 1
188. 241. 241. 254 |Ronmani a 147.237.72. 166 |[aka. i df . i | PHP At t enpt Bl ock 1
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter Do in wav aka.idf.il/giyus/general /defaul t.asp None 1
104.172.208. 112|thited Sates  [147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wwu i df.il/tenpl at es/ honepage/ nobi | e B ock 1
70.197.140. 138 |[Wnited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
46.117. 139. 227 |lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
188. 241. 241. 254 |Rormani a 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/wp-Iogin. php B ock 1
84.111. 226. 232 |l srael 147.237.0.34 |tikshuv.idf.il m”ttlhgguzve? dfuj‘l ffg;fls atte(;/oprol escat eqory/ mobi | & Bl ock 1
66.249.73.161 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yoman. asp |B ock
31.13.98.117 Irel and 147.237.77.216|dover. i df . il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 1
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