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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 9256
178.63.47.11 Ger many 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2504
95. 61. 84. 42 Spai n 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1521
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1101
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1036
37.26.148. 162 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 660
141. 105. 80. 2 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 627
176. 13. 14. 187 | srael 147.237.0.19 nadi matal .idf.il |Anonal y- TLS-renegotiation-Qi dest - r eset 291
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 37
72.22.182.162 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8

89. 138. 122. 61 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
79.183. 33. 137 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
107. 150. 32. 62 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
107. 150. 46. 34 Lhited Sates 147.237.72. 167 i shuri maka. i df.il|bl ock-sp-traf 1 drop 1

79. 33. 60. 22 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
164. 132. 145. 27 Italy 147.237. 76. 196 e.sviva.idf.il Bl ock_Up Al _Nets drop 1

89. 216. 220. 16 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
107. 150. 46. 36 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
134. 35. 238. 14 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |[Ste

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 163  |147.237.76.86 |Wnited Sates navy. i df.il ET SCAN NVAP -sA (2) 2
66.249.81.215  |147.237. 77. 216 Eé;ga”. dover. i df il ET SCAN NVAP -sA (2) 2
erati on
185. 3. 147. 174  [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
104. 171. 122. 176(147. 237. 72. 217 |Lhited Sates eidf.il ET SCAN NVAP -sS wi ndow 4096 1
84298 142 31 |147 237 76.86 |15 ael ey, i f i1 ET DO Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
45.62.254. 174 |147.237.0.16 |Canada ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
210.212.93.46 |147.237.77.176|Indi a mat pash. i df .i | ET SCAN Potential SSH Scan 1
40. 76. 60. 52 147.237.77. 212 |Wnited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
208. 100. 26. 228 |147.237.72.156 |Lhited Sates anan. i df il ET SCAN NVAP -sS w ndow 1024 1
37.26.146.142  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 177 |Wnited Sates ncore.idf.il ET DRP Dshiel d B ock Listed Source 1
1.187.252. 153 |147.237.77.216|India dover.idf.il portscan: TGP D stributed Portscan 1
185.27.106. 34  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
125.22.40. 140  |147.237.76.201 |India e.atal.idf.il ET SCAN Potential SSH Scan 1
104. 171. 122. 176|147. 237. 72. 217 |Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 [147.237.0.16 |thited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
40. 76. 60. 52 147.237.77. 212 |Wnited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
208. 100. 26. 228 |147.237.77.233|lhited Sates atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 76. 60. 52 147.237.77. 212 |Wnited Sates e.dover.idf.il ET SCAN NVAP -f -sS 1
198. 20. 69. 74 147.237.76. 197 [Lhited Sates e. hinush. i df.il ET DRCP Dshield B ock Listed Source 1
5.22.135. 241 147.237.77. 216 I srael dover.idf.il SERVER- WEBAPP admi n. php access 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
178.63.47. 11 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58097
109.65.38.34  [Israel 147.237.77. 233 |atal i df il Bad TCP sequence md:)?,tvrsin;nlt wth dfferent moni tor (200
37.26.146.188 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 191
78.225.152.85 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 139
66.249.65.21  |Wited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 99
Ret r ansni ssi on Packet dr opped.
79. 33.60. 22 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 75
37.26.146. 156 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 61
89. 139. 9. 168 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 38
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 21
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
85.130. 218. 184 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 19
125. 88. 204. 115 |Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
46. 19. 85. 108 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 14
128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 13
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19. 85. 234 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 12
87.71.203.75  |Israel 147.237.72. 167 | shurimaka i of . [ €M NG Engine: TCP | nvalid finvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
141, 255.152. 16 |Netherlands  |147.237. 72. 166 |aka i df i1 Streaning Engine: TCP Invalid invalid segrent retramsmission. |, 12
Ret r ansni ssi on Packet dr opped.
162. 243. 104. 237|lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 12
109. 253. 217. 1381 sr ael 147.237.77. 243 |mbi e 11 | 3 NG Engine: TP Invalid - fimvalid seonent retramsmssion. | ) 12
Ret ransni ssi on Packet dr opped.
154.0.184.79  |Gabon 147. 237. 77. 216 |dover i df i Bad TCP sequence mﬁsg ;ansmt wthdifferent | oonitor |12
176.13.17.58  |israel 147, 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
162.243.71.33 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
198. 58.102. 117 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
85.130. 218. 184 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber aert 9
37.46.41. 117 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 9
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
79.179. 170. 163 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 9
Ret r ansni ssi on Packet dr opped.
141.105.80.1 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46.19. 85. 178 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
84.228.142.31 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 7
198. 58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 7
66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
84.228.142.31 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
87.70.52.243  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
141. 105. 80. 2 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d AGK nunber aert 6
109. 64.92. 226 | srael 147, 237.76. 200 |ei tan akaicf. i1 | €M NG Engine: TQP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
188. 72. 103. 229 LEhﬂi”taetdesNab 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 108 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
77.125.99.129 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 130
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 83
176.13.14. 187 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 78
46. 19. 86. 168 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 61
176.13. 6. 237 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
2.55.13. 244 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 55
194. 90. 105. 112 |Israel 147.237.72. 167 |i shuri maka. i df . i|Aut onated Mul nerability Scanning V1 Bl ock 11
80.178.137.3 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock

80. 246. 130. 102 |l srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock
213.8.204.41  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr(;le??/ g‘eggrcyisemztesn <t ohi | ddocunent </ 1564 B ock 3
77.126. 61. 48 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 67. 109. 207 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 3
79.177.114. 235 |lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
131. 253. 25. 244 |thited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 3
66. 102. 6. 191 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 3
79.181.108. 184 |israel 147.237.77. 216 |dover . i df . i | mﬂt:ﬁzilffgmﬁ :Cs/(ieesri)l ot rol </ qener  of Bl ock 2
46.19. 85. 178 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
84.111.39.77 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/nain/ Bl ock 2
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.i df .i | D stributed PHP Attenpt B ock 2
201. 15. 189. 247 |Razil 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 201. 15. 189. 247 [B ock 2
130. 185. 155. 82 |Sweden 147.237.77.216|dover.i df .i | D stributed Unauthorized URL Access on wa i df . il/wp-1ogin. php Bl ock 2
144.76.195. 74  |Ger many 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 144. 76. 195. 74 B ock 2
81.218.183.48 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
109. 67. 109. 207 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/sip_storage/files/ Bl ock 2
87. 68.32. 199 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.22.135. 241 I srael 147.237.77. 216 |dover.i df .i | Adnin Bl ocki ng B ock 1
185. 3. 147.239  |Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/https:/vwwwidf.il/ Bl ock 1
132. 66. 236. 230 |Israel 147.237.77. 216 |dover. i df . i | mtir;ftf‘i’tﬁ?e;hpf‘::gg;?il ;Rr;mgﬁcfss on Bl ock 1
66.249.78.236 I srael 147.237.76.42 |refuah.idf.il ﬁ?}‘tzg;)'r;éefyi?‘p :'Sctcoei:g;/‘f’i | es/ 413384 p Bl ock 1
107.150.32. 62 |Uited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww def encesl. cond B ock 1
84.108.77.234 |[israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
5.153.233.130 |Sweden 147.237.77.216|dover.i df .i | D stributed Unauthorized URL Access on waw i df . il/wp-1ogin. php Bl ock 1
201. 15. 189. 247 |Brazil 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df . il/home/ pniot. aspx B ock 1
66.249.84.174 |Israel 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
173.252. 114. 113|Uhited Sates 147.237.77.216|dover.i df .i | O stributed Unauthorized URL Access on waw i df.il/1810-he Bl ock 1
109. 253. 200. 176]1 srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nilluinmindex B ock 1
66.249. 65. 103 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.70.18.220 | srael 147.237.77. 216 |dover . i df . i | Eﬂ\f\:irxlijﬁ‘fgeﬁfg:ﬁ;ﬁil dmhmgﬁcsss on B ock 1
37.142. 64. 97 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 37.142. 64. 97 B ock
5.22.135. 241 I srael 147.237.77.216|dover . i df . i | O stributed PHP A tenpt Bl ock

66.249. 78.248 | srael 147.237.76.42 |refuah.idf.il ﬂ?f’;gg?;é?ﬁzﬁpﬁfgf:g;ﬁi s/ 9/ i 2610010/ 3369, pg Bl ock 1
132. 66. 236. 230 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wanidf.il/tenplates/article/ nobile B ock

109. 65. 38. 34 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock

5. 254. 243. 253 gz::;”i on 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
66.249.65. 174 [Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
37.142.64. 97 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/ 9/ B ock 1
87.71.99. 215 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.22.135. 241 I srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wwwi i df.i|/894-he/ adni n. php Bl ock 1
80.178.137.3 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwvrefua atal .idf.il/sip storage/files/4 |B ock 1
66.249.79.107 | srael 147.237.77. 216 |dover . i df . i | tnaut hori zed UR. Access to Bl ock 1

147.237.77. 216/ 1806- 21852- he/ dover . aspx

05-03-2016-22:04:08 to 05-03-2016-23:04:08




