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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3368
176. 13. 9. 247 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2728
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 805
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 503
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 5
141.0. 14. 218 Eur ope 147.237.76. 42 refuah.idf.il JIMPurple Gon Linit Htp drop 3
222.186. 50. 134 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 2
141.0.14. 218 Eur ope 147.237.76. 42 refuah.idf.il JLM Under _Attack _Con_Htp drop 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SGC- Sl owl ori s- DOS- Var 1 dest - r eset 1
71.6.216. 62 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Udp All _Nets dr op 1
107. 150. 32. 59 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
107. 150. 32. 60 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
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195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80, 246. 130, 143|147 237 77 233 |1 ael atal idh il ET DO5 Large anount of TCP ZeroVWndow - Possible Nkiller2 DDos 1
at t ack
79.177.167. 3 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
63.221.141.195 |147.237.8.46 |lhited Sates |e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
213.8.204. 79 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
45.62.254.172  [147.237.72. 167 [Canada ishurimaka.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
188. 226. 253. 118|147.237.0. 34 |Netherlands  |tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.76.199|Indi a e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 3072 1
85. 65. 81. 192 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84. 95. 212. 25 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
79.182.132. 113 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.93.184 |147.237.72. 166 |Eur ope akaidf.il portscan: TCQP D stributed Portscan 1
46.19. 86. 73 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
212.116. 177. 130147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
45.62.254.172  [147.237.0.33 [Canada idf.il ET SCAN NVAP -sS w ndow 1024 1
101 181 202, 252|147 237 8 28 |rasil o robi | e ke i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146.71.100. 199 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
95. 86. 78. 183 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
84.109. 189.16  [147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1




05-03-2016-21:04:05 to 05-03-2016-22:04:05

|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Acti on ‘Count
66.249.65.21 |lhited Sates |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid invalid segnent retransnission drop 87
Ret r ansni ssi on Packet dr opped.
201.217. 37. 86 |Paraguay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
5.170.130. 113 |[Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 44
38.111.147.84 |Whited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 40
168. 8. 125. 3 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 35
2.53.23.3 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 34
85. 0. 70. 225 Sntzerl and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
41.13. 36. 210 South Africa |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 30
37.26.148.178 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
2.53.23.3 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 27
46.19.85.93  |israel 147, 237, 76. 200 |eitan aka i of i1 [ @M NG Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
78.162. 141. 144 |Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
198.58.103. 114 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 24
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
77.127.133. 219 |I srael 147,237, 77, 243 |mbi e i i1 | S NG Bngine: TCP Invalid  invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
208. 115. 113. 89 |Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 21
87.71.77.0 I srael 147.237.77. 243 |mwi 1 e i o i1 || €amng Engine: TCP | nvalid  finvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
2.53.23.3 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
68.180. 231.43 |Whited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 18
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
79. 183. 196. 248 [l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
85. 130. 205. 171 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
2.53.23.3 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsgfnsmt wehdifferent | onitor |16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
185. 89. 217. 232 |Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
37.26. 146. 226 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
185. 120. 126. 18 |I srael 147, 237, 72. 167 i shurimaka it i [ @M NG Bngine: TP Invalid invalid segnent retransnission dr op 12
Ret r ansni ssi on Packet dr opped.
64. 135. 44. 66 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
185. 89. 217. 225 [Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
141.0. 15. 94 Nor way 147. 237. 77. 216 |dover.i f .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
37.26.146.142 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |10
207.46.13.178 |Whited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
79. 183, 110. 181 |I srael 147.237.77. 243 |moi e iop. 11 | SAMNg Engine: TP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
198. 58. 102. 156 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
66. 102. 8. 233 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
185. 89. 217. 226 [Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
62.0.30.109  [Israel 147, 237.76. 200 [ei tan aka i o 1 | €2M NG Engine: TCP Invalid — Jinvalid segnent retransnission drop 8
Ret r ansm ssi on Packet dr opped.
85. 130. 223. 100 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 7
46.19. 85. 131 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
37.26.146.142 |Israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence mﬁsrc‘;t;ansmt wthdifferent | onitor |6
5.248.253. 133 |Wkraine 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66.249. 64, 188 |Uhited Sates |147.237.0.19 |racimaralicr. 1| S N9 Engine: TP Invalid vl id segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
68. 196. 216. 185 |Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 131 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
50. 87. 144.145 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
109. 64. 180. 38 |l srael 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 184 |Europe 147. 237.72. 166 |aka i of .11 Streamng Engine: TCP Invalid  finvalid segnent retransmissi on drop 6
Ret r ansm ssi on Packet dr opped.
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176. 13. 6. 237 | srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 25
46.19. 86. 178 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 10
46.19. 86. 110 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
87.71.105. 52 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 87.71.105. 52 B ock
84.108.68.81 | srael 147.237.77. 216 |dover. i df . i | V%;Vtir(;ftf‘:tl 7?;;?;::3;?‘61' elﬁmscl":ss on Bl ock 4
66. 249. 79. 89 I srael 147.237.77.216|dover.idf .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
202.47.113.226 |india 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 3
77.125.99.129 [israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
202.47.113.0 I ndi a 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 3
77.127.133.219 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
176.13. 7. 104 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
84.108.37.215 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/fag. aspx Bl ock 2
216. 86. 56. 98 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
185. 89. 217. 234 |Netherlands  [147.237.77.216|dover.idf.i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
46.19. 85. 31 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
46.19. 85. 178 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
185. 89.217.231 |Netherlands |147.237.77.216|dover.idf.i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf .i | Distributed Unaut hori zed URL Access on waw i df . il/wp-1ogin. php B ock 1
66.102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
24,187.198.178 |[Whited Sates |147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
79.176.37.119 [israel 147.237.72. 156 [anan. i df . i | Too Many Qooki es in a Request - 106 cooki es B ock 1
66.249.78.216 |lsrael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association B ock 1
96. 35. 202. 58 Lhited Sates |147.237.72.156 |anan.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
2.53.22.57 I srael 147.237.77. 216 |dover. i df . i | %ﬁmﬁfﬁfﬁfg - Protocol violation None 1
68.180.231.43 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwvidf.il/894-he B ock 1
185. 89. 217. 233 |Netherlands  |147.237.77.216|dover.idf.i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
130. 185. 155. 82 [Sweden 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
66. 102. 8. 238 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 1
87.71. 105. 52 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i/ mai n/ gi yus/ B ock 1
38.111.147.84 [hited Sates |147.237.77.216|dover.idf.il Distributed Wnauthorized URL Access on v i df . il /894-he Bl ock 1
203.127.96. 201 |S ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
79.180. 201. 222 [israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/mai n/ hone/ def aul t. aspx B ock 1
66.249.78.236 I srael 147.237.76.42 |refuah.idf.il Lﬁ;ﬁ;‘?%?igﬁ eﬁfcﬁﬁssmtsin sl cliemscripsjs B ock 1
176.13.11.3  [Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;';;”t;dzéﬂffngsfiiaia/ﬁﬁs; fgi . Bl ock 1
107.150.32.59 |lhited Sates [147.237.0.15 |kosher-Kkravi . idf.i|Uauthorized URL Access to ww def encesl. cond Bl ock 1
2.53.22.57 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
220. 255. 148. 1469 ngapor e 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
76.123.224.248 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1
66.249. 64.186 I srael 147.237.77.74 |lawidf.il me?iw?éfa_'ﬁtfrzgiﬁprg Zsae!a_rgs‘gi’“ n None 1
89. 139. 158. 217 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
213.151.57. 138 |[Israel 147.237.77. 216 |dover. i df . il Unaut hori zed HTTP Met hod B ock 1
80. 86. 94. 7 Ger many 147.237.76.86 |navy. i df.il m”;::;"izd?éiﬁhgfggfjsérocomml o header upper Bl ock 1
66.249.78.242 I srael 147.237.76.42 |refuah.idf.il ﬂ?ﬁgg;géﬁzﬁp fcstcoer?g;/cf’i e 41 2414, pg Bl ock 1
185. 89. 217. 225 |Netherlands [147.237.77.216|dover.idf.i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock
62.219.137.5 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut horized URL Access from62.219.137.5 B ock

109. 64. 180. 38 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/1044-he/ishuri maspx B ock 1
85.64.249. 223 I srael 147.237.72. 166 |aka. i df . i | el i?’;gg’?iﬂgﬂ:&;ﬁ;oibgcﬁi’ [ kepatzl[resiolz Bl ock 1
2.53.23.3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
198.209.13.57 |uhited Sates |147.237.77.216|dover.idf.il Untraceabl e SS Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ [None 1
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