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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2020
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1834
79.178.194. 183 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp All Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
168. 235. 197. 137 Lhited Sates 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il ock Wdp Al _Nets drop 1
185. 40. 4. 196 Russi an Federation 147.237.76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
87.69. 248. 31 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 1
185. 40. 4. 196 Russi an Federation 147.237.76. 197 e hinush.idf.il B ock_Udp Al Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1

5. 102. 254. 44 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
185. 40. 4. 196 Russi an Federation 147.237.76. 198 e.yohal an.idf.il ock Wdp Al _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
198. 54. 90. 200 147.237.76. 31 Lhited Sates nakchal . i df. il Tehila - Perl LWP with fake user agent 2
66. 249. 65. 121 147.237.72.166  [lhited States aka.idf.il ET SCAN NVAP -sA (2) 1
5.102. 254, 122 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
5.29.131. 173 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
194. 50. 116. 76 147. 237.77. 176 Russi an Federation mat pash. i df .i | ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
107. 6. 130. 113 147.237.77.170  [thited Sates nearachot.idf.il [ET SCAN Potential SSH Scan 1
89. 139. 135. 47 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
84.94. 42. 96 147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
46.151. 52. 231 147.237.0. 33 krai ne idf.il ET SCAN NVAP -sS w ndow 1024 1
5.102. 195. 255 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
149. 88. 202. 196 147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
104. 219. 238. 10 147.237.76. 31 Lhited Sates nakchal . i df. il ET SCAN NVAP -sS wi ndow 1024 1
87.70. 105. 118 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
52.12.221. 38 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 175
37.26.146.155 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 68
176.13.2. 72 I'sr ael 147.237.72. 167 | shurimaka if i1 | €amng Engine: TQP Invalid Jinvalid segnent retransnission. | op 66
Ret r ansni ssi on Packet dropped.
168. 235. 197. 137|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 63
66.249.65.21  |UWited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 54
Ret ransni ssi on Packet dr opped.
176.13.20.220 [Israel 147.237.72. 167 | shrimaka iar i1 || @M NG Engine: TCP Invalid limvalid segnent retramsmission. |, op 48
Ret ransni ssi on Packet dropped.
176.13.7.75 I srael 147.237.0.19 [nadi matal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 42
206.83.48.110 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 41
37.26. 148. 162 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 38
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 31
185. 89. 217. 224 |Netherlands |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 25
46.19.86.254  |israel 147. 237. 77. 243 |mobi l e. i f . i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, o, 24
Ret r ansni ssi on Packet dropped.
185. 89. 217. 225 |Netherlands |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 24
139. 162. 216. 112|nited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 24
185. 89.217. 233 [Netherlands |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 23
79.178.195. 240 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence md:)‘ffvrsa:;”lt with different monitor |23
66.249.65.65  |Uited Sates |147.237. 72. 166 |aka. i df i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, o, 21
Ret ransni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
176.13.7.75 | srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber alert 21
185. 89.217.229 [Netherlands |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 19
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
146. 71.100. 199 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 18
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 18
52.29. 223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
185.89.217.231 [Netherlands |147.237.0.34 |[tikshuv.idf.il drop First packet isn't SWN drop 18
185. 89.217.232 [Netherlands |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 16
77.125.122.85 |israel 147.237.72. 167 | shurimaka i of i1 | €amng Engine: TGP Invalid Jinvalid segnent retransnission. | op 15
Ret r ansni ssi on Packet dropped.
5.29.108.123 |l srael 147.237.76.42 |refuah.idf. il Bad TCP sequence wﬁtrs\:;ﬁr:c; 2’ th moni tor |14
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 12
162. 243.126.57 |Wited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
84.111. 162. 232 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
198. 58. 99. 82 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
198. 58.102. 158 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
109. 253. 220. 190 I sr ael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. [, o, 12
Ret ransni ssi on Packet dropped.
176.13.0.109  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streanng Engine: TCP | nvalid |invalid segnent retransnissi on, drop 12
Ret r ansni ssi on Packet dropped.
157.55.39.106 |Whited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SWN drop 12
212.76.127.219 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |11
212.143.56. 228 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
155. 254. 215. 203|Bahrain 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
176.13.2.72 I srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 10
185.89.217.228 |Netherlands |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 10
79.180. 116. 44 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 205 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (10
37.26.148.145 |Israel 147.237.77. 243 |nubi l e i o . i1 Streamng Engi ne: TCP Invalid fimvalid segrent retransmssion. |y 9
Ret r ansni ssi on Packet dropped.
155. 254. 239. 49 |iraqg 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
188. 120. 148. 1371 sr ael 147.237.77. 226 " chanatz. aka. 10f 1paq TOP sequence Invalid ACK nurber moni tor (8
108. 30. 58. 56 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
185. 28. 193. 95 gg}‘;ﬂ . 147. 237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 8
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A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 210. 59 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 154
46. 19. 85. 152 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 75
176.13.7.75 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 43
2.53.142.178 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 15
- - DO stributed Whaut horized URL Access on
84.108. 68. 81 | srael 147.237.77. 216 |dover.i df . i | W i df i 1/t enpl at es/ arti cl e/ nobi | € B ock 6
185. 27.105. 83 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 4
. . Paraneter Type Mol ation ctl 00$Cont ent A aceHbl der 1$t xt Last Nane i n
2.53.19.127 I srael 147.237.76.42 |refuah.idf.il v ref U, at al i df i |/ 1518 hel ref uah. aspx Bl ock 4
46.117.35.160 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 117. 35. 160 B ock
109. 253. 221. 69 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
109. 253. 133. 177|l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
. . Paraneter Type Mol ation search in
46. 19. 86. 88 I srael 147.237.77.234|hal ag. i df . il vw | ogi sti cs. atal . i of i 1/1213- hel hal ag, aspx Bl ock 2
66. 249. 79. 89 I srael 147.237.77.216|dover. i df . i | Distributed Wauthorized URL Access on wwidf.il/error. htm B ock
176.13.5. 118 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
85. 64. 92, 172 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx B ock 2
46. 19. 85. 205 | sr ael 147.237.76.86 |[navy.idf.il Unknown HTTP Request Method ate, in URL sdch B ock 1
141.212.122. 145|thited Sates [147.237.0.19 |[madimatal .idf.il |Uauthorized URL Access to 147.237.0. 19/ B ock 1
85. 65. 109. 18 I srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on www i df.il/error. htm Bl ock 1
68.180.231.43 |Lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwwyidf.il/1393-en/dover.aspx  |B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df.il/mlui mi/tenpl at es/ nain. asp |B ock 1
5.29. 33. 252 | srael 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to waw idf.il/tenpl ates/article/ nobile B ock 1
109. 253. 201. 150|1 sr ael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249.78.242 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel f1 | es/ 3/ 2423. ] pg B ock 1
] ] ] URL is Above Root Drectory
146.71.100. 199 |[Lhited Sates |[147.237.77.216|dover.idf.il waw i of i 1/ ./ shar ed user cont r ol s/ header upper / Bl ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock
77.124.5. 243 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
. . . URL is Above Root Drectory
185.89.217.233 |Netherlands  |147.237.0.34 |tikshuv.idf.il vw ti kshuv. i of i1/ /i mages/ shar ed/ yout Ubenew png B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter KEY in v aka. i df.il/val tantasp/ defaul t. asp None 1
. . Unaut hori zed Met hod CPTI ONS for
84.109.105.15 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
157.55.39. 106 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
89.71.223.201 |Pol and 147.237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to . B ock 1
viwy i df . i |/ tenpl at es/ t enpl at econt rol s/ generi c/
77.125.122.85 |[Israel 147.237.72. 167 i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
66.249. 65. 121 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/m B ock 1
46. 19. 85. 205 I srael 147.237.76.86 |navy.idf.il I1legal HITP \ersion B ock 1
84.111.70.147 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 79. 89 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/english/weeblylink_new w ndow |Bl ock 1
51. 255. 65. 83 France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/val tam B ock 1
109. 64. 108. 233 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df. i |/ mai n/ sachar/ hone. aspx |B ock 1
. . . Unaut hori zed URL Access to
2.55.24.169 |Israel 147.237.77. 243 [mobi | e. i df . i | hobi l e. i df .i |/ cat egoryt enpl ates/ i st chi | ddocunent s/ 1071 Bl ock !
79.176.75.142 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.65.217 [Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ mai n/ hore/ def aul t. aspx  |Bl ock 1
46. 19. 85. 205 | srael 147.237.76.86 |[navy. idf.il Mal f ormed URL sdch B ock 1
141.212.122. 145|Whited Sates [147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . Unaut hori zed URL Access to
66.249.79.107 |l srael 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1153- 22981- he/ dover . aspx B ock 1
62.90.147.211 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Paraneter docid in
2.55.147.12 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f avi con. [None 1
gif
79.178.195. 240 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel {1 | es/ 6/ 3126. ] pg B ock 1
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