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|Top Attackers | n DDoS- Def ence |

04-19-2016-13:04:04 to 04-19-2016-14:04:04

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4072
212.199. 154. 194 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 707
80. 179. 89. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 55
79.176. 76. 154 I srael 147. 237.72. 156 anan. i df.il Block Udp Al Nets drop 18
2.53. 145. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
79.178. 205. 207 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
185.94.111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

84. 87.210. 52 Net her | ands 147.237.76. 44 e.refuah.idf.il ock_Udp All _Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 198 e. yohal an.i df.il Bl ock Wp Al Nets dr op 1
93.174. 93. 50 Net her | ands 147.237.76. 202 e halag.idf.il Bl ock_Udp Al _Nets drop 1
45.32. 231. 87 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1
123. 30. 183. 145 Wi et nam 147.237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
94.102. 49. 116 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1

45, 32, 231. 87 Net her | ands 147.237.77. 235 svivaidf.il B ock Np Al Net drop 1

94. 102. 49. 116 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ock Np Al Net dr op 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 1




04-19-2016-13:04:04 to 04-19-2016-14:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
185. 103. 252. 98 Russi an Federation 147.237.76.30 |hinush.idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 1
192. 187. 114. 11 Lhited Sates 147.237.76.86  [navy.idf.il 22280: HITP. Joonha (hj ect |njection Vul nerability Bl ock 1




04-19-2016-13:04:04 to 04-19-2016-14:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 66. 187 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 239
82. 166. 204. 70 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 82. 78. 38 147.237.77. 243 Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.151. 32. 163 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
125, 212. 232. 165 147.237. 8. 45 M et nam e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
37.142. 208. 153 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
118. 26. 143. 50 147.237.77.121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
109. 160. 164. 192 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 151, 232 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 88. 14 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 246. 130. 177 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80.82.78.38 147. 237.77. 178 Net her | ands e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177.214. 13 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
42.113.132. 39 147.237.8. 24 M et nam elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
118. 26. 143. 50 147.237.77. 235 Ghi na sviva.idf.il ET SCAN Potential SSH Scan 1
2.53.184. 223 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
118. 26. 143. 50 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
89. 138. 48. 65 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 64. 191. 7 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
reamn ine: TCP Invali i i ssi
199.203.215.1 [israel 147. 237.76. 200 [ei tan aka i o 11 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 52
Ret ransni ssi on Packet dropped.
212.199. 154. 194|l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 29
reanming BEngine: TCP Invali i i ssi
2.53.190. 17 I sr ael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 24
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
85. 130. 231. 164 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 24
Ret ransni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
66.249.66.61  |lLhited Sates |147.237.72. 166 |aka i df. il Streaning Engine: TCP Invalid  finvalid segrent retransmission. |, o 15
Ret ransmi ssi on Packet dropped.
46. 19. 85. 248 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
185.32.179.87 |l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
80.179.197.6  |Israel 147. 237.76. 200 [ei tan aka i o 11 | SAM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 12
Ret ransni ssi on Packet dropped.
185. 57. 213. 39 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 205 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop
37.26.147.173 |lIsrael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 27 I srael 147.237.76.31 |nakchal .idf. il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.22.131.28 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 232 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
109. 253.214.7 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
46.19.85.249  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 52 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid ' i ssi
185. 120. 126. 82 |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 232 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamn ine: TCP Invali i i ssi
192.116.218.69 |Israel 147. 237,77, 243 |mti 1 e i 11 | €M NG Engi ne: TQP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 51 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 232 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
81.218.51.218 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i Ssi
176.13.12.96 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 232 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85.0 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
66.249.66.20  |Wited Sates  |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 119 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 5
149. 88. 188. 223 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19. 85. 119 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
87. 69. 208. 74 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
149. 88. 188. 223 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
e SYNVACK retransmt wth different .
46.19. 85. 162 | srael 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 4
46.19. 85. 119 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 119 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19.85.145  |israel 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SINAGK retransmt with different 1o, ueor |
w ndow scal e
. . SYNPAXK retransmt with different .
185.32.179.87 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 253. 200. 69 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
2.53.142.119  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
94. 159. 150. 241 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransmssion.
178. 154. 189. 8 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
109. 64.183.11 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 162. 149 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19. 85. 33 I srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.22  |UWited Sates  |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
37.26.148.251 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid |invalid segnent retransnission.

46. 19. 86. 50 I srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 150 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 180
109. 64.91. 132  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 108
46.19. 85. 247 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 107
46.19.85.6 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 81
85. 65. 48. 135 I srael 147.237.0.34 |tikshuv.idf.il Aut omat ed Wl ner abi ity Scanning V1 B ock 61
2.53.171. 82 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 46
109. 253. 215. 166 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
179. 36.193. 101 |Argentina 147.237.77. 216 |dover.i df . i | Mil ti pl e Unhaut hori zed URL Access from 179. 36. 193. 101 B ock 11
46.19. 86. 128 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 6
192.116. 232. 69 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Waut hori zed URL Access from 192. 116. 232. 69 B ock 6
8.37.232.238 Lhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 6
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut horized URL Access from 192.116. 232. 69 B ock 4
37.239.68.125 |Irag 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized LRL Access from 37.239. 68. 125 Bl ock 3
2.55. 43, 143 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf .i | Ml ti pl e Unaut horized URL Access from 194. 90. 128. 185 B ock 3
109. 253. 200. 161 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.235.62.200 |[lIsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 2
. . Paraneter Type Mol ation ctl 00$Cont ent A aceHbl der 1$t xt Enai | in
192.41.140.67 [Netherlands  |147.237.77.216 |dover.idf.i | vawc i df i 1/ 1038- en/ dover . aspx Bl ock 2
. . Unaut hori zed URL Access to
212. 235. 62. 200 |lsrael 147.237.77.216|dover . i df .i | waw i df . i | / hebr ew or gani zat i on/ nakhal Bl ock 2
87.69. 85. 182 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
54.193. 120. 63 Lhited Sates |[147.237.77.234|hal ag. idf.il PHP At t enpt Bl ock
- . Unaut hori zed URL Access to
31.168.100.81 |[Israel 147.237.77. 170 |naar achot . i df . i | mar achot . i df i 1/ pof/ i es/ 4/ 112304, pof B ock 1
80.246.133.30 |[Israel 147.237.77.216|dover. i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . Unaut hori zed URL Access to
212.179.21.194 |[Israel 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed) aj ax/ updat enakat gaunt i ty. aspx Bl ock 1
68.180.231.43 |[wnited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwn i df.il/894-he B ock
176.13.5.198 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock
- . . Unaut hori zed URL Access to
2.53.171.82 I srael 147.237.0.19 |nadimatal .idf.il naci mat al i i1/ mobi | ef tenpl at es/ cat al og/ cat al og. aspx B ock 1
82.110. 109. 210 zlnt:gom 147.237.77. 216 |dover . i df . i | Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
: . Unknown Par anet er ct | 00$ct | 00$cphMai in
79.181.179.222 |[Israel 147.237.72. 166 |aka. i df . i | W akaL i o i1/ i sachar/ None 1
. . Unhaut hori zed URL Access to
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il vow nakhal i df i 1/si p storage/fil es/5/ 1475, png B ock 1
54.193.120.63 |lnited Sates [147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to www | ogi stics.atal.idf.il/wp-login. php [Bl ock 1
109. 253. 130. 99 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx |Bl ock 1
81. 169. 144. 135 |Ger nany 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to chi nuch. aka. i df . il /wp/wp-adm n/ B ock 1
212.199. 112. 144/l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Uhauthorized URL Access from 212.199. 112. 144 B ock 1
68.180.231.62 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/yohal an/ nai n0926. ht m B ock 1
46. 235. 44. 54 Net her | ands 147. 237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed LRL Access to chi nuch. aka. i df.il/ ol d/ wp- admin/ B ock 1
- - Unaut hori zed URL Access to
80. 149. 240.82  |Ger many 147.237.77.216|dover. i df .i | v i df i 1/t enpl at es/ honepage nobi | e B ock 1
. . Unhaut hori zed URL Access to
66.249.66. 123  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 9698- he/ r ef uah. aspx Bl ock 1
81.218. 147. 226 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wawidf.il/[= B ock 1
77.124.17.236 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
52.25.193.162 |lhited Sates [147.237.77.170|mmarachot.idf .il PHP Att enpt B ock 1
85. 250. 16. 228 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
80.246.130.37 |[Israel 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Unhaut hori zed URL Access to
66.249.66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ i | es/ 4/ 70454, pof Bl ock 1
82. 109. 66. 146 LKTI;gegom 147.237.77. 216 |dover . i df . i | O stributed Unhauthori zed UR. Access on ww i df.il/error. htm B ock 1
77.125.122.120 |israel 147. 237. 72. 166 |aka. i df . i | thknoun Paraneter _e_pi_ in None 1
v aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
52.25.193.162 |lLhited Sates [147.237.77.170|nmar achot.idf.il Uhaut hori zed LRL Access to maarachot . idf.il/wp-1ogin. php B ock 1
. . Unhaut hori zed URL Access to
192. 115. 190. 190/I srael 147.237.76.86 |[navy.idf.il vaw navy. i df . 1/t enpl at es/ honepage/ mobi | e B ock 1
. . Unaut hori zed Met hod PCBT for
31.154.155.67 |[Israel 147.237.72.166 |aka. i df . i | vow aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 1
wwv chamat z. aka. i df i
80.246.130.45 | srael 147.237.77.226| Wnaut hori zed UR. Access to . B ock 1
il ww chanat z. aka. i df . i1 /tenpl ates/fag/ nobi | e
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