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Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4054
212.199. 154. 194 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 316
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 209
81.218. 65. 210 I srael 147.237.77. 176 nat pash. i df i | Block Wdp All Nets drop 5

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
71.6.167. 142 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp All _Nets drop 1
120. 26. 130. 14 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1

69. 197. 158. 234 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bl ock_Udp All _Nets drop 1
198. 20. 69. 74 Lhited Sates 147.237.8. 24 elifestyle.idf.il Bl ock Udp All Nets dr op 1
123. 30. 183. 145 i et nam 147.237.77.176 nat pash. i df . i | Block Np All _Net drop 1

69. 197. 158. 234 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il Bl ock Udp All _Nets drop 1

69. 197. 158. 234 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il Bl ock_Ulp All _Nets drop 1

69. 197. 158. 234 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il Bl ock_Ulp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.72.14 dover.idf.il (ol d) B ock Np Al _Net drop 1

69. 197. 158. 234 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock Udp All Nets dr op 1
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46. 19. 85. 209 147.237.76.31 |Israel nakchal .idf .i|PCLI CY- OTHER TCP packet with urgent flag attenpt 6
212.235.98. 139 [147.237.77.216 |l srael dover.idf.il [portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 1
106. 186. 113. 132|147. 237. 77. 179 |Japan erazi i 1[0 VB APACE Apache nod_ssl non-SSL connection to SS. port denial |
of service attenpt
79.178. 144. 161 |[147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
31.168.99.234 [147.237.77.216 |l srael dover.idf.il [portscan: TCP Distributed Portscan 1
2.53.57.216 147.237. 72. 166 |I srael akaidf.il [portscan: TCP DO stributed Portscan 1
213.57.181. 227 |147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
195. 110. 40. 7 147.237.77. 216 |I srael dover.idf.il [portscan: TCP Distributed Portscan 1
132.73.200.66  |147.237.77.216|Israel dover.idf.il [portscan: TCP DO stributed Portscan 1
80. 82. 78. 38 147. 237. 72. 166 |Net her | ands akaidf.il [ET SCAN NVAP -sS w ndow 1024 1
79.177. 65. 51 147.237. 72. 166 |I srael aka.idf.il [ET SCAN NVAP -sA (2) 1
46.19. 85. 23 147.237. 72. 166 |I srael akaidf.il [portscan: TCP DO stributed Portscan 1
13.92.245.177  [147.237.77.179|thited Sates |e.nazi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
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reamn ine: TCP Invali i i ssi
37.46.41.194  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 1152
Ret r ansni ssi on Packet dropped.
79.181. 226. 136 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
212.199. 154. 194|l srael 147.237.72. 167 |i shurimaka.i df . i dr op First packet isn't SYN drop 23
37.46.41. 194 I sr ael 147. 237. 76. 200 [ei tan. aka. i of .i | Bad TCP sequence I'nvali d ACK nunber nonitor |15
Sreaming Engine: TGP Invalid i i ssi
66.249. 66.47  |UWnited Sates [147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.182. 226. 249 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61  |Lnited Sates |147. 237. 72. 166 [aka. i df.il 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.108.31.210 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.166.11.130 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
212.179. 34. 170 |Israel 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor |7
e SYN+ACK retransmt wth .
80. 246. 136. 232 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |7
Sreamng Engine: TCP Invalid i i ssi
66.249.66.44  |Uited Sates [147.237.0.34  |tikshov.icf. il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
82.81.1.13 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176. 13. 2. 20 I'srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 66. 190 |Wnited Sates [147.237.0.34  [tikshuv.idf.il 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 197. 203 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.150. 71. 177 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.58. 82 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.50  |Wited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.90.178.17  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 226. 66 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
212.179.34.170 |israel 147. 237. 72. 167 |i shuri maka. i df . | Bad TCP sequence I'nvali d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
84.94.200.249 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212.143. 120. 145|i sr ael 147. 237. 77. 170 |n@ar achot . i of . i | Bad TCP sequence Invali d sequence nunber monitor |5
84.229. 32. 89 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 4
82. 80. 86. 174 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
91.200. 12. 143  |krai ne 147. 237. 77. 216 |dover. i df .i | dr op SAMrul e drop 4
Streaming Engine: TCP Invalid [invalid segnent retransnission
133.36.177.53 |J 147.237.76. 200 |ei tan. aka.i df .i | X . ) droj 4
apan Ret r ansni ssi on Packet dropped. P
2.55.38. 239 I srael 147.237.77. 226 ““i“:““ha”atz'aka"df dr op First packet isn't SWN drop 4
Sreamng Engine: TCP Invalid i i ssi
87.70.2.204  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
2.56. 53,193 I'sr ael 147.237.72. 167 | shurimaka ior. i1 | €amng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.34.57 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reaning BEngine: TCP Invali i i ssi
62.219. 139. 127 | srael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.12.171 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reaning BEngine: TCP Invali i i ssi
176.13. 2. 19 I'sr ael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
147. 236.38. 168 |l srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.565.3.148 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66. 184 |United Sates [147.237.0.34  [tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80.178.187. 210 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.120. 130 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.196. 183 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
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Sreanming Engine: TGP Invalid i i ssi
79.182.59.131 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64. 134. 233 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
66.249.66. 187 |Wnited Sates [147.237.0.34  [tikshuv.idf.il 9 =g Invalid segment retransmssion.
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
192.117. 155. 91 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
80. 179. 5. 96 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.26.193 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dr opped.
213.57.228.29 |Israel 147. 237. 72. 167 |i shuri maka. i df .| Bad TCP sequence Invalid ACK nunber aert
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2.53.191. 41 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 92
2.53.42.123 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 28
2.53.57.216 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
46.19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
2.55. 157. 140 I srael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut horized URL Access from2.55. 157. 140 B ock 7
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 6
79.182.12.171 |lsrael 147.237.72.166|aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 6
212.117. 143. 250! srael 147.237.77.216|dover . i df . i Mil tipl e Uhauthorized URL Access from 212.117. 143. 250 B ock 5
46.19. 85. 169 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.181. 251 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13. 2. 20 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253. 159. 100]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.24. 61 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.55.157.140  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : cl’r(;fz'f? , Cu;esgrcﬁim O e/ 1 st chi | cdocument s/ 1432 Bl ock 2
82. 80. 231. 34 I srael 147.237.77. 176 [mat pash. i df .i| |Miltiple Unauthorized UR. Access from 82.80.231. 34 B ock
148. 251.54. 44  |Ger many 147.237.76.200|ei tan. aka. i df . il [Miltipl e Unauthorized URL Access from 148. 251. 54. 44 B ock
31.168.140.90 | srael 147. 237.77. 216 |dover . i df . i | mﬂt d'}?ri'lffgnpﬁ giiﬁl ;Ioecom ol s/ gener i o B ock 2
212.117. 143. 250|1 srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wan i df.il/tenpl ates/tags/ nobile B ock 2
46.120.153.91 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/igf B ock 2
80.246.139.75 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108. 43.146 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/anan Bl ock 2
2.53.171.82 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
176.13.15.135 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
141.8.132.78 :Zg::t”i on 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/1283-15229- B ock 1
52.25. 67. 113 Uhited Sates [147.237.76.200|ei tan. aka. i df.il |PHP Attenpt B ock 1
91. 79. 240. 239 g;z::tnion 147.237.0.34 |tikshuv.idf.i|l |Paraneter Type Molation catld in wwtikshuv.idf.il/site/general.aspx B ock 1
185. 89. 217. 231 |Net her| ands 147.237.77.216|dover . i df . i Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
80. 246. 136. 166 [l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 64.229 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1409- he/ at al . aspx Bl ock 1
164. 138. 127. 236|| srael 147.237.77.216|dover . i df . i DO stributed Suspici ous Response Qode B ock 1
94.230.93.245 |[Israel 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 208. 115. 113. 88 Bl ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147. 237. 77. 216/ 1065- he/ dover . aspx B ock 1
Dstributed Paraneter Type M ol ati on on
185. 89. 217. 225 [Net herl ands 147.237.76.42 |refuah.idf.il v refua. atal . idf.il/1518-he/ ref uah. aspx par aneter Bl ock 1
ct |1 00$Cont ent P aceHol der 1$t xt Last Nane
52.25.67. 113 Lhited Sates |147.237.76.200|ei tan. aka. i df . i | |haut hori zed URL Access to wwwy eitan. aka.idf.il/wp-Iogin. php B ock 1
93. 158. 152. 52 :Z:::t”i on 147.237.77.216|dover . i df . i Unaut hori zed URL Access to www idf.il/1283-11558- B ock 1
188. 120. 148. 128]I srael 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
80. 246. 137. 101 |l srael 147.237.72. 156 |aman. i df . i | Mil tiple Untraceabl e SSL Sessions from 80.246. 137. 101 (Cpen Mode) None 1
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
174.129.228. 67 |wnited Sates |147.237.76.42 [refuah.idf.il Dstributed Unauthorized URL Access on 147.237.76. 42/ robots. t xt B ock 1
104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ Bl ock 1
82.80.231.34 [Israel 147.237.77. 176 |nat pash. i df . i | m”é:;;ti.f? ﬁsipg;fzfa;g/ il s/ 6 4466, pa Bl ock 1
185. 89. 217. 226 |Net herl ands 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.78.95  |Israel 147.237. 77. 216 [dover . i df . i | e R e e hel dover . aspx Bock |1
148.251.54. 44 |CGer many 147.237.76.200 ei tan. aka. i df . i cLejR ta ;J;.hsli;.ziec;fj.?lq/_t zcn;IeZts e;/ohonepage/ shar ed/ user cont r ol s/ header upper / Bl ock !
52.25.193.162 |lhited Sates [147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
31.168.187.43 [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
212.199.177.18 | srael 147. 237.77. 216 |dover . i df . i | V%;;irciﬂb'”itﬁ‘: etfp?‘;tt ch’/r; Zﬁ; attjz‘c oﬁcrifz / ggneri Y B ock 1
94.230.93.229 |[Israel 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock
192. 114. 91. 247 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df . il/589-he/ pat zar . aspx= B ock
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