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04-19-2016-08:04:08 to 04-19-2016-09:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4079
37.26. 147. 228 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Bock Wdp All Nets drop 3
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

66. 249. 66. 61 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

205. 203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
94.102. 49. 116 Net her | ands 147.237.8. 24 e lifestyle.idf.|B ock Np Al _Net drop 1




04-19-2016-08:04:08 to 04-19-2016-09:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Count
184. 168. 193. 34 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 8
184. 168. 193. 34 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
213. 8. 145.99 | srael 147.237.77.233 atal .idf.il|5670: HTTP. SQ Injection (SELECT) B ock 4




04-19-2016-08:04:08 to 04-19-2016-09:04:08

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

184. 168. 193. 34 147.237.77. 233 Lhited Sates aal.idf.il SQ Injection - Select From 14
213.8.145.99 147.237.77. 233 I 'srael aal.idf.il SQ Injection - Select From 13
149. 78. 154. 69 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 248. 172. 140 147.237.77. 178 Net her | ands e. mat pash.idf il ET SCAN NVAP -sS wi ndow 1024 1
80. 179. 223. 31 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
65. 181. 123. 161 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.116. 164. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
113. 240. 250. 154 147.237.76. 42 (hi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 130. 219. 89 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
80.82.78.38 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
2.53.186. 69 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57. 160. 201 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 0. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

Sreaning Engine:

TCP Invalid

Inval i d segnent retransnission.

176.13.20. 107 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | > dro 102
Ret r ansn ssi on Packet dropped. P
s SWNretransnmit wth different .
82.81.65. 253 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 52
Sreanming Engine: TGP Invalid i i ssi
66.249.66.61  |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | . 33
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.181.129.86 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. | ., 15
Ret r ansnm ssi on Packet dropped.
r N ine: TCP Invali i i ssi
176.13.5.220  [Israel 147.237. 72. 167 |i shurimaka i ar i || €M NG Engine: TCP Inval i dinvalid segnent retransnissi on drop 12
Ret r ansn ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
r ing BEngine: TCP Invali i i ssi
213.8.118.71  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 9
Ret ransm ssi on Packet dropped.
46. 19. 85. 220 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
e SYN+tACXK retransnmit wth .
46.19.85. 74 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent w ndow scal e moni tor |7
. . SYNtAXK retransmt with .
46. 19. 85. 132 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence di fferent v ndow scal noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 141. 120|l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.129  |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. | 6
Ret r ansn ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
r N ine: TCP Invali i i ssi
176.13.1.243  [Israel 147.237. 72. 167 |i shurimaka i ar.i |2 " €@ NG Engine: TCP Inval idinvlid segnent retransmission. | 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.150.250  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. | ., 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 132 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [|aert 6
o SYNretransmt wth different .
207.232.27.5 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |6
46. 19. 85. 132 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 6
46.19. 85. 74 I srael 147.237.72. 167 |ishurimaka. i df .i [ SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.177.252.88 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
46. 19. 85. 100 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
98.19.222.133 |Wited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 4
185. 32. 179. 226 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
r ing BEngine: TCP Invali i i ssi
212.179.180.30 |Israel 147, 237.76. 200 |ei tan akaior. i1 |2 €M NG Engine: TCP Invalid invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
82.166.98.209 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 4
213.6.3.18 ga:lcisgi':éa” Territory.l147. 237. 77. 176 |natpash.iof il |dr op First packet isn't SN drop 4
82.80.193.240 |l srael 147.237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Timeout |reject 4
62. 0. 227. 85 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
213.57.95.254 |lsrael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d AK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
212. 29. 225.105 |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. | 4
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.53. 33. 206 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.211  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212. 143. 136. 179|I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
158. 116. 225. 43 |Wited Sates 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 214.99 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.57.9.161 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.53. 58, 82 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 58 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
37.26.149.140 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dropped.
37.142.64.75 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
130.193.37.16 |Russi an Federation 147.237.0.34 |tikshuv.idf.il g _g Invalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
213.57.9.186 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
46.19. 85. 132 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 3
Sreaming Engine: TGP Invalid i i ssi
46.19. 85.72 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.22.152 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.175  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46.19. 85. 132 I srael 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 3
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Attacker Address |Attacker Qountry

Target Address

dte

Signature
Sreaning Engine: TGP Invalid

109.64.13.11  |israel 147.237.72. 166 |aka. i df .| > = Invalid segnent retransmssion. .,
Ret ransm ssi on Packet dropped.

46. 19. 85. 113 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert

46. 19. 85. 74 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber alert




04-19-2016-08:04:08 to 04-19-2016-09:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 145. 104|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 146
2.53.29.18 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 58
2.53.158. 151 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 33
37.26.149.222 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
46. 19. 86. 97 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 21
80.246.136.99 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 19
176.13. 8. 144 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
91.227.164.5 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwvidf.il/error. htm B ock 4
85. 65. 24. 51 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
66.249. 84. 166 |l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhauthori zed UR. Access on ww idf.il/error. htm B ock 3
2.53.20. 215 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176. 13. 3. 207 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
149. 3. 34. 210 Gorgia 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwidf.il/xmrpc. php B ock 2
91. 227.165. 5 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 2
66.249. 84. 165 |l srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
134.191.232.72 |[lIsrael 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 2
2.53.55. 35 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
134.191. 232. 68 |l srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
149. 3. 34. 210 Gorgia 147.237.77.216|dover. i df . il PHP At t enpt B ock 2
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwidf.il/error. htm B ock 1
66.249.66.125  |Israel 147.237.76.42 |refuah. idf.il isugggr ;éégzlﬁ_ pfgt(: o, zgélofi I es/ 1 si ze100x0/ 348L. | pg Bl ock !
134.191.232. 71 |Israel 147.237.77.216|dover.idf.i |l Distributed Wauthorized URL Access on waw idf.il/error.htm B ock
81.218.37.2 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to www i df.il/images/ 1. he/ sear chback. png [Bl ock
66.249.73.129 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock

WWW. chanat z. aka. i d [Whaut horized URL Access to
40.77.167. 42 Lhited Sates |147. 237. 77. 226 . waw chanat z. aka. i df . i | /tenpl at es/ i nagevi deogal | eryl obby/ i magevi deo |Bl ock 1

f.il gal | eryl obby. aspx
66.249. 66. 174 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;;??.G?rmﬁl/:iﬂsiuts?gener al . asx Bl ock 1
81.218.241.26 |[Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 81.218. 241. 26 Bl ock
66.249.73.147  |Israel 147.237.72. 156 |aman. i df . i | Lhaut hori zed LR Access to list.ips.gov.il/listl htm Bl ock
157.55.39.212 |Uited Sates [147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general .aspx Bl ock
66. 249. 66. 184 I srael 147.237.0.34 |tikshuv.idf.il mu: :‘E;;]j\fdl éﬁ"i ﬁcrf:jj ;S‘; foruns. 14 1 1pr nt MeSsAge. a5pX B ock 1
203.127. 96. 229 |9 ngapor e 147.237.77.216|dover . i df . il Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 1
149. 3. 34. 210 Georgi a 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
2.53. 150. 250 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
82. 81. 65. 253 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css  |Bl ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover. aspx [B ock 1
46.121.120. 140 |israel 147.237.72. 166 |aka. i df . i | mnaiv:i Z?rﬂrjer:;rn/ ;x]amfz%mmas'& None 1
157.55.39. 242 [lhited Sates |147. 237. 77. 176 [mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock
131.253.25.179 |lhited Sates [147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock
66.249.69.32  |Israel 147.237. 77. 216 [dover . i df . i | e R e oe- he/ dover . aspx HBock |1
207.232.27.5 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [Bl ock
149. 3. 34. 210 Georgi a 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmirpc. php B ock
66.249.78.102 I srael 147.237. 77. 216 |dover . i df . i | Ot ed a2t g:/ef‘fcaesssxon Bock |1
66.249.66.61  |Israel 147.237. 72. 166 |aka. i df . i | el i?’tagegfing:ag:g;éoibgcﬁi’ [ kepatzl[resiol2 Bock |1
157.55.39.248  |United Sates (147. 237.77. 226 :‘IWW chamt z. aka.1d muct:f:]:rz;tzze.dakﬁ d?c.(i:fjfetnf)l at es/ cont act us/ cont act us. aspx Bl ock !
81.218.37.2 I srael 147.237.77. 216 |dover. i df . il Ml tiple Unaut horized URL Access from81.218.37.2 Bl ock 1
66.249.69.40  |Israel 147.237. 77. 216 [dover . i df . i | e R e oo e/ dover . aspx Bock |1
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