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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock | p Wb _In drop 4049

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3

69. 197. 158. 234 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock Wp Al Nets drop 1

184. 105. 139. 108 Lhited Sates 147.237.0.34 tikshuv.idf.il B ock Np Al Net drop 1

184. 105. 139. 108 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Np All Nt drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147.237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1

61.219. 69. 164 Tai wan 147.237. 76. 148 ggcenter.aka. idf.il |IJLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

177.185. 192. 98 Brazil 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

177.185. 192. 98 |147. 237. 72. 166 |Brazi| aka idf.il SQ Injection - Select From 11
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93. 117 |147.237.76.86 |Europe navy.idf.il ET SCAN NVAP -sA (2) 2
61.149. 161. 186 |147.237.8.28 |China e.nobi | e-ks.idf.il GPL SCAN nmap TCP 2
185. 106. 92. 47 |147. 237. 76. 200 :ZZ;:SW eitan aka.idf.il ET SCAN Potential SSH Scan 1
158. 255. 5. 147 |147. 237.76. 86 ?;Z:::{‘ion navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 [147. 237. 8. 45 e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
61.219.69. 164 |147.237.76. 147 [Tai wan chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
189.7.18.35 147 237017 |erasit - kosher - kravi i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . 0. | - - \V/ | L .
w Potential Scan or Brute Force
Russi an . . .
185.106.92. 47 |147.237.0.83 | "0 idf.il ET SCAN Potential SSH Scan 1
158. 255. 5. 147 |147. 237. 76. 202 RF;Z:::{}O” e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
158. 255. 5. 147 |147.237.76. 34 gz;:;‘ion yohal an.i df . i ET SCAN NVAP -sS wi ndow 1024 1
82.80.149. 106 |147.237.77.216|lsrael dover.idf.il portscan: TCP O stributed Portscan 1
61.219.69. 164 [147.237. 76. 201 |Tai wan e.atal.idf.il ET SCAN Potential SSH Scan 1
61.219.69. 164 |147.237.76.38 [Tai wan eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

enf or cenent

66. 249. 66. 61 Lhited Sates |147.237.72.166 |aka.idf.il o dro 12
Ret r ansmi ssi on Packet dr opped. P
Sreanming Engine: TCP Invalid i i ssi
104.172. 175. 169|Wnited Sates  [147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dr opped.
2.53.34.118 I srael 147.237.72. 167 |ishurimaka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert
2.53.34.118 | srael 147.237.72. 167 [ishurimaka. i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
2.53.34.118 I srael 147.237.72.167 |ishurimaka. i df i1 |Bad TCP sequence SINHAK retransmt with different 1o, yior o
w ndow scal e
. . SWNretransmit wth different .
176. 13.20. 107 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 9
2.53.34.118 I srael 147.237.72. 167 [i shurimaka.idf. il |dr op First packet isn't SYN drop
119. 122. 237.96 |China 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
79. 180. 7. 70 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
. . . . SYNFAXK retransmit with different .
79.177.230.19 |lIsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence vi ndow scal e noni t or 4
Sreaning Engine: TGP Invalid i i sSi
149.78.52.195 |Wited Sates |147.237.76.200 [eitan aka.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
46.19. 85. 29 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 4
2.55.148. 104 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
23.91.70.119 Lited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 4
119. 122. 237.96 |China 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber aert 4
119.122.237.96 |China 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
79.177.230.19 [Israel 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
209.173. 241. 141|Whited Sates  |147.237. 77. 233 |atal .idf.il drop SAMrule drop 4
119. 122.237.96 |Chi na 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 29 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 110 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Invalid ACGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
37.26.149.164 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 210 | srael 147.237.77. 243 |mobi le.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.110  |israel 147.237.77. 234 |nal ag, i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
79.179.101.27 |israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid - invalid segnent retransmssion. |, op 3
Ret ransm ssi on Packet dr opped.
L SYNHAK retransnit with different .
46.19. 86. 210 I srael 147.237.77. 243 |nobi l e.i df .i | Bad TCP sequence vi ndow scal 6 noni t or 3
Sreaning Engine: TQP Invalid i i Ssi
66.249.66.20  |lnited Sates |147.237.72. 166 |aka i of.il g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.19.208  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
79.179. 145. 122 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.34.118  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 110 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 189. 26 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
66.249. 93. 142  |Europe 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
Russi an o Sreaning Engine: TCP Invalid (invalid segrent retransmission.
178. 154. 189. 38 er ot on 147.237.76.86 |navy.idf.il Ret r ansm ssi on Packet dr opped. drop 3
46.19. 86. 210 | srael 147.237.77. 243 |nobi le. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout aert
2.53.46. 110 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
68.180. 230. 155 |Lhited Sates  |147. 237. 76. 200 [ei tan. aka i df .i g =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
37.26.146.164 |lIsrael 147.237. 77. 216 |dover.idf . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect
62.0.116. 222 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
109.253.212.0 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 1
Russi an R . Geo- | ocati on i nbound
158.255.5.147 |C oo 147.237.76. 202 |e. hal ag.i df .i | Geo-| ocati on enf or cenent enf or coment drop 1
158. 255. 5. 147 :Z;:;”ion 147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.72 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
119.122.237.96 |China 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmit with different Jooyior |1
w ndow scal e
169. 229. 3. 91 Lhited Sates 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
81.218. 66.107 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
Russi an L ; Geo- | ocati on i nbound
158. 255. 5. 147 r at i on 147.237.76.196 |e.sviva.idf.il CGeo- | ocati on enf or cenent onf or coment drop 1
216.218. 206. 102|thited Sates  [147.237. 76. 148 |gqcenter. aka.i df . i |dr op drop 1
74.82. 47. 50 Lhited Sates |147.237.8.14 [e.orchot.idf.il  |Geo- | ocation enf or cenent Geo-I ocati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.29.18 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 137
213.8.204. 16 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 82
82.102.136.65 |[lIsrael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 6
208.115.113.88 |Lhited Sates  |147.237.76.86 |navy.idf.il Ml tipl e Lnhaut horized URL Access from 208. 115. 113. 88 B ock 5
66.249. 83.248 [Israel 147.237.77. 216 |dover.idf .i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 4
91. 109. 30. 91 Ger many 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 91.109. 30. 91 B ock 4
2.55.148. 174 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
79.180. 167. 115 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 226. 176|I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
208.115.113.88 [Uited Sates  |147.237.76.86 |navy.idf.il thaut hori zed LR Access to B ock 3
navy. i df.il/giyus/forun asp/ showf or um asp
2.53.14. 212 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.157. 193 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.199. 187. 68 |United Ki ngdom|147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 217.199. 187. 68 B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
79.178.231.188 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M BASTATEENCRYPTED | n None 1
wan aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
208.100.26.231 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / Bl ock 1
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
109. 253. 226. 135|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/sip_storage/files/8/ Bl ock
. . Uhaut hori zed URL Access to
81.218.241.26 |[lIsrael 147.237.77. 216 |dover.idf . il v i df i1 /1 nages/ 1. hel scr ol | panebot t om g f Bl ock 1
66.249.83.242 |lIsrael 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover. i df . il PHP At tenpt B ock
91. 109. 30. 91 Ger many 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 91.109. 30. 91 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p. st or agel {1 es/ 6/ si ze100x0/ 3416. ] pg B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
] . . Uhaut hori zed URL Access to
17.142.157.156 |Wnited Sates  [147.237.77.216 |dover. i df .|| Wi i df i 1/ appl e- app- Si t e- associ at | on B ock 1
. . Unaut hori zed URL Access to
91. 109. 30. 91 Ger many 147.237.77. 216 |dover.idf .il v i df i 1/t enpl at es/ honepage/ mobi | e B ock 1
80.246.130.94 | srael 147.237.77. 216 |dover. i df . i | zﬁ“tf;' zed WRL Access to v idf.i1/1038-he/ dover. asplermn g 1
. . Unaut hori zed URL Access to
66.249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ mai n/ hone/ def aul t . aspx B ock 1
. . . Uhaut hori zed URL Access to
119. 122. 237. 96 |Chi na 147.237.77. 216 |dover.i df . i | v i df i |/ shar e/ user cont r ol s/ header upper / B ock 1
82.102.136.66 |lsrael 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm Bl ock 1
74.82.47. 4 Lhited Sates  |147.237.0.16 |ny-kosher-kravi.idf.il|Wauthorized LR Access to 147.237.0. 16/ Bl ock 1
141.8.132.78 RJSS::{} o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwn i df .il/1153-19004- en/ B ock 1
. . Unaut hori zed URL Access to
46. 19. 85. 110 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
m ny- kosher-kravi.id|_. . ,
104. 128. 144. 131|Canada 147.237.0. 17 £l D stributed Whauthori zed URL Access on 147.237.0.17/ B ock 1
. . Unaut hori zed URL Access to
80. 246. 133. 165 |[lIsrael 147.237.76.42 |refuah.idf.il ww refua. atal i df .i1/tenpl ates/ general /nobi | e Bl ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
75.72. 47. 168 Lhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwnidf.il/894-en/idf gdover.aspx |H ock 1
. . Uhaut hori zed URL Access to
176.13.20. 107 |l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.239 |Israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1406- he/ at al . aspx B ock 1
109. 253. 226. 135|l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock
81.218.241.26 |[Israel 147.237.77.216|dover.idf . il Mil tipl e Unauthori zed URL Access from 81.218. 241. 26 B ock
66.249.78.159 |[Israel 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/vi ew i ny. asp [B ock 1
. . D stributed Lhauthori zed URL Access on
213. 8.204. 16 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1134- hel at al . aspx Bl ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/wp-1ogin. php |B ock 1
. . Unaut hori zed URL Access to
91. 109. 30. 91 Ger many 147.237.76.86 |navy.idf.il v navy. | df i 1/t enpl at es/ hoepage/ robi | e B ock 1
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