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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3943
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 4

8. 37.225.212 Lhited Sates 147.237.77. 216 dover.idf.il JLMPurple Gon Linmit Htp drop 3

8. 37.225.212 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
184. 105. 139. 116 Lhited Sates 147.237.8.28 €. nobi | e-ks.idf.il Block Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1
184.105. 139. 124 Lhited Sates 147.237.8. 45 eeitanidf.il Bock Np All _Net dr op 1
185.94.111.1 Russi an Federation 147.237.77.176 nat pash. i df . i | Bock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 170 n@ar achot . i df . i | Block Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.8. 24 elifestyle.idf.il B ock Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 226 WA chanat z. aka. i df . i | B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.8. 28 e. nobil e-ks.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

|Attacker Qount ry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
132.252.173. 4 147.237.77. 216 Ger many dover.idf.il GPL SCAN nmap TCP 2
90. 173. 146. 227 147. 237.76. 30 Spai n hi nush. i df . i | ET SCAN Potential SSH Scan 2
90. 173. 146. 227 147.237.77.19 Sain I awforumidf.il ET SCAN Potential SSH Scan 2
90. 173. 146. 227 147.237.76. 198 Spai n e.yohal an.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147. 237. 76. 201 Indi a eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
90. 173. 146. 227 147. 237. 76. 148 Sain gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
106. 186. 113. 67 147. 237.77. 235 Japan sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
90. 173. 146. 227 147. 237. 76. 39 Spai n nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77. 243 Sai n nobi | e.idf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77. 227 Fain e hanaz. i df.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147. 237.72. 166 Spai n aka.idf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77. 179 Sai n e.nazi.idf.il ET SCAN Potential SSH Scan 1
89.216. 119. 94 147.237.8.24 elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
90. 173. 146. 227 147.237.77.121 Spai n e navy.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244 147.237.0. 16 Latvia ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
158. 255. 5. 147 147.237.0. 34 Russi an Federation tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
90. 173. 146. 227 147.237.76. 199 Spai n e. nakchal .idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147. 237. 76. 201 Indi a e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
90. 173. 146. 227 147.237.76. 177 Spai n ncore.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147. 237. 76. 201 Indi a eatal.idf.il ET SCAN NVAP -f -sS 1
90. 173. 146. 227 147. 237.76. 44 Sain e.refuah.idf.il ET SCAN Potential SSH Scan 1
106. 184. 2. 29 147.237.72. 166 Japan aka idf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147. 237.76. 34 Spai n yohal an. i df .il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77. 235 Sain svivaidf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.72. 217 Fain eidf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77. 212 Spai n e. dover.idf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.72. 156 Sai n anan. i df.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147.237.77.178 Spai n e. nat pash. i df . il ET SCAN Potential SSH Scan 1
89. 216. 119. 94 147.237.8.24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237.77. 235 Lhited Sates svivaidf.il ET DRCP Dshield B ock Listed Source 1
90. 173. 146. 227 147.237.77.74 Fain lawidf.il ET SCAN Potential SSH Scan 1
90. 173. 146. 227 147. 237. 76. 200 Spai n eitan aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
8. 37.225.212 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 155
S reaning Engi ne: TCP i i ssi
2.55.17. 23 I'srael 147. 237. 72. 166 |aka i of . mng ngine. Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dr opped.
46. 19. 85. 105 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reanm ng Engi ne: TCP i i ssi
212.179. 41. 161 |israel 147. 237. 76. 200 |6 tan. aka.i of . | mng tngine: 1 Invalid segnent retransmssion. 6
Inval i d Retransnission Packet dr opped.
5.102. 242. 33 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
S reaning Engi ne: TCP i i ssi
37.26.146.141 | srael 147. 237. 72. 166 |aka i of .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dr opped.
Sreaning Engi ne: TCP i i ssi
79.180.27.195 | srael 147.237.72. 166 |aka. i df . i mng thgine. nvalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
46.19.86.229  |israel 147. 237. 72. 166 |aka i of . mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dr opped.
Sreaning Engi ne: TCP i i ssi
87.70.79.196 | srael 147.237.72. 166 |aka. i df . i mng thgine. nvalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
87.70.112.245 |israel 147. 237. 72. 166 |aka i of .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
176.13. 19. 24 I srael 147.237.77. 243 |mobi l e.idf .i | Bad TCP sequence Inval id ACK nunber monitor |2
67.243.55.213 |hited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
176. 228. 140.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
8.37.225.212 Lhited Sates |[147.237.77.216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
31.210.188.26 |lsrael 147.237.72. 166 |aka i of .i | Bad TCP sequence Inval id ACK nunber monitor |1
159. 226. 95. 66  |Chi na 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
73.244.90.178 |lhited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber monitor |1
184. 105. 247. 235|lhited Sates |147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
S . illegal header fornat detected: .
46. 19. 85. 57 I srael 147.237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Il egal start line in request monitor |1
169. 229. 3. 91 Lhited Sates |147.237.76.34 |yohal an.idf.il dr op SAMrul e drop 1
149.78.154.69 |lIsrael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 1
74.82.47.60 Lhited Sates [147.237.77.205|prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.72.70.2 Ger many 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  [tnited Sates 147.287.0.17 [ kosher-kravi-1d 14r op SAMrule drop 1
132.252.173. 4  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
74.82.47. 10 Lhited Sates |147.237.77.178|e.matpash.idf.il Geo- |1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerment |drop 1
201.247.3.126 |8 Sal vador 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il dr op SAMrul e drop 1
149.88.135.53 |Israel 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |[147.237.0.35 [akaws.idf.il drop SAMrule drop 1
37.26.147.138 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
132.252.173.4 |Ger many 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.10 Lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates |147.237.76.202 e hal ag.idf.il Geo-l ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
158. 255. 5. 147 RJSIS::t”ion 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
73.7.61.94 Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 1
184. 105. 139. 104|Wited Sates |147.237.0.17 ;"I"Iy kosher-kravi.id o\t t ack SYN -> SYN-ACK -> RST rej ect 1
37.46.38.126 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
169. 229. 3. 91 Lhited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cerment |drop 1
141. 212. 122. 211|Lhited Sates |147.237.8.27 |e.nadimatal.idf.il Geo- |1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerment |drop 1
74.82.47. 32 Lhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
169. 229.3.91 Lhited Sates |147.237.77.235|sviva.idf.il dr op SAMrul e drop 1
158. 255. 5. 147 RJSIS::tnion 147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enforcement  |Geo-location i nbound enf or cement |drop 1
73.7.61.94 Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber moni tor |1
184. 105. 139. 116|Wnited Sates |147.237.0.17 ;"I"Iy kosher-kravi. id o\ att ack SYN -> SYN-ACK -> RST rej ect 1
37.142.193.75 |[Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
93. 84. 8. 236 Bel arus 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock
93. 84. 8. 236 Bel arus 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 93.84. 8. 236 B ock
2.55. 16. 103 I srael 147.237.0.19 |madi matal .idf.il Suspi ci ous Response Code B ock
217.199. 187. 68 E?';;gom 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut horized URL Access from 217.199. 187. 68 B ock 3
119.73.253.5 S ngapor e 147.237.77.216|dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm |B ock
220. 255. 148. 1489 ngapor e 147.237.77.216|dover . i df .i | Dstributed Waut horized URL Access on waw idf.il/error.htm |B ock
; . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. . Unaut hori zed Met hod PCST for
109. 65. 224. 185 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / f ad, aspx B ock 1
. . . Unaut hori zed URL Access to
58.100.11. 222 [China 147.237.77. 216 [dover . i df . i | wwy i df . i | / shar ed/ user cont r ol s/ header upper/ B ock !
203.127.96. 252 |9 ngapore 147.237.77.216|dover.idf . il Dstributed Waut horized URL Access on waw idf.il/error.htm |B ock 1
73.251.139.226 [lWited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx |Bl ock 1
46. 19. 85. 57 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request et hod B ock 1
217.199. 187. 68 LK!i“r:gegom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
66.249.66. 174 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ mai n/ sachar Bl ock 1
207.46.13.155 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46. 19. 85. 57 I srael 147.237.77.216|dover. i df . il Mal f or med LRL B ock 1
. m ny- kosher - kravi . i df )
184.105. 139. 68 |Lhited Sates |147.237.0.17 i Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 180 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi d yoran/ yonan. asp B ock 1
207.46.13.176 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to wwidf.il/tenplates/article/watch |B ock 1
46. 19. 85. 57 I srael 147.237.77. 216 |dover. i df . i | g(”own HTTP Request Method s=5715a8b05006d423000 in g o) 1
192.3.2.27 Uited Sates [147.237.77.216|dover.idf.il Paraneter Type Molation IDin wwidf.il/1294-en/ dover.aspx |B ock 1
] . . Par anet er Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates |147.237.77.176|mat pash.idf.il v cogat . i df i 1/ 1927- hel cogat . aspx Bl ock 1
213.8.204.13  |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed et hod HEAD f or Bl ock 1
wwv aka. i df . i |/ nai n/ gi yus/ general . aspx
- . Unaut hori zed URL Access to
93. 84. 8. 236 Bel arus 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ mai n/ g yus/ i ndex. php B ock 1
. . . Unaut hori zed Met hod HEAD for
58.100.11.222 [China 147.237.72. 166 |aka. i df . i | v aka i of i |/ @i v i | ui i about . aspx B ock 1
203. 127.58. 237 |9 ngapore 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 1
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