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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4064
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
85. 25. 218. 108 Ger nany 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Udp Al Nets drop 1
185. 103. 252. 141 Russi an Federation 147.237. 8. 28 e.nobil e-ks.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
173. 65. 154. 27 147.237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 218. 60. 60 147. 237. 72. 166 Korea, Republic of aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
54.85. 111. 212 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NVAP -f -sS 1
190. 124. 35. 115 147.237.77. 212 N car agua e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 65. 154. 27 147. 237.72. 166 Lhited Sates aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 218. 60. 60 147. 237. 72. 166 Korea, Republic of aka.idf.il ET SCAN NVAP -f -sS 1
40.114. 42.13 147. 237.76. 197 Lhited Sates e himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 124. 35. 115 147. 237.77. 212 N car agua e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SN retransmt wth different

185. 120. 126. 23 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 72
w ndow scal e
90. 162. 241. 7 Spai n 147.237.72. 166 |aka. i df . il drop SAMrul e drop 41
90. 162.241. 7 Spai n 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
109. 186. 184. 215|! srael 147. 237. 77. 216 |dover . i f .i | SYN Attack rej ect 12
Sreamng Engine: TCP Invalid i i ssi
84.109. 242. 225 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 64. 109. 14 |Israel 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
109. 186. 184. 215|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
109. 186. 184. 215|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaming Engine: TGP Invalid i i ssi
5.22.135.194  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
. . SYNPAXK retransmt with different .
109. 186. 184. 215|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
70.49.128.111 |canada 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.102.254. 152 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreanming Engine: TQP Invalid i i ssi
176.13.18.222 [ srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.44  |lnited Qates |147.237.0.34  [tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
213.8.204.25 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Russi an ) .. |Streanming Engine: TGP Invalid |invalid segnent retransnission.
93. 158. 152. 49 ration 147.237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
66.249.93. 184  |Europe 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid |invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df.i | Ret 1 ansni ssi on Packet dr opped. drop 3
109. 186. 184. 215] srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
61.135.189. 113 |China 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
208.115.111. 68 [Lhited States  [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.0  |wited Qates |147. 237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |4 2
Ret r ansmi ssi on Packet dropped.
158. 255. 5. 147 RJSf;;”ion 147.237.77.233|atal . i df .l SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 220|Wnited Sates  |147.237. 77. 179 |e. nazi .idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
71.6. 167. 142 Lhited Sates 147.237.76. 199 |e. nakchal .idf.il |[Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop
158. 255. 5. 147 RJSIS::t”ion 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates [147.237.0.19 |nadimatal.idf.il [drop SAMrul e drop 1
149. 88. 228. 140 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 1
80. 147.182. 136 |Ger many 147. 237. 77. 216 |dover.i f .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.77. 205 |prisha.idf.il drop SAMrul e drop 1
158. 255. 5. 147 R’F Sf:;”i o 147.237.76.202|e.halag.icf.il  [Geo-1 ocati on enf or cement Geo- 1 ocati on i nbound enf or cement |drop 1
137.116.71.170 |Uhited Sates  |147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
208.115.111. 68 [Lhited States  [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
169. 229. 3. 91 Lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenment Geo-1 ocation inbound enf orcenent |drop 1
149. 88. 228. 140 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 186. 184. 215! srael 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST alert 1
222.73.18.162 |China 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
. . SYNPAXK retransmit with different .
80. 147. 182. 136 |Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 1
169. 229. 3. 91 Lhited Sates  |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op
46.119.127. 129 |Ukrai ne 147. 237. 77. 176 |nat pash. i df . i | drop SMrule drop 1
158. 255. 5. 147 stls;;”ion 147.237.77.178|e.natpash.idf.i1 [Geo-1 ocati on enf or cement Geo-1 ocati on i nbound enf or cement [dr op 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169.229. 3. 91 Lhited Sates |147.237.8.50 |e.tikshuv.idf.il |Geo-1 ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 234 |hal ag.i df .il drop SAMrul e drop 1
158. 255. 5. 147 RJSIS::tnion 147.237.77.227|e.hanez.idf.il  |Geo-| ocati on enf or cement Geo-1 ocati on i nbound enf or cerrent |dr op 1
141.212.122. 219|wnited Sates  |147. 237. 77. 179 |e. nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 68 |Lhited Sates  [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 53. 241. 88 Spai n 147.237.77.216|dover. i df . i | |Uhaut hori zed URL Access to v idf.il/tenpl ates/ general / nobil e B ock
149. 202. 239. 134|France 147.237.77.216|dover. i df . i | [Parameter Type Viol ation PageNumin vww i df . il/1283-en/ dover. aspx B ock
. . |Ostributed Paraneter Type Mol ation on ww idf.il/1283-en/ dover. aspx
149. 202. 239. 135|France 147.237.77. 216 |dover . i df .i | par anet er PageNum B ock 6
66.249.66. 174 |l srael 147.237.72.166|aka. i df .i| |Unauthori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
54,210.18.124 |wited Sates 147.237.72.166|aka. i df .i| [Unauthorized URL Access to 147.237.72. 166/ robots. t xt B ock 1
130. 193. 50. 33 RJSIS:;ni on 147.237.77.74 |lawidf.il |Wauthorized URL Access to wmw |awidf.il/163---6958--- Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp Bl ock 1
. . |DOstributed Unaut hori zed URL Access on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
66. 249. 66. 187 |l srael 147.237.77.74 |lawidf.il [Wauthorized URL Access to v nag.idf.il/sip_storage/files/8/638. pds B ock
54,210.18.124 |wited Sates 147.237.77.74 [lawidf.il [Unauthorized URL Access to 147.237.77.74/robots. t xt B ock
141.8.132.78 RJSIS:;”im 147.237.77. 216 |dover . i df . i | [thaut hori zed URL Access to www idf.il/1283- 18166- B ock 1
. . |Uhaut hori zed URL Access to
66.249.66. 121 I srael 147.237.76. 42 Jrefuah. i df . i {17537 76 43/6i p storage/ fil es/ 9/ si z6100x0/ 3259 | pg Bl ock !
208.115.113. 82 |lhited Sates 147.237.0.34 |ti kshuv. i df . |{Uhaut hori zed UR. Access to tikshuv.idf.il/nain/giyus/ general . aspx Bl ock 1
68.180.231.43 |[hited Sates 147.237.77.216|dover . i df . i | [lhaut hori zed URL Access to waww i df.il/1133-19405- he/ dover. aspx) B ock 1
63.230.214.91 [lnited Sates 147.237.72.166|aka. i df .i| [SSL Wntraceabl e Connection - Cpen Mde None 1
. . {Uhaut hori zed URL Access to
66.249. 66. 123  [Israel 147.237.76. 42 |refuah.idf.i 147.237.76. 42/ si p_st or agel 11 es/ 9/ si ze100x0/ 3049, ] pg Bl ock 1
66. 249. 64. 234  |Israel 147.237.77.233|atal .idf.il |Unhauthorized URL Access to 147.237.77.233/robots. txt B ock 1
. . |Uhaut hori zed URL Access to
149. 202. 239. 134 |France 147.237.77. 216 |dover . i df . i | v i df i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
. . IUhaut hori zed URL Access to
66.249. 66. 125 [l srael 147.237.76.42 |refuah.idf.i 147.237.76. 42/ si p_storagel {1 es/ 2/ si ze100x0/ 3272, pg Bl ock 1
27.159.234.88 |China 147.237.77. 216 |dover . i df . i | [Unaut hori zed HTTP Met hod B ock 1
93.196. 107. 191 |Ger many 147.237.77.216|dover. i df . i | [Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df .i|  |Uhknown Paraneter pageNumin ww aka.idf.il/main/haredimarticles.aspx |None 1

04-19-2016-02:04:03 to 04-19-2016-03:04:03




