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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4069
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df i | B ock_Up Al _Nets drop 6
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

183. 246. 173. 59 Chi na 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.0. 35 akavs.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry |9te |Signature |Count ‘
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
122. 141. 236. 69 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
122. 141. 236. 69 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
89. 216. 119. 94 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
42.113.132. 39 147.237.77.19 Mi et nam lawforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
42.113.132. 39 147.237.77.19 M et nam | awforumidf.il ET SCAN NVAP -f -sS 1
122. 141. 236. 69 147. 237.76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
122. 141. 236. 69 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
89.216. 119. 94 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
89.216. 119. 94 147.237.77. 74 lawidf.il ET SCAN NVAP -f -sS 1
42.113.132. 39 147.237.77.19 Mi et nam lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
37.59.101. 119 147.237.72. 166 France aka.idf.il ET V(BB SERVER Poi son Nul| Byte 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.176.24.181 |Israel 147. 237.76. 200 |ei tan. aka.i df . i > dro 34
Ret r ansm ssi on Packet dropped. P

107.167.97.96 |Wnited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23

79.177.230.19 |[lIsrael 147.237.72. 167 |ishuri maka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 17
Sreaning BEngine: TCP Invalid i i ssi

66.249.66.61  |Uited Qates |147. 237, 72. 166 |aka i df i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.

79.177.230.19  |israel 147.237.72.167 |i shurimaka. i df .i|Bad TCP sequence SINHAK retransmt with different oo o |1g

w ndow scal e

Sreaning BEngine: TGP Invalid i i ssi

185.3.147.173  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi

68.105. 166. 106 |Lhited Sates [147.237.76.200 [eitan. aka. idf.il 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

109. 64. 23. 247 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.

2.53.57.164 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi

79.181. 213. 106 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi

87.70.108.165 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

105. 106. 172. 165|A geria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i sSi

37.46.38.113  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.

79.176.24.181 |Israel 147.237.76.200|eitan. aka idf.il |Bad TCP sequence Invalid ACGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i SSi

5.29. 2. 140 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

96.47.2.10 Lhited Sates [147.237.77.233(atal .idf.il dr op SAMrul e drop 4
Sreaning BEngine: TGP Invalid i i ssi

87.70.79.196  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi

37.26.146.136 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

79.177.191. 186 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TAP Invalid i i sSi

2.53.160.216  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

87.70. 8. 140 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i sSi

46.19.85.193  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

79.177.191. 186 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout aert

2.53.128. 243 I srael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

66.249.66. 187 |Wnited Sates |147.237.0.34 |tikshuv.idf.il g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

37.46.41.137 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi

37.26.146.184 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

. . SYNPAXK retransmit with different .

79.177.191. 186 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3

217.132.43.52 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi

87.70.37.176 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

176.13.13.204 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.178.178.14 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

5.102. 195. 157 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or

79.177.191. 186 |[lsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning BEngine: TGP Invalid i i ssi

87.71.66.185  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

79.177.230.19 |israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi

79.180.20.82  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

e SYNPAXK retransmit with different .

79.177.191. 186 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal noni t or 3

88.254.108.98  |[Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi

37.26.149.135 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

79.177.230.19  |israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt wih different | oo |3

W ndow scal e

Sreaning BEngine: TP Invalid i i ssi

109.64.172.6  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

94.230.86.196 |[lIsrael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

79.180. 145. 227 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

79.177.191. 186 |Israel 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout aert

37.46.39. 12 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
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46. 19. 85. 198 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 142 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TAP Invalid i i sSi

85.65.30.206  |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.55.149. 184 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
. . . Uhaut hori zed URL Access to
5.29.2.140 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071 Bl ock 6
. . . Uhaut hori zed URL Access to
176.13.13.204 |lIsrael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 5
5.29. 2. 140 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
141.8.132.78 R‘SS::I”i o 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut hori zed URL Access from 141. 8. 132, 78 Bock |2

. . . Uhaut hori zed URL Access to
84.108. 145. 243 |Israel 147.237.0.34 |tikshuv.idf.il v ti kshuy. i df 1/ 1048- hel t i kshuxnxx. v. aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249.66. 176 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / resour ces/ i mages/ i cons/ f avi con. png Bl ock !
Ill1egal Byte Gode Character in Mthod
; ; #22) 1 [[#3]]1 [[#U ][ [#01] <[ [#U ][ [#0 1 [[#0]1{[[#3]1[[#3]] °=-0-E mi-&
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | (L A N ; B ock 1
WY[#20] ] P ] [[#2]] LA [#15] ] n[ [#15] ] EHI[[#19] ] * 8[ [#12]] " [[#0] ] [[#0] ]
[ [#28] ] A/ A+ADA, Al [#19]] A
213.254.241.4 |France 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
130. 185. 155. 82 |Sweden 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
2.53.164. 95 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
! . . Uhaut hori zed URL Access to
68.180.230.45 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8967- he/ r ef uah. aspx B ock 1
NULL Character in Mt hod
; ; #22) 1 [[#3]] [[#11[[#0]]1 <[ [#1]1[[#0]1 [[#0]1{[[#3]][[#3]] °=-0- B -4
37.59.101. 119 |Fance 147.237.72. 166 |aka. i df . i | [[. A ° ; Bl ock 1
#YI[#20] P ][[#2]] LaA[ [#15] I n[[#15] ] EHI[[#19] ] * o[ [#12] ] "[[#0] ] [[#0]]
[[#28] 1A A+AOA Al [#19]] A
157.55.39.234 |wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df .il/1283-18774-en/ dover. . .for B ock 1
. . Uhaut hori zed URL Access to
31.210.187.125 I srael 147.237.77.216 dover. i df . i1 wa i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ pr oot i oncube/ B ock 1
87.70.37.176 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to v aka.idf.il/redirects/ssl-redirect. htm |B ock 1
Uhaut hori zed URL Access to
66.249.66.180 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ i nages/ si debar/ bul | et pur pl e. gi |B ock 1
f
37.59.101.119 |France 147.237.72. 166 [aka. i df . i | I1egal HITP \ersion B ock 1
213.254.241.7 |Fance 147.237.77.216|dover.i df .i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
130. 185. 155. 82 |Sweden 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
79.176.24.181 | srael 147.237.76.200 |ei tan. aka. i df . i | Unknown Paraneter Sear ChText in None |1
Wy ei tan. aka. i df. il /938-he/ ei tan. aspx
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
37.59.101.119 |France 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock
93.172.166.24 |lsrael 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
m ny- kosher - kr avi . i i
66.249.78.94  |israel 147.237.0.17 | |l egal Paraneter Encoding rnd in . None |1
idf.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | Mal formed HTTP Header Line 1 B ock 1
217.132.116.15 |[lIsrael 147.237.77.74 |lawidf.il Unhaut hori zed HTTP Met hod B ock 1
79.180. 145. 227 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
Unknown HTTP Request Met hod
; ; #221[[#3][[#0]1[[#0]] < [[#1 ] [[#01] [[#O] [{[[#3]1[[#3]] °=-0-E ni—-&
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | [{. A . ; Bl ock 1
»YL[#20] P ] [[#2]] LA [#15] ] n[ [ #15] ] EHI[[#19] ] * 6[ [#12] ] "[[#0] ] [[#0]]
[[#28] ] A A-POA A [#19]]Ain WRL [[#20]],
37.59.101.119 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
185. 120. 126. 117|I srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
99.47.149.113 |Wnited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock 1
66.249.78.159 |[Israel 147.237.77.216|dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 1
217.132.116.15 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/938-he/ Bl ock 1
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | Ml formed LR [[#20]], B ock 1
141.8.132. 78 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww i df.il/1133-11407-he/ dover. aspx. |B ock 1
5.29. 2. 140 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from5. 29. 2. 140 B ock
80.179.161. 130 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
. . Illegal Byte Gode Character in Header Nanme
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | ; B ock 1
[[#0]1op[#0]] =[[#0]1/[[#O]]5A [#18]]1[[#0]]
213.151. 36. 128 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
. . Uhaut hori zed URL Access to
2.53.13.22 I srael 147.237.76.31 [nakchal . i df .il w nakhal . i df .i |/t enpl at es/ gener al / nobi | Block |1
109. 64. 139. 77 |l srael 147.237.72. 156 [anan. i df . i | Too Many Cooki es in a Request - 106 cooki es B ock 1
. . . D stributed Unaut hori zed URL Access on
66.249.93.170 [Israel 147.237.76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1 /404 htm B ock 1
NULL Character in Header Nane at
37.59.101.119 |France 147.237.72. 166 |aka. i df . i | [[#01I[#O1T[[#O1 16l [#O1 1[I #BI 1L [#O 1 L[#51 1 [[#U1[[#011[[#011[[#0]1[[#0] B ock 1
[#0]]
157. 55. 39. 76 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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