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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site |signature |Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 3972

82. 145, 217. 182 Eur ope 147.237.77. 176 nat pash. i df .i | Bl ock | p_ Vb In drop 2

198. 48. 92. 104 Lhited Sates 147.237. 8. 24 elifestyleidf.il ock Wdp Al Nets drop 1

180. 97. 106. 162 Chi na 147.237.76. 31 nakchal .idf.il Block Np All _Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

66.76.174. 2 Lhited Sates 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

66.76. 174. 2 147.237.77.233|hited Sates |atal.idf.il SQ Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 69 147.237.77.176|Wnited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 2
109. 67. 144. 183 |147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 131 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
93.179.68.181 |147.237.0.33 E?i;;gom il ET SCAN NVAP -sS wi ndow 1024 1
183.3.202. 115 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
121. 40. 195. 144 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 67 |147. 237. 77. 212 [Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.166. 184. 187 |147.237.77. 170l srael nearachot.idf.il |ET SCAN NVAP -sS w ndow 3072 1
61 82 204213 |147 237 8 27 |Orea Republic| .o ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
183.3.202. 115 |147.237.0.35 |China akaws. i df il ET SCAN Potential SSH Scan 1
183.3.202. 115 |147.237.0.19 [China nadi matal .idf.il [ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237.8.28 |Chi na e.nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 132(147. 237. 76. 86 |Japan navy. i df.il SERVER APACHE Apache mod_ssl non-SSL connection to SSL port 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

107.167. 103. 179|Uhited Sates |147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 22

213.57.144.190 |Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence S retrensmt with different wndowl ovor |21
Sreaning BEngine: TQP Invalid i i ssi

66.249.66.61  |Lhited Sates |147.237.72. 166 |aka idf.il g =g nvalid segnent retransnssi on. drop 21
Ret ransm ssi on Packet dr opped.

195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12

109. 64. 217. 141 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
Sreaning Engine: TCP Invalid i i ssi

2.55.149.184  |israel 147. 237.77. 243 |nobi l e i f . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi

109. 253. 156. 181 |i srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

213.246.49.97 |France 147.237.77. 233 |atal .idf.il  |drop SAMirul e drop 8
Sreanming Engine: TCP Invalid i i ssi

149.50.41.173  |Israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Inval i d segnent retransmssion. drop 8
Ret ransmi ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

87.70.17.221 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi

2.53.51.104 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

89.139.173. 255 |Israel 147.237.72. 156 |anan.i df .i | dr op Frst packet isn't SN drop 5

149. 88. 125. 122 |Israel 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

190. 210.74.49 |Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

5. 45. 65. 196 Net her | ands 147.237.72. 166 |aka. i df .l dr op SAMrul e drop 4

195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

68.179. 80. 21 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

62.210. 225. 135 |France 147.237.77.74 [lawidf.il drop SAMirul e drop 4

108.67.169. 124 |Uhited Sates |147.237.77.233|atal.idf.il dr op SAMrule drop 4

184.173. 233. 226|tnited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 4
Sreaning Engine: TCP Invalid i i ssi

77.124.22.206 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

87.71.89. 39 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

149. 88.125. 122 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SINHAK retransmt with different Jopyior [

w ndow scal e

Sreanming Engine: TCP Invalid i i ssi

79.180.125. 47 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.249.66. 190 |Wited Sates [147.237.0.34 |tikshuv.idf.il 9 59 Invalid segment retransmssion. dr op 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.55.9.26 I srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

185.3.144.18  |Israel 147. 237.77. 243 |nbi l e i f . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

37.26.146.136 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

77.126.235.44 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 66. 14  |Uited Sates |147.237.72.166 |aka idf. il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

152. 115. 70. 227 |Dennar k 147.237.76.31 |[nakchal .idf.il [dr op SAMirul e drop 3

5.102.242.250 |Israel 147.237.72. 156 |anan.icf.il  |[Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi

37.26.146.184 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.66.20  |Uited Sates |147.237.72. 166 |aka idf. il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

195. 60. 232. 57 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi

79.183.161.36 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.55.189. 27 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

81.218.138. 243 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

37.46. 38. 118 I 'srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi

66.249.66.44  |Wnited Sates |147.237.0.34 [tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.246  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 vl i d segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

31.154.8.70 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

87.70.104.213 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 vl i d segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.

46.120.212. 171 [l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi

79.178. 155. 238 | srael 147, 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

46. 19. 86. 19 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3

31.210.187.128 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
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A tacker
Count ry

5.22.134. 202 | srael 147.237.77. 176 [matpash.icf .i| |Bad TCP sequence

Attacker Address

Target Address ‘Ste ‘Signature

Invalid ACK nunber

noni t or

Sreanming Engine: TCP Invalid

66.249.64.172 |Wnited Sates |147.237.76.200|eitan. aka idf.i ..
Ret r ansm ssi on

Inval i d segnent retransnission.
Packet dropped.

drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.13.0. 174 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 63
134. 249.55. 100 |krai ne 147.237.77.216|dover. i df . il Distributed Unaut horized UR. Access on wwy i df . il/1556-en/ B ock 11
- . . |Uhaut hori zed URL Access to
5.22.135. 111 | srael 147.237.0.19 |[nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 9
46.118. 156. 3 Wkrai ne 147.237.77.216|dover. i df . il D stributed Waut horized URL Access on ww i df . il/1556-en/ B ock 8
52.63.114.146 |Australia 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 52.63. 114. 146 B ock 4
2.53.13. 236 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
38.111.147.88 |[lnited Sates 147.237.77.216|dover.idf .l Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
176.13.12. 158 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 157. 95 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
131.253.25. 189 |Uhited Sates 147.237.77.216|dover.idf .l Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
37.26.146. 147 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.62. 231 I srael 147.237.77.74 |lawidf.il thaut hori zed LR Access to B ock 2
wWaw. nag. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
66.249.81.215 |[Israel 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
178.137.90. 202 |Lkrai ne 147.237.77.216|dover.i df .l Distributed Unauthorized URL Access on waw i df . il/1556-en/ Bl ock 2
66.249.78.159 |[Israel 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
85. 113. 99. 244 zlcis;ilg(ljan Territory. 1147, 237. 77. 176 |mat pash.idf.il Uhaut hori zed LRL Access to www cogat. i df . il/894-ar B ock 2
109. 253. 139. 44 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157. 55. 39. 46 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/nain/ giyus/general .aspx |B ock 1
. . D stributed Unaut hori zed URL Access on
94. 23.54. 167 France 147.237.76.42 |refuah.idf.il refua.atal idf.il/blog vy adhin/ B ock 1
2.53.51. 104 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
66.249.81.212 |lIsrael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
52.63.114.146 |Austraia 147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from52.63. 114. 146 B ock 1
. . D stributed Lhaut hori zed URL Access on
31.13.112.118 el and 147.237.76.42 [refuah.idf.il wan refua. atal . i df.il/1783- he/ ref uah. aspxMNXN B ock !
109. 253. 156. 181l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
81.218. 138. 243 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from81. 218.138.243 |[B ock 1
. . Unaut hori zed URL Access to
66.249.66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
198.71.230.46 |United Sates 147.237.76.42 |refuah.idf.il Distributed haut hori zed URL Access on Bl ock 1
refua atal .idf.il/wordpress/wp-adnin/
157.55.39. 171 |UWited Sates 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwuidf.il/watch B ock 1
38.111.147.88 |wnited Sates 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
104.7. 6. 209 Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode Bl ock 1
31.179. 42. 77 Pol and 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
85. 65. 245. 65 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 85. 65. 245. 65 B ock 1
208.113.155.2 |Lited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/wp/ wp-admin/ B ock 1
. . Paraneter Type M ol ati on PageNumin
66.249.69.69  |Israel 147.237.77. 176 |nat pash.idf . il [ © cogat i df . i1/ 1926- hel cogat . aspx Bl ock 1
157.55. 39. 234 Lhited Sates 147.237.77.216|dover.i df . il D stributed Waut horized URL Access on waw i df.il/error.htm Bl ock
40.77.167.0 Lhited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecathl e.aspx |B ock 1
2.55. 149. 184 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
. . Mil tiple Untraceabl e SSL Sessi ons from 106. 186. 113. 132 ( Prot ocol
106. 186. 113. 132|Japan 147.237.76.86 |[navy.idf.il viol ation (SS. CON QLI ENT HELLO)) None 1
54.79.76. 74 Australia 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
85. 65. 245. 65 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ U B ock 1
213.57.144. 190 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1238-he/ atal . aspx |B ock 1
] . . Unaut hori zed URL Access to
157.55.39. 248 |lhited Sates 147.237.72. 166 |aka. i df . i | aka. i o i/ sachar/ f or got passvor d. aspx B ock 1
40. 77. 167. 65 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
2.55.149. 184 I srael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
109. 226. 43. 146 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
} . . D stributed Unaut hori zed URL Access on
74.208.180.12 |wited Sates 147.237.76.42 |refuah.idf.il refua.atal idf.il/ol d/vp adnir/ Bl ock 1
. . Unknown Paraneter anp;win
62.210.254.52 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v gi yus/ capt cha. ash None 1
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df .il/404. ht m B ock 1
37.26.149.246 |israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Frotocol viol ation None 1

(SSL_CONN CLI ENT_HELLO
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