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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4057
82. 145. 208. 47 Eur ope 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 4
104. 148. 71. 133 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[JLMPurple Gon Limt Htp drop 3
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
202.112. 51. 96 Chi na 147.237.77.176 nat pash. i df.i| |bl ock-sp-trafl f orward 2
69. 30. 226. 222 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
204. 12. 196. 235 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
104. 148. 71. 133 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[JLM Under Attack Con Htp drop 2
202.112.51. 96 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
202.112. 51. 96 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-traf1 forward 2
69. 30. 198. 149 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
209. 126. 110. 228 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Bock Wdp All _Nets drop 1
82.145.211. 140 Eur ope 147.237.0. 34 tikshuv.idf.il |Bock Ip VWb In drop 1
79.177.93. 52 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 126. 110. 228 Lhited Sates 147.237.77. 205 prisha.idf.il Bl ock Up Al Nets drop 1
82. 145. 223. 143 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 1
206. 81. 134. 49 Lhited Sates 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1
159. 122. 220. 135 Lhited Sates 147.237.76. 199 e.nakchal .idf.il|Bl ock Np Al _ Net drop 1
94. 102. 49. 116 Net her | ands 147.237.77. 179 e nazi.idf.il Bock Np Al Net drop 1
209. 126. 110. 228 Lhited Sates 147.237.0. 33 idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count

197. 45. 65. 198 Egypt 147.237.77. 216 dover.idf.il |[5141: HTTP. Sgl map HITP Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature
ET DOB Large anount of TCP ZeroVindow - Possible Niller2

80. 246. 130. 214 [147.237.77. 233 |l srael aal .idf.il Doos at t ack 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
132. 74.244. 140 |147.237.77. 243 |Israel nobi | e.i df .il ET SCAN NVAP -sA (2) 2
66. 249. 64. 97 147.237.77.170|Wnited Sates  |naarachot.idf.il ET SCAN NVAP -sA (2) 2
104. 214. 149. 209(147. 237. 72. 166 |Lnited Sates [aka.idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 158 [147.237.0.17 |Wraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
87.71.30.51 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
80. 246. 133. 102 |147. 237 77. 2331 5r ael atal il ET D35 Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
79.176.95.157  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.99. 142. 35 147.237.0.34 |Abania tikshuv.idf il ET SCAN NVAP -sS w ndow 1024 1
104. 214. 149. 209(147. 237. 72. 166 |Lhited Sates [aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201. 236. 158 [147.237.0.17 |kraine mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
87.71.87.93 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
87.71.9.56 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
104. 214. 149. 209(147. 237. 72. 166 |Lhited Sates [aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi

85. 130. 251. 127 [l srael 147, 237.72. 167 | shurimaka i i | | S8 g Engine P Invalid  ivalid segnent retransnission drop 126
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

84.108. 238. 220 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 56
Ret r ansmi ssi on Packet dr opped.

46. 120. 70. 96 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 54
Sreaning BEngine: TP Invalid i i ssi

66.249.66.61  |Lnited Sates |147.237.72. 166 |aka idf.il 9 =9 nval i d segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dr opped.

reaming BEngine: TCP Invali i i SSi

109. 65. 145. 147 |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 21
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

79.182.128. 209 i srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.

46. 19. 86. 123 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreaning BEngine: TGP Invalid i i ssi

79.179. 113. 201 |i srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

79. 180. 147. 40 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 11

79. 180. 147. 40 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
Sreaning BEngine: TGP Invalid i i ssi

87.70.91.12  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

79.183.108.48 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

85.130. 251. 127 |l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi

79.181.53.222 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6

203. 146. 246. 226Thai | and 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

88. 226. 129. 206 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

80. 246. 130. 214 |Israel 147.237.77. 233 |atal idf. il Bad TCP sequence Invalid ACGK nunber noni t or 4

87.235.224.91 |Spain 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

77.127.127.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

79.180. 147. 40 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i SSi

199.30.24. 4 Lhited Sates [147.237.76. 200 [eitan aka idf.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

5.102.242. 94 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TAP Invalid i i sSi

157.55.2.171  |Wited Sates |147.237.76.200|eitan aka.idf.il 9 =9 Invalid segrent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi

2.53.155. 1 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.181.149.83 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

79.178.101. 187 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

87.70.62.253  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i SSi

77.125.80.57  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

31.210. 186. 245 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

2.55.179. 121 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3

46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3

79.177.216.95 |Israel 147.237.72. 166 |aka i df .i 1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i SSi

84.109. 113. 219 |[Israel 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 132. 109|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

66.249.78. 181 |Wnited Sates |147.237. 77. 243 |nobile.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

94.159. 169. 211 |l srael 147. 237.77. 243 |mobile. i f . | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

5.102. 242. 94 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or

2.55.179. 121 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

e SYNHAK retransmit with different .

79.177.216.95 |lIsrael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 3

85. 130. 251. 127 |Israel 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Inval i d ACK nunber aert 3
Sreaning BEngine: TP Invalid i i ssi

109. 253. 132, 152|I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

94.230.86.104 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

87.70.113.249 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

46.19.85.173  |[israel 147. 237. 72. 166 |aka. i df .1 Bad TCP sequence WS. n‘dg?\fs::: ;ans”“ wehdifferent | onitor |3
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Atacker Address |Ftacker Target Address |Ste Signature
Count ry
Sreaning Engine: TCP Invalid i i ssi
109. 64. 251. 163 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46.19.85.206 I srael 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence WS. n‘d‘owj ;s::E;tI reansm weh different | onitor |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.53.15.5 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 88
176.13.14.132 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 36
2.53.147. 182 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 29
46. 19. 85. 136 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 21
109. 253. 225. 234/| sr ael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 19
109. 253. 225. 232|I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 15
79.181. 98. 82 | srael 147.237.77.216|dover. i df . il D stributed Whaut hori zed HTTP Mt hod B ock
109. 253. 225. 228|1 sr ael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock
80.246.133.11 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 246. 133. 11 B ock 5
] . . . Unaut hori zed URL Access to
149.78.81.196 |[lnited Sates 147.237.77. 243 |nobi l e. i df . i | nubi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1432 B ock 4
2.53.13. 236 I srael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
109. 253. 225. 233|| sr ael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode B ock 4
78.137.12.238 |Wkraine 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 78.137. 12. 238 B ock 3
74.216.182.82 [Canada 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 74.216. 182. 82 B ock 3
79.181. 98. 82 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 79. 181. 98. 82 B ock 3
109. 65. 145. 147 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
2.53. 185. 224 I srael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response CQode B ock 2
192. 114. 105. 254l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka.idf.il/val tam B ock 2
109. 253. 225. 230|I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
87.235.224.91 |[Spain 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
. . S Utraceabl e Gonnection - Protocol violation
80. 246. 139. 138 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
79.181. 98. 82 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/sip storage/files/8/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
69.30.198.149 [Uited Sates 147.237.77. 216 (dover. i df . il , app- sof t var es. con B ock 1
185. 103. 252. 5 Russi an Federation 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
80.246.133.11 [Israel 147.237.72. 166 [aka. i df . i | Lhknown Paraneter 22?2 in v aka.idf.il/ishurin None 1
207.46.13.115 [lhited Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
. . . Unhaut hori zed URL Access to
78.137.12. 238 Lkrai ne 147.237.72.166|aka. i df . i | wan aka, i df . i |/ i/ hore/ pnii o . aspx’ Bl ock 1
Paraneter Type Mol ation
62.0.118. 147 I srael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i 1/205- he/ pat zar . aspx
87.70.91.12 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ pdf B ock 1
. . Unaut hori zed URL Access to
80. 82. 65. 82 Nether | ands 147.237.77. 216 [dover . i df . i | waw i df . i | /894- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
69.30.226.222 |lLhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw 369bs. coml B ock 1
2 53.188. 217 | srael 147.237.76.42 |refuah.idf.il Par amet er Type \/1 ol ‘atl on ct|00$Cnt ent A acetbl der 1$bt nSend. x in B ock 1
wwy refua. atal .idf.il/1518- hel ref uah. aspx
80.246.133.11 [Israel 147.237.72. 166 [aka. i df . i | Lhknown Paraneter 22?2 in waw aka.idf.il/ishurininain None 1
212.235. 65. 236 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
- -|Uhaut hori zed URL Access to
66. 249.66. 163 I srael 147.237.0.15  kosher-kravi . idf.i wn kosher - kravi . i df .i|/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
. . Paraneter Type M ol ation SearchText in
197. 45. 65.198  |Egypt 147.237.77.216|dover.i df .i | v i df i 1/ 1065- he/ dover . aspx B ock 1
. . Unhaut hori zed URL Access to
46. 19. 85. 84 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
80.246.133. 11 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ???? in ww aka.idf.il/ishurinnain/ None
213.57.210.12 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/https:/wawnidf.il/ B ock
- - Unaut hori zed URL Access to
66.249. 66. 180 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
176. 67. 102. 44 g";'cis;i'géa” Territory. 147 237.77. 216 |dover. i df . i | SSL Unt raceabl e Connection - Cpen Mode None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.77.216|dover.idf . il (SSL CONN LI ENT FELLO) None 1
80.246.133. 11 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter 2??? in v aka.idf.il/ None 1
74.216.182.82 |Canada 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed HTTP Met hod Bl ock 1
202.112.51.96 [China 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www paypal . cont B ock 1
. . ?7?7? 1i
80.246.133. 11 |l srael 147.237.72. 166 |aka. i df . i | Unknovn Paraneter 22?7 in None 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
66. 249. 66. 182 |l srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock 1
. . Unaut hori zed URL Access to
185. 27. 105. 182 |l srael 147.237.72. 156 |anan. i df . i | vow anan. | df i1/ htt ps: / v anan. i df i1/ B ock 1
80.246.133.11 [Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ???? in wan aka.idf.il/ishurim None 1
202.112.51.96 [China 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wwwu paypal . cont B ock 1
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