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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4096
79.177.128. 141 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6

69. 30. 202. 227 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
173. 208. 197. 252 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-trafl forward 2

69. 197. 185. 18 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 108 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 2
107. 150. 46. 34 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | bl ock-sp-trafl forward 2
114. 33.223. 210 Tai wan 147.237.77. 233 atal.idf.il B ock_Udp All _Nets drop 1

82. 145. 222. 69 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 1
159. 122. 220. 135 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147.237.77.212 e.dover.idf.il B ock_Udp Al _Nets drop 1
159. 122. 220. 135 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; ‘S’te ‘Signature

209. 173. 241. 141|147.237. 77. 74 |Wited Sates |lawidf.il |[SQL Injection - Sel ect From 4
209. 173. 241. 141|147.237. 77. 74 |Wited Sates |lawidf.il |ET VWEB SERVER Possible SQ I njection Attenpt SHECT FROM 3
209. 173. 241. 141|147.237.77.74 |lhited Sates |[lawidf.il [ET WB SERVER Possible MySQL SQi Attenpt Information Schena Access |3
209. 173. 241. 141|147.237.77. 74 |Wited States |lawidf.il [ET WEB SERVER Possi bl e SQU | nj ection (varchar) 3
185.3.147.219 |147.237.77. 216 |Israel dover.idf.i|portscan: TCQP O stributed Portscan 1
106, 38. 241. 106 |147. 237. 72. 166 |chi na akaidh il SER\/ER-APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 1

servi ce attenpt

81.218.201. 187 |147.237.77.216 |l srael dover.idf.i|portscan: TQP O stributed Portscan 1
46. 19. 85. 187 147.237.77. 216 |I srael dover.idf.i|portscan: TCP O stributed Portscan 1
194. 90. 153. 133 |147.237. 77. 216 |I srael dover.idf.i|portscan: TCP D stributed Portscan 1
109. 186. 128. 132|147. 237. 77. 216 |I srael dover.idf.i|portscan: TQP O stributed Portscan 1
87.68.9. 255 147.237.77. 216 |I srael dover.idf.i|portscan: TCP O stributed Portscan 1
67.194.229. 137 |147.237.77.216|Wited Sates |dover.idf.i|portscan: TCP DO stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaning Bngine: TP Invalid i i SSi
109. 64. 127. 196 | srael 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. 141
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.53. 30. 84 I srael 147. 237, 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansmi ssi on Packet dr opped.
195.200.205.2 |Israel 147.237.77. 233 |atal i df .i | Bad TCP sequence SWretransmt with different moni tor (31
w ndow scal e
195. 200. 205. 2 | srael 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 28
Sreaning Engine: TQP Invalid i i SSi
176.13.13.50 | srael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. 24
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19. 85. 96 I'sr ael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. 18
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
87.70.44.178  |israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Inval id segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dr opped.
80. 178. 204. 97 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 12
149.78.154.69 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12
Sreanming Engine: TCP Invalid i i ssi
24.114. 223. 254 |Canada 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
87.71.130.197 |[Israel 147.237. 72. 167 |i shuri maka. i df . i | drop First packet isn't SN drop 12
93.89.19.29  [Turkey 147.237.0.34  |tikshuv.idf.il SQ Injection S [ Wection detected In W ognitor |12
85. 25. 213. 25 Ger many 147. 237.72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 10
Sreanming Engine: TCP Invalid ' i ssi
2.53.176.144  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
46.120. 100. 132 [Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
46.120. 100. 132 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence nonitor (9
Sreamng Engine: TCP Invalid ' i ssi
194.90. 153. 133 |Israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Inval id segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
185. 18. 206. 194 |l srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
85. 25. 213. 25 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
46.117. 223. 237 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i SSi
79.179. 112. 153 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. —fq o, 6
Ret ransm ssi on Packet dr opped.
213.57. 88. 66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85.130.248.28 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor (6
Sreaning Bngine: TQP Invalid i i SSi
85.130.248.28 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.178.27.249 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
188. 120. 148. 142|1 srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
195.62.160.60 |italy 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46.19.85.26 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNACK retransmt wth moni tor |5
different w ndow scal e
85. 25. 213. 25 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack rej ect 5
46. 19. 85. 45 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 5
46.19. 85. 45 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |5
46.117.62. 14 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor  [5
66. 102. 9. 60 Lhited Sates |147.237.77.226 "“i"‘l’“ha"mz' aka. 1t e op First packet isn't SWN drop 5
46.117.62. 14 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
85. 25. 213. 25 Ger many 147.237. 72. 156 |aman. i df .| SYN Attack rej ect 5
66.102. 9. 117 Wited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 4
46. 19. 85. 45 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor (4
188. 120. 154. 42 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.53.181.120  [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence SYNACK retransmt wth moni tor 4
different w ndow scal e
46. 120. 100. 132 |Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor (4
80.178.204.97 |lIsrael 147.237.77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect
Lhited s . . SQ injection detected in LR .
193.200.80.26 |, ngdom 147.237.77.74 |lawidf.il SQ Injection + v char monitor |4
2.53.181.120 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 4
177.185.192. 77 |erazil 147.237.77.74 |lawidf il SQ Injection S ection detected In L= Noonitor 4
R SYNtACXK retransmt wth .
46.120. 100. 132 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence afferent vi ndow scal e monitor |4
195. 200. 205. 2 | srael 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 4
177.185.194. 47 |mrazil 147.237.77. 216 |dover. i df .i SQ Injection Q1 ection detected in LRE Noonitor  a
209.173. 241. 141 |Wni ted Sates 147.237.77.74 [lawidf.il SQ. Injection %LE’;.C“O” detected in R Nopnitor |4
2.53.181. 120 I 'srael 147.237.76. 42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site dgnature Acti on ‘Count
176.13.9. 164 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 152
176.13.0. 213 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 75
2.53.170. 92 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 61
46. 19. 86. 206 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 20
Dstributed Paraneter Type Mol ation on
93. 89. 19. 29 Tur key 147.237.0.34 |tikshuv.idf.il wa ti kshuv. i df . i1/ nodul es/ f oruns/ f or um aspx par anet er B ock 4
Fol derl d
. . . Paraneter Type Mol ati on SearchText in
177.185. 194. 47 |Brazil 147.237.77. 216 |dover . i df .i | v i df i 17 1129- he/ dover . aspx Bl ock 4
Dstributed Paraneter Type Mol ati on on
93. 89. 19. 29 Tur key 147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df . i1/ nodul es/ f or uns/ f or um aspx par anet er B ock 4
Forunid
. . . DOstributed Paraneter Type Mol ation on
93.89.19. 29 Turkey 147.237.0.34  [tikshuv.idf.il wawv ti kshuv. i df . i |/ modul es/ f or uns/ f orum aspx par anet er | ang Bl ock 4
192. 193. 216. 148|thited Sates 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 4
209. 173. 241. 141|Wni ted Sates 147.237.77.74 |lawidf.il Paraneter Type M ol ation InfoCenter|temin B ock 4
vy nag. i df .i | /tenpl ates/ getfil e/ getfil e. aspx
. . . Paraneter Type Mol ation pos in
177.185.192. 77 |Brazil 147.237.77.74 |lawidf .il vawc | aw i df i 1/ 164- 4030- e/ pat zar . aspx Bl ock 4
46. 19. 86. 152 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock
80.246.130.66 [lIsrael 147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm |B ock
. . Unaut hori zed URL Access to
212.179.180. 30 |israel 147.237.76. 86 [navy. i df. i vow navy. i df . i | /'si p_storagel il es/ 6f si ze338x0/ 1796. | pg Bock ]2
2.53.171.74 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
195. 154. 114. 37 |France 147.237.77. 216 |dover . i df . i | D stributed Unhaut hori zed URL Access on v idf.il/arr/ B ock
. . Uhaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 (dover. i df . il 147.237.77. 216/ 1133- 19683- he/ i df gdover . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | vaw aka, i df . i 1/ mobi | ef nai n/ smal i i showbi g. aspx Bl ock 1
149. 50. 30. 39 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/nai n/ hone/ d B ock 1
37.26.146.148 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
212. 150. 174. 180|l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st or agel 1 es/ 2/ si ze100x0/ 3382. j pg Bl ock 1
i wwv. chamat z. aka.id] . )
107. 150. 46.34 |lhited Sates 147.237.77. 226 £l D stributed Unaut hori zed URL Access on www ps780. cond Bl ock 1
46.117.199. 124 |Israel 147.237.72. 166 |aka. i df . i | Whaut hor i zed Mt hod CPTI ONS for B ock 1
wwv aka. i df . i |/ mai n/ sachar/
2.53.134. 117 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
220. 167. 100. 13 [China 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ manager/ ht m Bl ock
85. 65. 36. 133 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: Cpen Mde None
. . Unaut hori zed URL Access to
195.200.205.2 |l srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
66.249.78.159  |Israel 147.237.77. 216 |dover . i df . i | Wnauit hori zed LRL Access 1o . B ock 1
viwy i df . i 1/tenpl at es/ t enpl at econt rol s/ generi c/
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
174.129.228.67 |lnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
38.111.147.84 [Lnited Sates 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df.il/894-he Bl ock 1
. . Paraneter Read Qhly Molation in
80.246.136.24 [Israel 147.237.72. 166 [aka. i df . i | wwv aka i of i |/ rai 1V sachar /  egi strati onvi zardi regi st er. aspx None 1
188. 120. 154. 42 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/main/ Bl ock 1
66. 249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 66. 177 B ock 1
. . . . - Paraneter Type Mol ation Folderld in
109. 203. 221. 121|Russi an Federation |147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i | / nodul es/ f or uns/ f or um aspx B ock 1
46. 244. 66. 127 g‘ijcisgi':"ja” Territoryty 47, 237. 77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to wn cogat . i df . il/894-ar B ock 1
87.70. 50. 128 I srael 147.237. 76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm |B ock
199. 67. 138. 42 Lhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wwu idf.il/error. htm |B ock
69.30.202.227 |Wnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww 369bs. coml B ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 66. 101 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
] . . . Paraneter Type Mol ation catld in
40.77.167.0 Lhited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i 1/5i t el cont act Us. aspx Bl ock 1
81.218.97. 45 I srael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 1
213.151. 35. 213 |israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in URL /nai /kapat z//res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66.249. 66. 180 [l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
109. 203. 221. 121|Russi an Federation [147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation Forumd in Bl ock 1
wan ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx
. . URL is Above Root Drectory
62.102. 148.67 |Sweden 147.237.77. 216 |dover.i df .i | Wi of i1/ / shared/cl i entscri pts/j querylj query-1 4. 2.nin. | s Bl ock 1
87.71.136.171 |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
vy anan. i df . i1/ https: /v anan.idf.il/
: . . . Unaut hori zed URL Access to
208.115.113.82 [lLnited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai v gi yus/ general . aspx Bl ock 1
69.197.185.18 |lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Unauthorized URL Access on www ps780. cond Bl ock 1
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