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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4027
92.82.87.8 Ronmani a 147.237. 8. 27 e.nadi matal .idf.il Bl ock_Udp All _Nets drop 11
120. 132. 50. 135 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 4
74.91. 20. 196 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2

69. 30. 202. 226 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 197 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2

69. 197. 185. 20 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 2
74.91. 23. 109 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 f orward 2
204.12.196. 234 Lhited Sates 147.237.77.170 naar achot . i df.il bl ock-sp-traf 1 forward 2
74.91. 20. 195 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl forward 2

69. 30. 198. 147 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 f orward 2
204.12. 196. 235 Lhited Sates 147.237. 76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
81.218. 40. 59 147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
79.182. 30. 1 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

50.12.60.100  [147.237.0.16 |\ REpUBI 1 C o osher -kravi i df i Fotemti sl Sean or Bt Forg:/e 1
195. 216. 176. 244|147, 237. 77. 243 |Latvi a nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.246. 145 |147.237.76.197 |Lhited Sates e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 169. 70. 108 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.183. 127 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
185. 110. 110. 62 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 226. 45.58  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.71.82.42 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
85. 229. 59. 35 147.237. 77. 216 |Sweden dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 102. 254 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179.71.109  |[147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
198.54.90. 200 [147.237.76.200|lhited Sates |eitan. aka idf.il Tehila - Perl LW with fake user agent 1
46.117.183.74 (147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.1.99 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
193. 106. 206. 10 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
113. 240. 250. 154|147.237.0. 17  [China mny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 144. 245 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
87.69.106. 125 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i SSi

176.13.13.50  [Israel 147. 237.72. 167 |i shuri maka. i of . 9 =g Inval id segnent retransmssion. |, 60
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.66.61  |Lited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 42
Ret r ansmi ssi on Packet dr opped.

79.178.229.10 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different — Hopyor  [a2

w ndow scal e

Sreanming Engine: TCP Invalid i i ssi

195.62.160.60 |italy 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, ., 30
Ret r ansmi ssi on Packet dr opped.

31.153.74.10 Cyprus 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 23
Sreamng Engine: TCP Invalid i i ssi

2.53.30. 84 I'srael 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dr opped.

82.196.42.196 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
Sreanming Engine: TCP Invalid i i ssi

24.114. 223. 254 |canada 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.

79.179.113. 185 |l srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 13

reamn ine: TCP Invali i i Ssi

2. 53, 169. 36 I'srael 147.237.77. 243\t e i1 |/ SAM NG Engine: TCP I nval i invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.

84.109. 147. 146 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

46. 19. 85. 123 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 60 I'srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.179.23.89  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.

46.19. 85. 123 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert 11

85.130. 216.49 |lsrael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 10

85.130.216.49 |[lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
Sreaming Engine: TCP Invalid i i ssi

87.71. 82. 42 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

149.78.154.69 |l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 9

80.246.138.87 | srael 147. 237.72. 166 |aka i f .i Bad TCP sequence SINFACK retransmt wth monitor |7

different w ndow scal e
R SYNtACXK retransmt with .
85.130. 216. 49 |l srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence afferent vi ndow scal e nonitor |6
79.177.17.55 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 210. 197|I srael 147. 237, 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
95. 86. 77. 235 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
2.53.50. 150 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
e SYNtACK retransmt with .
79.177.17.55 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal monitor |6
Sreaming Engine: TCP Invalid i i ssi
2.53.17. 150 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.179.179.83 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
85.130. 216. 49 |l srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYNACK -> Timeout |alert 6
Sreanming Engine: TCP Invalid i i ssi
2.53.188.158  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.60. 41. 218 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 5
46. 244. 66. 127 ga:lcis;i':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 5
61.90. 57. 124 Thai | and 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |5
82.99. 20. 235 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 46 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber monitor |4
85. 65. 99. 32 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 137. 207 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
185.3.147.231 |l srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |4
82.80.153.185 [l srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 4
Sreanming Engine: TCP Invalid i i ssi
98.116.11. 127 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Inval id segnent retransmssion. |, ., 4
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
84.108.20.110 |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.

s SYNtACXK retransmt with .
2.53.27.196 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence a fferent vi ndow scal e nonitor |4
80. 246. 137. 207 |israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFACK retransmt wth monitor |4

different w ndow scal e
185.24.76.131 |lsrael 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 4
2.53.149. 15 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 85. 46 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Invalid AGK nunber alert 4
37.46. 41. 230 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i SSi
62.219.62.182 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 154. 213 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
176.13.12.231 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 62
46. 19. 85. 137 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 59
212.199. 112. 1441 srael 147.237.77.216|dover. i df .il Mil tiple Unaut hori zed URL Access from 212.199. 112. 144 B ock 6
46. 244. 66. 127 gjceusgi':('ja” Territoryys 47, 237. 77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to www cogat . i df . i |/894-ar Bl ock 6
2.55. 12. 209 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
. . . Uhaut hori zed URL Access to
85. 65. 15. 232 I srael 147.237.0.19 |[nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunti ty. aspx B ock 5
81.218.97. 45 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 4
Unhaut hori zed Met hod CPTI ONS for
79.167.1.122 G eece 147.237.72.166|aka. i df . i | vy aka. i df . i |/ mai r/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h |Bl ock 4
user
81.218.97.45 |israel 147.237.77.74 |lawi df . il Wnaut hori zed URL Access to B ock 3
ww | awidf.il/sip storage/fil es/ 5/
79.182.103.73 |Israel 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm |B ock
37.26.149.230 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
66.249.78.159 |lsrael 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df .il/error. htm |B ock
Paraneter Type Mol ation
62.219.110.94 |Israel 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search i n B ock 2
wwy | aw i df . il/801- he/ pat zar . aspx
. . Paraneter Type Mol ation search in
80. 246. 130. 231 |l srael 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1072- he/ nakhal . aspx Bl ock 2
. . D stributed Unaut hori zed URL Access on
79.180.0.191  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
212.179.21.194 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed/ reset . css B ock 1
184.105. 247. 194|United Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
74.91. 20. 195 Lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to ww ps780. comi B ock 1
95.143.222.14 |Russian Federation |147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ B ock 1
46.244. 66,127 |TASStnan Territoryy 17 537 77, 176 |nat pash. i df . i | Paraneter Type Vol ation Searchext in Bl ock 1
Cceupi ed W cogat . i df . i | /938- en/ cogat . aspx
2.53.188. 158 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
194. 114. 146. 2271 sr ael 147. 237.77. 216 |dover . i df . i | Whauthori zed LRL Access to B ock 1
wan i df . i | /i mages/ 1. he/ t opcap. gi f
77.237.138.202 [Czech Republic 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to / B ock 1
m ny- kosher - kravi . i i i
66.249.78.94  [Israel 147.237.0. 17 ny |l egal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
-kosher -kravi . i df . i
157.55.39.13  |thited Sates 147.237.0.16 |V Uhaut hori zed LRL Access to B ock 1
il wawe ny- kosher-kravi .idf.il/robots. txt
84.228.233.180 |[Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
Paraneter Type Mol ation
79.182.100. 139 |l srael 147.237.76.39 |nobile.meitav.idf.il |ctl00$Content Pl aceHol der 1t xt Password in B ock 1
nobi | e. nei tav.idf.il/tenpl ates/| ogin. aspx
m ny- kosher - kravi . i
185. 103. 252. 5 Russi an Federation 147.237.0. 17 of niyl Unhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
74.91. 20. 196 Lhited Sates 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to waw ps780. cond B ock 1
109. 253. 210. 197|I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode B ock 1
204.12.196. 234 |Wnited Sates 147.237.77. 170 |maar achot . i df . i | Distributed Unhaut hori zed URL Access on wwn 369bs. comi B ock 1
176. 0. 31. 113 Ger many 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
46.119.112.23 |Wkraine 147.237.77.216|dover.i df . il Dstributed PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
212.199. 112. 144l srael 147.237.77.216|dover.idf . il v i df i 1 /i nages/ shar ed/ mai | t i scl ose. png B ock 1
185.103.252.5 |Russian Federation [147.237.77.19 |lawforumidf.il Unhaut hori zed URL Access to 147.237.77.19/ B ock
74.91. 20. 197 Lhited Sates 147.237.76.200(ei tan. aka. i df . il Distributed Waut hori zed URL Access on wwn ps780. cond B ock
113.128.90. 109 |Chi na 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
83.130.100.7  |Israel 147. 237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
v i df il /https: /v i df.il/
. . Uhaut hori zed URL Access to
79.178.229.10 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
204.12.196. 235 |Lhited Sates 147.237.76.31 |nakchal .idf.il Distributed Unauthorized URL Access on wwv 369bs. coni B ock 1
! . . . D stributed Unaut hori zed URL Access on
69.30.198.147 |lhited Sates 147.237.76. 147 |chi nuch. aka. i df . i | , app- sof t var es. cond Bl ock 1
. . . Uhaut hori zed URL Access to
91.200.12.76  [Wraine 147.237.77. 216 dover. i df . il v i df . | / 1283- 11540- en dover . aspx/ t r ackback/ Bl ock 1
) . . D stributed Unaut hori zed URL Access on
46.119.112. 23 |Wkrai ne 147.237.77.216|dover. i df . il v i 1/ xmr pe. php B ock 1
194.28.112.50  [Netherl ands 147.237.77. 234 |hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
74.91.23.108  |lnited Sates 147.237.77. 234|hal ag. i df . i | Distributed Uhathori zed LR. Access on Bock |1
WAW. app- sof t war es. conf
. . Uhaut hori zed URL Access to
66. 249.66. 174 | srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ i mages/ pdfi con. gi f Bl ock !
120. 132. 50. 135 |cni na 147.237.76.31 |nakchal .idf .il Wnauit hori zed LRL Access Lo B ock 1
waw. el ong. cond 894- he/ nakhal . aspx
37.142.64.53 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/wwutikshuv.idf.il |B ock 1
. . Uhaut hori zed URL Access to
84.94. 92. 240 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc B ock 1
79.179.179.83 |Israel 147. 237. 77. 216 |dover. i df . i | Wnauthori zed LRL Access to B ock 1

wa i df . i1/t enpl at es/ honepage/ nobi | e
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