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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 5883
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 4073
79.182.174. 196 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2613
168. 243. 25. 9 H Sal vador 147.237.72. 156 anan.idf.il L4 Source or Dest Port Zero drop 2
159. 122. 220. 135 Lhited Sates 147.237.76.197 e hinush.idf.il B ock Np Al _Net dr op 1
178. 62. 197. 99 Net her | ands 147.237.72. 217 eidf.il B ock Np Al Net drop 1
69. 197. 158. 234 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Wp Al _Nets drop 1
159. 122. 220. 135 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df .i| [B ock Np Al _Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.0. 200 ndu.idf.il Bock Np Al Net drop 1
74.82.47.53 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock Udp All Nets drop 1
184. 105. 139. 122 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnaiure Devi ce Action |Oount |
149. 88. 47. 121 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 15
106. 38.241. 144  |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5

69. 30.211. 2 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. mgj estic bot B ock 2
185.103.252. 98  [Russian Federation |147.237.72.167 |i shurimaka.idf.i| [20086: HITP. Mi ebl ackcat Security Scanner B ock 1

106. 38.241.106  |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry \Signature

104. 219. 238. 10 147.237.72. 14 Lhited Sates dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
46.117. 40.53 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
37.26. 149. 209 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
5.102. 242. 188 147.237.77. 216 | sr ael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.86. 126 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
213. 8.74. 161 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
162. 144. 41. 122 147.237. 0. 200 Wited Sates . i df i | ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 147.237.76. 177 Wited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 66. 177 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
37.142.68.29 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
5.144.62. 177 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.98. 221 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
213.8.204. 40 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
207.232.12.171 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 15. 63 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
149. 50. 21. 52 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
reamn ine: TCP Invali i i Ssi
2. 53, 169. 36 I'srael 147.237.77. 243\t e i i1 |/ SAM NG Engine: TCP I nval i invalid segnent retransnission drop 72
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.70.54.152  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 66
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
2.55.51.209  |Israel 147.237.76.31 |nakchal .idf il 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dr opped.
46. 120. 70. 96 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 18
Sreanming Engine: TCP Invalid i i ssi
46.19.85.116  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
reamn ine: TCP Invali i i Ssi
80. 246. 136. 135 |Israel 147.237. 77, 243 |noti L e i i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 15
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
37.142.205.32 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 14
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
84.228.47.25  |israel 147, 237. 76. 200 |ei tan akaich.i1 || @M NG Engine: TGP alid |invalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 142. 16 | srael 147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.85.201  |Israel 147.237. 7. 243 |noti L e i o i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
87.71.38. 160 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |10
188. 161. 184. 105 g";'cis;i'géa” Tertitoryty 47, 237. 77. 216 |dover . i of . i1 drop First packet isn't SWN drop 10
2.53.5.209 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 201 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |7
212.199. 34. 114 |Israel 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
87.70.79.196  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
81.218. 147. 103 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 137 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
2.55.8.169 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNACK retransmt with monitor (6
different wndow scal e
Sreamng Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
109. 253. 204. 229|i srael 147.237.77. 243 |t e i1 | SAMNG Engine: TCP I nvalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i sSi
79.179.96.37  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i Ssi
82. 166. 140. 117 |Israel 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.182. 199. 148 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.7 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
37.142.205.32 |israel 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
37.142.68. 29 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
81.218.66.107 |lsrael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 5
87.71.38. 160 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |5
87.71.38. 160 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 218 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |4
212.199. 251. 227|l sr ael 147.237.72. 167 |i shurimaka.i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Bngine: TQP Invalid i i SSi
40.77.167.42  |Wnited Sates 147.237.72. 166 |aka. i df .i | 9 =g Inval id segnent retransmssion. |, . 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 218 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TQP Invalid i i SSi
79.180.61.207 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
185.3.147.216 |Israel 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi
31.210.176.41 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
109. 64, 20. 115  |Israel 147.237.72. 166 |aka i df .11 g =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
176.13. 9. 93 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi
46.19. 86. 10 I srael 147.237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
192.115.83.5 I 'srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TQP Invalid i i SSi
79.180. 166. 118 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
82.166.91.243 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. | ., 3
Ret r ansm ssi on Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i SSi
109. 65. 54. 173 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Inval id segnent retransmssion. |,
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.53.61. 75 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |,
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
62.219.117. 171 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |,
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.183. 147. 176 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, .,
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55.189. 158 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 238
176.13.5. 183 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 89
46.19. 86. 235 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 78
80.246.136.25 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
109. 253.128. 15 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 13
2.53.169. 161 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
66.249.81.212 |lIsrael 147.237.77. 216 |dover.i df . il Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 6
2.53. 40. 226 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 5
66.249.81.215 |[lIsrael 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 5
80.246.137.75 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 201 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Qode Bl ock 3
80. 246. 136. 135 |[lIsrael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code Bl ock 3
46.19.85.235 |Israel 147.237.77. 243 |nobi | e. i df . i | x;”lt:(:r(;lee? , gegﬁfyef;,ﬁ e/ sthi | ddocunent s/ 1071 Bl ock 3
37.26.148.191 [israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19.86.107  |Israel 147.237.77.74 |lawidf.il marg”elr dfTY?le/\gAfg'_ﬂgggt ';”:t zrsﬁf’ader 13uckeader Search$txt Search in gy 2
149. 88.143.84 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
80. 246. 133. 115 [l srael 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 |[lIsrael 147.237.77. 216 |dover.i df . il Distributed Waut horized LRL Access on waw idf.il/error. htm Bl ock 2
37.26.148.167 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 2
79.178.147.28 [israel 147.237.76.42 |refuah.idf.il [0S0 Puted hau forized :ﬁaﬁczi on B ock 1
217.132.159. 36 |lsrael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 217.132. 159. 36 Bl ock 1
147.235.236.1 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp;t in aka.idf.il/nai n/ sachar/scri ptresource. axd None 1
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ print.css Bl ock 1
80. 246. 136. 142 |l srael 147.237.77.216|dover. i df .il SSL Untraceabl e Connection - Cpen Mde None 1
212.199. 218. 246|l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
131.114.197.117]|italy 147.237.76.86 |navy.idf.il PHP At t enpt Bl ock 1
87.70.37.151 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/rabanut/general . aspx Bl ock 1
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | mzué:;;'_fz‘:_ fﬁ‘sips;‘ﬁjaggm | es//9/4629. | pg Bl ock 1
217.132.159. 36 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/nai n/ sachar/ Bl ock 1
66.249. 66. 125 | sr ael 147.237.76.42 [refuah.idf.il ﬂ?.u;:;r;ﬁz.ig/su;rgglccﬁsifentt gcri pts/jquery/jquery-ui.js Bl ock !
109. 253. 156. 18 |l srael 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 1
40.77.167. 25 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww i df.il/tenpl ates/articl e/ watch Bl ock 1
212. 235. 62. 200 |l srael 147.237.77.216|dover. i df . il D stributed Waut hori zed HTTP Met hod B ock 1
46.19.86.115  [Israel 147.287.76.42 [refuah idf i1 [0 e e e e s B ock 1
131.114.197. 117|italy 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/wp-1ogin. php Bl ock 1
87.70.54.152 [israel 147.237.76. 200 |ei tan. aka. i df . i | mu;hf ;ri]_zaelfa_'\f;fr_'?? /ig.fsgéz- el i tan, aspx None 1
27.159.234.88 |China 147.237.77. 176 |nat pash. i df . i|  |Distributed Unhaut horized HITP Met hod B ock 1
157. 55.39. 71 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.78.242  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“;gf r7'62'jdz ;ﬁ; :glcc?sisentt o s/ queryldl obel | Bl ock 1
46.19. 85. 78 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 253. 204. 229]I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code Bl ock
2.53.140.63 [Israel 147.237.76.42 [refuah.idf.il  |J5 000 hahorized éﬁaﬁcz;?x on Bl ock 1
80.246.139.56 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 1
212.235.62. 200 |[lsrael 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to ww i df . il/hebrew organi zati on/ nakhal Bl ock 1
131.114.197. 117|italy 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 1
87.70. 54. 152 I srael 147.237.76.200(ei t an. aka. i df . i | [Unknown Paraneter SearchText in wwu eitan. aka.idf.il/938-he/eitan aspx [None 1
31.13.112.118 |ireland 147.237.77.216|dover.i df . il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
66.249.78.248 | srael 147.237.76.42 |refuah.idf.il ﬂ?”;:;’ r;éig,;% giffzn:gc” s/ i et ep cker. | s Bl ock 1
131.114.197.117]|italy 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 131. 114. 197. 117 Bl ock

2.53. 156. 199 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
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