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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4089
203. 254. 51. 16 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
2.53.30.151 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
81.218. 65. 210 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

31. 168. 137. 34 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3

81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3

80. 82. 78. 38 Net her | ands 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
159. 122. 220. 135 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |Block Np Al _ Net dr op 1
184. 105. 139. 67 Lhited Sates 147.237.77. 61 e.cogat.idf.il B ock Wdp Al Nets drop 1

82. 145, 211. 115 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 1
159. 122. 220. 135 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1

85. 93. 89. 243 Ger nany 147.237. 76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
159. 122. 220. 135 Lhited Sates 147.237.77. 212 e. dover.idf.il Block Np Al Net drop 1
159. 122. 220. 135 Lhited Sates 147.237. 8. 28 e.nobi l e-ks.idf.il |Block Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site |Sgnature Devi ce Action |Oount |
106. 38. 241. 144  |Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 7
106. 38.241.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 6
185.103. 252. 98  [Russian Federation |147.237.77.234 |halag.idf.il 20086: HTTP: M ebl ackcat Security Scanner Bl ock 3
69.197. 177. 50 Lhited Sates 147.237.76.147 |chi nuch. aka. i df.i| |CL000074: HTTP. majestic bot B ock 2
69. 197. 177. 50 Lhited Sates 147.237.77.176 |nat pash.idf.il C1000074: HTTP: naj estic bot B ock 2
69. 197. 177.50 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
62.219.172.178 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
61.182.170. 38 147.237.0. 17 Chi na mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 232 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.154. 234. 136 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
23.102. 168. 255 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -f -sS 1
204. 152. 218. 49 147.237.8.28 Lhited Sates e.nobi | e-ks. i df .il ET SCAN NVAP -sS w ndow 1024 1
162. 144. 41. 122 147.237.76. 31 Lhited Sates nakchal .idf .il ET SCAN NVAP -sS w ndow 1024 1
113.59. 33. 61 147. 237.76. 198 Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
81.218. 44. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
61.182. 170. 38 147.237. 76. 197 Chi na e. hi nush. i df .i ET SCAN Potential SSH Scan 1
46. 19. 86. 9 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 89 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.102. 168. 255 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 2048 1
132. 73. 205. 110 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 75 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreaning Engine: TGP Invalid i i ssi
87.71.98.198  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 96
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 30
107. 167.107. 62 |india 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreamng Engine: TCP Invalid i i ssi
91.227.71.250 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Inval i d segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.175. 96 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.189 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.
79.176.19.235 |lIsrael 147.237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
79.176.19.235 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINHACK retransmt with different | yoniior |10
w ndow scal e
37.26.148.208 |lsrael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
reanming BEngine: TCP Invali i i ssi
37.26.149.165 | srael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
79.177.178. 205 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
Sreaming Engine: TGP Invalid i i ssi
81.62.117.229 |Switzerland  [147.237.76. 200 |ei tan aka.idf.il 9 =g Invalid segent retransmssion. drop 8
Ret ransni ssi on Packet dropped.
. . SYNPAXK retransmit with different .
79.177.178. 205 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence vi ndow scal e noni t or 8
Sreaming Engine: TGP Invalid i i ssi
77.125. 164. 225 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segent retransmssion. drop 8
Ret ransni ssi on Packet dropped.
212.143.142.56 |Israel 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i ssi
98.234.13.198 |Wited Sates |147.237.77. 176 |natpash.idf.il 9 =g nval i d segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
84.228.249.34 |Israel 147. 237.76. 200 [ei tan aka i o 1 | €AM NG ENgine: TCP Invalid — invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
147.236.31. 111 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber alert 6
reanming BEngine: TCP Invali i i ssi
2.565. 4. 201 I'sr ael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
147.236. 31. 111 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 202. 190|1 srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
5.102.254. 184 |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
31.168. 150. 212 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
62.219.34.192 |lIsrael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 169 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
s SYNHAXK retransmit with different .
31.168. 150. 212 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence wi ndow scal 6 noni t or 4
109. 67. 115. 241 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 4
46. 19. 86. 229 | srael 147.237.77. 233 |atal .idf.il dr op Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
2.53.27.76 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
195. 200.205.2  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70. 46. 42 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.143.3.162 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53. 42. 246 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
81.218.241.25 |Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
132.66.53.185 | srael 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
87.70.98.222  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179.33.59  |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 160. 151. 89 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.134. 60 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
79.176.19.235 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.181.34.103 | srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i Ssi
109. 253. 136. 238|i srael 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.137.78  |Israel 147.237.72. 167 |i shuri maka. i f . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i Ssi
46.19.86.101  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.255.92 | srael 147.237.72. 166 |aka i f . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
31.210.186.59 |[lIsrael 147.237.77. 216 |dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 3
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Atacker Address |Ftacker ‘Target Address |Ste Signature

Count ry

SYNPAXK retransmit with different

79.176.19.235 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence . noni t or
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.55.62. 156 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
66.249.60.38  |Wited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segment retransmssion. drop
Ret r ansni ssi on Packet dr opped.
i Sreamng Engine: TCP Invalid i i ssi
188. 166. 144, 210" L& 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop
Ki ngdom Ret r ansni sSi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.53.56. 117 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 92
46. 19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |67
80. 246. 137. 232 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bock |46
2.55. 41. 40 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 33
176.13.5. 16 I srael 147.237.77. 170 |maar achot . i df . i | Mil ti pl e Unaut hori zed URL Access from 176. 13. 5. 16 B ock 18
31.168. 202. 108 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 15
2.53.156. 1 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
31.168. 202. 108 |l srael 147.237.77. 170 |maar achot . i df . i | Ml tiple Unhauthorized URL Access from 31. 168. 202. 108 Bock |[5
46.19. 85. 232 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
82.102. 169. 113 |l srael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
2.55.10. 212 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |[3
31.168. 202. 108 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip_storagel/files/7/ B ock 3
2.53.153. 109 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.117.57.126  |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bock |2
91.227.71.250 [Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 91. 227. 71. 250 B ock 2
80. 246. 136. 180 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80.82.78. 38 Net her| ands [147.237.0.34 |ti kshuv.idf.il Unaut hori zed URL Access to www bai du. cond cache/ gl obal /i ng/ gs. gi B ock 1
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
169. 229. 3. 91 g“iaf(f;’ 147.237.0.19 |nadimatal .idf.il %ﬁgﬁj‘g_&cﬁqmﬂ“fg Protocol violation None |1
2.53.31. 221 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/tenpl at es/ news/ nobi | e B ock 1
81.218.241.25 [Israel 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 81.218.241. 25 B ock 1
66. 249. 82. 91 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
193. 227. 170. 194 |Lebanon 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 1
109. 253.200.7  |Israel 147.237.77. 216 |dover.i df . il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 1
2.55.4.201 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
80.246.133.60 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/8/2278.jpg |B ock 1
169. 229. 3. 91 g‘;:ﬁ 147.237.77. 226 mi?haMI 2. aka. (Sg‘st“og‘\cﬁﬁf;ﬁg‘ecﬂ“fg - Protocol vidlation None |1

Qooki e Tanpering on cooki e Logi n: Expect ed

koo koo koo ok ook

kR k kb ok ok ook ok
2.53.56. 117 I srael 147.237.0.19 |nadimatal .idf.i| [F*x#xxsxeencins - Mhserved None 1

T S,

Eeera e AR A LA AR AR AR AR AR AR R A AR AR At

Ak
67.222.134.19 g‘;tt:: 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed LRL Access to eitan. aka.idf.il/test/wp-adnmin/ B ock 1
198. 50. 189. 250 [Canada 147.237.76.200|ei tan. aka. i df .i | Unhaut hori zed URL Access to eitan. aka.idf.il/wp-adnin/ B ock 1
132. 73. 205. 110 |Israel 147.237.77. 216 |dover.idf . il O stributed Uhauthorized LRL Access on wwwvidf.il/https: /v idf.il/ B ock 1
80.246.133.96 | srael 147.237.72. 166 |aka. i df . i | Lurigfsj ’ i%ﬂaseg’?inzla;:;fgoibgcﬁi/fm 1V kapat 2/ 1 es#012 Bock |1
66.249.79.105 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp B ock 1
73.45.166.132  [J11€ 147. 237.77. 176 |nat pash. i df . i | ;':;‘rwa?;ge; pe ¥ %Zg_?nlfgggritp; : Bock |1
66. 249.66. 141 | srael 147.237.0.17 T;‘y_-il;OSher kravi :;L:@_]i'oszsz”lf(ﬂ?rt:\:i Elrti:?d: In?a: f;()i(/icf: eat ecapt chai nage. aspx None !
216. 218, 207. 138[ 31 & 147. 237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to i df . il /1294 hel wani df . i Bock |1

Unknown Par anet er
149. 88. 254. 135 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth i n None 1

wwy aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
66.249.79.169 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”;ggr ;gf’fG?namcgfiut;gi yus/ gener al . aspx Bock |1
37. 60. 45. 180 I srael 147.237.77.216|dover.i df .i | Dstributed Lhaut hori zed URL Access on wwidf.il/https: /v idf.il/ Bl ock 1
176.13.5. 16 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/3/112203. pd B ock 1
91.227.71.250 | srael 147.237.76. 200 |ei tan. aka. i df . i | m“;ir'toau_zaii%_ ff/cfzsp It;’t s/ opni ssi ngper son nob | ¢ Bock |1
79.182. 183. 250 |Israel 147. 237.72. 166 |aka. i df . i | mngk“;i??ﬁg n/i;cor?;c/t;a?gficEZﬁSprhsaChar$°t' 17in None |1
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9841- he/ r ef uah. aspx  [Bl ock 1
169. 229. 3. 91 g‘;lts: 147.237.0. 16 ?yl Ikosher—kr avi.id (Sg'sinog‘\ﬁﬂ%%‘i‘ecﬂ“ig Protocal violation None |1
31.168.119.52 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
2.53.27. 167 I srael 147.237.76.42 |refuah.idf.il Mil tiple Unaut horized URL Access from 2.53.27. 167 B ock
66. 249. 82. 88 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
184. 105. 247. 194 g‘;lts: 147.237.72.167|i shuri maka. i df.i| |Wauthorized URL Access to 147.237.72. 167/ Bl ock 1
94. 159. 160. 111 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/tenpl ates/articl e/ nobile B ock 1
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