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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4011

123. 59. 59. 52 Chi na 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
209.126.111. 7 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bl ock Wp Al Nets drop 1

69. 197. 158. 234 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Udp All _Nets drop 1

69. 197. 158. 234 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df.i | Bl ock_Udp Al _Nets drop 1

184. 105. 139. 67 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il Bl ock_Ulp Al _Nets drop 1

184. 105. 139. 108 Lhited Sates 147.237.77. 212 e.dover.idf.il Block Np Al Net drop 1

159. 122. 220. 135 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnature

Devi ce Action |Count

162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
204.152.218. 49 |147.237.77.235|W0ited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
185.3.147.108  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
106. 186. 113. 132|147. 237. 76. 176 | Japan test.ncore.idf. i SER\/ER APAG_E_ Apache med_ss| non-SS. connection to SSL port 1

deni al of service attenpt

91. 201. 236. 158 |[147.237.77. 243 |krai ne nobi le.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
63.221.141.195 |147.237.0.34 |lhited Sates |[tikshuv.idf.il [ET SCAN Potential SSH Scan 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
93.172.139. 239 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 38 147.237. 77. 235 [Net her | ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
198.199. 14.52 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 111
198.199. 14.54 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 104
198. 199. 14. 53  |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 58
reamn ine: TCP Invali i i ssi
212.143.99.102 [Israel 147. 237.76. 200 |ei tan. aka i i1 | €M g Engine @ Invalid |invalid segnent retransnissi on drop 39
Ret r ansmi ssi on Packet dropped.
198.199. 14.51 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
23.27.13.60 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
107.167.104.50 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
76.180.215.21 [Uited Sates  [147.237.76.42 |refuah.idf.il Bad TCP sequence StNretransmt with different monitor |17
W ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TP Invalid i i ssi
46.19. 86. 30 I srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Inval id segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
85.250. 193. 121 |israel 147.237.76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
73.202.124. 214 |Uited Sates  |147. 237. 76. 200 [ei tan. aka i df .i g =g Inval id segnent retransmssion. 8
Ret r ansmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
199.203.215.1 [israel 147 237.76. 200 [ei tan akaicr. i1 | @M NG Engine: TP Invalid invalid segnent retransnissi on drop 8
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
37.26.149.189 | srael 147.237.72. 166 |aka i f . g =g Inval id segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
82.80.175.35  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
46. 19. 85. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82.80.168.133 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
84.109.116.94 |[lIsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
109. 253. 128. 220! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber monitor |4
176.13.19. 32 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |4
66.249. 83. 167 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
176.13. 19. 32 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber aert 4
Sreaning Engine: TGP Invalid i i sSi
5.22.129. 91 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
82.80.149.106 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 3
reamn ine: TCP Invali i i ssi
109. 253. 142. 145|1 srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |3
reamng BEngine: TCP Invali i i ssi
5.102.216.53  |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.25.208 |Wited Sates  |147.237.72. 166 |aka idf i1 g =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
212.150.7.41  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
87.70.92.144  |israel 147. 237.72. 166 |aka i f . g =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
82. 80. 193. 4 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
109. 253. 128. 220! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber aert 3
Sreaning Engine: TGP Invalid i i sSi
212.199.119. 98 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransmi ssi on Packet dropped.
213.57.108. 165 |l srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
80. 246. 133. 249 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i SSi
84.111.164.7  |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Inval id segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
81.218.57. 61 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
74.82. 47. 44 Wited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect
169.229.3.91  |wited Sates [147.237.8.50 [etikshw.idf.il |Geo-1ocation enforcenent Geo-1 ocati on i nbound drop 1
enf or cenent
185. 103. 252. 5 RJSf;:I”ion 147. 237. 77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.210.152.87 |France 147.237.72.14 |dover.idf.il(dd) [Bad TCP sequence StNretransmt wth different monitor |1
w ndow scal e
. . o . Geo- | ocati on i nbound
159. 226. 95. 66  |Chi na 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent enf or cenent drop 1
212.199. 224. 24 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132Japan 147.237.76. 176 [test.ncore.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
84.108. 157. 209 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
184. 105. 247. 226|Wnited Sates  [147.237. 77. 227 [e. harmz. i of .1 Geo- | ocati on enf or cenent ﬁ?olr (C’Zii'nfn | nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 23 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 76
109. 253.128. 31 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 68
198.199. 14.51 |Canada 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 35
212.199. 119. 98 |israel 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod POST for B ock 4
ww aka. i df . i |/ nmai n/ rabanut/ cont act us. aspx
91. 109. 30. 79 Ger many 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 91.109. 30. 79 B ock 3
109. 253. 197. 49 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.181.107.77 |lIsrael 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 2
5. 29. 238. 85 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 2
109. 65. 143. 106 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 222. 2381 srael 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 2
87.69. 26. 116 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
’ . . Unaut hori zed URL Access to
66.102. 9. 91 Lhited Sates  |147.237.77.216|dover. i df .| v i df i1 /1294 env v i 1/ engl i sh Bl ock 1
185. 103. 252. 5 RJSf;;”ion 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147. 237.77.216/ B ock 1
79.180. 209. 138 |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 1
v i df il /https: /v df.il/
5.29. 131. 99 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock 1
] . . O stributed Lhaut hori zed URL Access on
216.218.207. 138[Wited Sates  [147.237.77.216|dover.idf .il v i df i1 /1294 env v i df i |/ engl i sh B ock 1
157. 55. 39. 63 Lited Sates 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to v i df.il/eng B ock 1
. . Unhaut hori zed URL Access to
66.249.79. 105 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v/ sachar /Kl al i . aspx B ock 1
109. 253. 128. 220]l sr ael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx |B ock 1
157. 55. 39. 90 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
91. 109. 30. 79 Ger many 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 91.109. 30. 79 B ock 1
. . Unaut hori zed URL Access to
66.249.79.107 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 3/ 62033, pf B ock 1
207. 46. 13. 52 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df.il/klali.aspx B ock 1
. . Paraneter Type Mol ation search in
109. 253. 128. 220l sr ael 147.237.77. 234 (hal ag. i df . i1 ww | ogi sti cs. atal i of i 171213 hel hal ag, aspx Bl ock 1
- . Unhaut hori zed URL Access to
80.74.110.141 |[Israel 147.237.77. 216 |dover. i df . i | ww i i1/t enpl at es/ art i cl ef nobi | e B ock 1
. . Unaut hori zed URL Access to
37.26.146.192 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
184.105.139.70 [thited Sates  [147.237.0.16 [ny-kosher-kravi.idf.il [Wauthorized UR. Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
91. 109. 30. 79 Ger many 147.237.76.86 |navy.idf.il vaw navy. i df . |/t enpl at es/ honepage/ mobi | e B ock 1
74.82.47. 4 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
87.69.26.116  |Israel 147.237.72. 166 |aka. i df . i | NMD'J(;)"' e Untraceabl e S Sessions from87.69.26.116 (Cpen |\, o 1
185. 103. 252. 5 R‘SIS::I”im 147.237.76.200 |ei tan. aka. i df . i | Unaut hor i zed URL Access to 147. 237. 76. 200/ B ock 1
. . Unhtraceabl e SS. Sessions: Protocol violation
79.177.191. 157 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
2.53.31. 221 I srael 147.237.77.74 |lawidf il thauthori zed LRL Access to . B ock 1
wan | aw i df . i |/t enpl at es/ honepage/ nobi | e
_ m ny- kosher - kr avi . i df ,
216. 218. 206. 66 |Whited Sates 147.237.0. 17 il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
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