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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4061
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3

159. 122. 220. 135 Lhited Sates 147.237.77.121 e navy.idf.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 1

159. 122. 220. 135 Lhited Sates 147. 237. 0. 200 ndu. i of i | Block Np Al Net drop 1

185. 103. 252. 96 Russi an Federation 147.237.77. 74 lawidf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 120. 173.103  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 3
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
66. 249. 66. 190 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
27.221.10.194 |147.237.76.44 |China erefuah.idf.il |ET SCAN Potential SSH Scan 1
209. 114. 36. 145 |147.237.76.42 |Uhited Sates [refuah.idf.il SE-'\"\/E-'\’-APAO-E'ApaChe mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
27.221.10.194 |147.237.76.34 |China yohal an.idf.il |ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.199 |Whited Sates e nakchal .idf.il |[ET OROP Dshi el d B ock Listed Source 1
13.94.233.163 |147.237.76.198|thited Sates |e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
193. 201. 227. 117|147.237.0. 33  |Wkraine idf.il ET SCAN Potential SSH Scan 1
13.94.233.163 |147.237.76.198|lWited Sates |e.yohalan.idf.il [ET SCAN NVAP -f -sS 1
112. 203. 215. 95 |147.237.76.31 |Phili ppines nakchal .idf.il ET SON\I Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
106. 186. 113. 67 |[147.237. 72. 166 |Japan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 238. 82. 190 |147.237.76.196 [Lnited Sates [e.svivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
27.221.10.194 |147.237.76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237.76. 176 |Chi na test.ncore.idf.i|[ET SCAN Potential SSH Scan 1
223.4.174.30 147.237.0.19 |China nadi matal .idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
27.221.10.194 |147.237.76.38 |China eenetav.idf.i|ET SCAN Potential SSH Scan 1
204.152. 218. 49 |(147.237.77. 121 |Wited Sates |e.navy.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
27.221.10.194 |147.237.76.31 |China nakchal .idf.il |ET SCAN Potential SSH Scan 1
13.94.233. 163 |147.237.76.198|lhited Sates |e.yohalan.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
162. 144. 41. 122 (147.237.77.179|W0ited Sates |e.mazi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 67 |147.237.77. 61 [Japan ecogat.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237. 76. 177 |Japan ncore.idf.il ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237. 76. 202 |Chi na ehalag.idf.il |ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237.76. 197 |thi na e hinush.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature Zi\tni Zi
50.117.45.133 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 198
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reamng Engi ne: TCP i i ssi
76.174.229. 246 |United Sates 147. 237.76. 200 |ei tan. aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 16
Invalid Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
92.51.199.18  |ireland 147. 237. 76. 200 |ei tan. aka i of . i1 mng =ngine. Invalid segnent retransmssion. 12
Inval id Retransm ssion Packet dr opped.
o SYN+tACK retransnmit wth .
105. 67.129.25  |Morocco 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |10
5.102.195.97  |Israel 147, 237. 77. 216 |dover . i f .| Bad TCP sequence I'nvalid ACK nunber monitor |9
S reamng Engi ne: TCP i i ssi
66. 249. 66. 187 |Uhited Sates 147.237.0.34 |tikshuv.idf.il mng thgl ne- 7 Invalid segnent retransmssion. 6
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
109. 64. 5.3 I srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
185.3.147.173  |israel 147.237.72. 166 |aka. i df . mng thgl ne- 7 Invalid segnent retransmssion. 6
Invalid Retransm ssi on Packet dr opped.
105. 67.129.25 |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |[reject
46.117.182.13 |Israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop
Sreamng Engi ne: TCP i i ssi
132.70.66.12  |Israel 147. 237.76. 200 |ei tan. aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 4
Invalid Retransnission Packet dropped.
212.143.142.56 |Israel 147, 237. 77. 216 |dover . i f .| drop First packet isn't SWN drop 4
Sreamng Engi ne: TCP i i ssi
2.53.132. 11 I srael 147.237.72. 166 |aka. i df . mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .| mng tngine. Invalid segnent retransmssion. 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
66.249.79.31  |Wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . | mng thgl ne- 7 Invalid segnent retransmssion. 3
Invalid Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
130.193.37.16 |Russian Federation |147.237.0.34 [tikshuv.idf.il mng tngine. Invalid segnent retransmssion. 3
Inval i d Retransnission Packet dropped.
105. 67.129.25 |Morocco 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
105. 67.129. 25 |Morocco 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
31.25.77.7 g‘ilcisgi':('ja” Tertitony 47 237.77. 176 |nat pash. i of . i drop Frst packet isn't SN drop 2
141. 212. 122. 204|Wited Sates 147. 237.77. 226 "‘:‘"IW chamat z. aka. 1df |oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
31.210.187.30 |israel 147. 237. 72. 156 |anan. i of . i Bad TCP sequence I'nval i d ACK nunber nonitor |1
162.144. 41,122 |Wited Sates 147. 237.77. 226 "‘:"Y’V chanat z. aka. 1df |oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.91 |Wited Sates 147.237.76.31 |nakchal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
50.117.45.133 |Uited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195.60. 232.57  |Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 205|Wited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.80 |Wited Sates 147. 237. 77. 212 |e. dover . i df .1 Geo- | ocation enforcenent |0! ocation inbound drop 1
enf or cenent
89.138.83.152 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 1
! o i nstant messenger pattern )
40.78.146.128 |Uited Sates 147. 237. 77. 216 |dover . i df .| Instant Messengers Fourdl, apol | cati o Skype moni tor |1
162. 144. 41,122 |Wited Sates 147. 237.77. 227 |e. hanaz. i df . Geo-l ocati on enforcement | 0! ocation i nbound drop 1
enf or cenent
141.212.122. 95 |Wited Sates 147.237.77. 212 |e. dover.i df . Geo-l ocation enforcenent | 0! ocation inbound drop 1
enf or cenent
141. 212. 122. 205|Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocati on enforcement | 0! ocation i nbound drop 1
enf or cenent
141.212.122. 87 |Wited Sates 147. 237. 72. 156 |anan. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 204|tnited Sates 147.237.0.34 |tikshwv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.76.34 |yonalan.idf.il drop drop 1
141. 212. 122. 205|Wnited Sates 147.237.77. 226 V‘:‘AIW chanatz. aka. 1df \oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.88 |Wiited Sates 147. 237. 72. 156 |anan. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 204|Wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enforcenent | 0! ocation inbound drop 1
enf or cenent
70.211.67.124 |Uited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 12 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122.90 |Wited Sates 147.237.76.31 |nakchal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
194. 187. 168. 212|France 147. 237.77. 216 |dover i f . i Bad TCP sequence SYNWAK retransmt with moni tor |1

di fferent w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
149. 202. 239. 135|France 147. 237.77. 216 |dover . i df . i | Eaf:riebtu;re dpzrea,\'um;]er Type Mool ation on v idf.il/1283-en/dover. aspx g 6
149. 202. 239. 134|France 147.237.77. 216 |dover.i df .i | Par anet er Type M ol ati on PageNumin waw i df . il/1283-en/ dover . aspx B ock
2.53.174. 231 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
40.77.167.1 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawn i df.il/error. htm B ock

149. 202. 239. 134 |France 147.237.77. 216 |dover . i df . i | m”:;cfri'lzletinﬁtg‘;fgﬁ;é;usercontrol o header upper Bl ock 1
66.249.66.177 I srael 147. 237.77. 216 |dover . i df . i | e e e e/ dover . aspx Bl ock 1
208.115.113.82 |lnited Sates [147.237.0.34 |tikshuv.idf.il |Wauthorized LR Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
68.180.231. 43 |[wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1133-20 B ock 1
66.249.78.236 |lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed UR. Access from 66. 249. 78. 236 B ock 1
2.53. 166. 208 I srael 147.237.76.31 |nakchal .idf.il |Uhauthorized UR. Access to wan nakhal .idf.il/tenpl ates/general /nobile |B ock 1
209.114. 36. 145 [lhited Sates |147.237.76.42 |refuah.idf.il i‘sﬁmﬁfﬁfﬁfg - Protocol violation None 1
141.212.122.81 |Uited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to /x Bl ock
54.210.18.124 |wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
149. 202. 239. 135|France 147. 237.77. 216 |dover . i df . i | mirij? ult Ie/dt (ﬁu;thg/iszh?eﬁjsgf:iifrgrs/ headier upper B ock 1
66.249.78.242 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 2/ 3382.j pg [B ock 1
141.212.122. 81 |Uhited Sates |147.237.76.31 [nakchal .idf.il |Unhauthorized URL Access to /x B ock 1
54.210.18.124 |Wnited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
177.19.188.29 |mrazil 147.237.77. 216 |dover . i df . i | mﬁrﬁfe_ri B’:Zn\glc’;fi L‘/";;Va'nfn:;navnenu_ css. aspx Bl ock 1
66.249. 78.248 | srael 147.237.76.42 |refuah.idf.il ﬂ?ﬁggf;é?ﬁzfg‘pﬁfﬁeﬁgéﬁi | e/ 4 si ze100x0/ 3424, | pg B ock 1
27.159.234.88 |China 147.237.77. 176 [mat pash. i df .i|  |Unaut hori zed HTTP Met hod Bl ock
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8921- he/ r ef uah. aspx  [Bl ock

Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | www. i df . i | /tenpl at es/ sendt of ri end/ mmmmmm=7a4abce2mmmmmm 7a |B ock 1
4abce?2

68.180.231.43 |lnited Sates |147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i|/1379- he/ dover . aspx B ock
40.77.167.1 Uhited Sates |147.237.77.216|dover.idf.il Abnornal |y Long Request URL B ock
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